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Abstract—Applying Federated Learning (FL) to real-world
network environments, such as telecommunication networks,
presents significant challenges. In this paper, we investigate the
intrinsic problem of non-IID data training across distributed in-
network FL clients. More specifically, we focus on the feature
distribution discrepancy in the use of in-network FL for infras-
tructure monitoring. While previous works have made notable
progress in the design of aggregation functions that compensate
strong polarization in data distributions, limited attention was
directed toward data load-balancing from sources to processing
nodes, which leverages the role and characteristics of the data
itself. Our goal is to address feature heterogeneity in in-network
federated learning by piloting how data is forwarded in the
network on the way to its consumers. To this end, we design
and evaluate several scenarios for dynamic data load balancing
between FL clients within the network topology, subject to latency
constraints.

Index Terms—In-Network Federated Learning, Feature skew,
Anomaly Detection.

I. INTRODUCTION

Nowadays, a large volume of data is continuously generated
at the network edge due to the widespread usage of mobile
devices and development of pervasive sensing applications [1].
Moreover, the penetration of computing and virtualization
within network edges requires in-depth and large-scale mon-
itoring of infrastructure components. Typically, this massive
amount of data is aggregated and stored ‘in the cloud’ along-
side the installment of native machine learning runtimes at
the edge cloud operating systems. In this context, Artificial
Intelligence Functions (AIFs) are adopted at the edge cloud
and provider premises as AI-powered components of end-to-
end infrastructure and vertical applications. They are designed
for deployment across edge-enabled 5G and upcoming Beyond
5G [2] systems to offload, or even replace, legacy remote
cloud deployments. This trend goes beyond basic centralized
learning, to enable the deployment of in-network AI services at
scale [3]; indeed, transmitting a huge volume of sensitive data
to remote clouds over the network raises significant privacy
and network efficiency concerns: privacy ones gave rise to
Federated Learning (FL) [4], while efficiency concerns are
leading to the integration of FL as an in-network AI service,
for the analysis of infrastructure data instead of end-device
data.

Unlike centralized learning, FL enables the collaborative
training of a global model across distributed nodes using local
data. Specifically, only the parameters of a locally trained
model are sent to a central server for aggregation. The global
model is then updated and redistributed to the local nodes for

the next iteration. Thus, the global model is trained without
transmitting local data and compromising user privacy. Con-
ventional FL applications, such as those in computer vision
and natural language processing, often assume that training
data is Independent and Identically Distributed (IID) across
local nodes or clients. However, in real-world mobile access
network scenarios, local training data are often non-IID across
distributed clients. This means that the data distribution on
each node is unique and does not reflect the overall global
distribution. Such discrepancy is typically caused by statistical
heterogeneity, where the local data distributions differ among
participants [5], or by system heterogeneity, which refers to
variations in system parameters (e.g., the operating frequency
of end devices). In such cases, a naive implementation of
FL algorithms (e.g. FedAvg) leads to a degradation of model
performance [6], [7]. This is particularly relevant in anomaly
detection, as each node may get different types of normal data
hence of anomalies.

Recently, in-network federated learning has emerged to
analyze computing and communication infrastructure. The
main idea is to support collaborative model training directly
within the infrastructure [2]. In this perspective, Data Pipeline
Systems (DPS) are proposed as an evolution of conven-
tional datawarehouse systems to bring data from sources
to AIFs [8]. Hence, AIFs use real-time infrastructure data
to enable advanced applications such as anomaly detection,
mobility prediction, and event forecasting, thereby supporting
infrastructure orchestration as well as the identification of
vulnerabilities and software failures. These capabilities are
particularly important for network operators to meet Service
Level Agreements (SLAs) requirements. However, a key chal-
lenge is the inherent heterogeneity of data across distributed
sources, which can degrade the performance of FL models.
Additionally, in-network FL with DPS support has to master
the communication cost, both for model updates between FL
clients and the server, and for the transfer of data from poten-
tially large number of sources to FL clients via the DPS. This
is especially critical in telecommunications, where bandwidth
is limited, links can be unstable, latency requirements are
strict, and SLAs must be ensured.

In this work, we propose DPS-based data load balancing
policies to mitigate feature skew for in-network FL. The DPS
aggregates data from distributed network nodes and routes it
to AIF clients for local training. Our objective is to investigate
their impact on model performance while also accounting for
data communication costs. Preliminary evaluation results show
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how data load balancing scenarios affect data distributions
among participants.

The remainder of the paper is organized as follows: Sec-
tion II reviews related work. Section III defines the problem
statement and Section IV presents our core contribution.
Section V reports the evaluation methodology and the initial
experimental results. Finally, we conclude this paper and direct
our future work in Section VI.

II. RELATED WORK

According to [9], there are three main types of ‘non-
IIDness’: (i) Label skew, where labels differ among clients; (ii)
Feature skew, where attribute values differ among clients; and
(iii) Quantity skew (i.e. imbalanced data), where the amount
of data varies among clients. Current practices [4], [6], [7],
[10]–[12] offer limited strategies for distributing data between
FL clients, where data heterogeneity is modeled as non-IID
label skew. They are primarily designed for classification tasks,
and their effectiveness in addressing feature distribution skew
has not been explored. For instance, for autoencoder-based
anomaly detection systems considered in this study, where
models are trained only on normal data, feature distribution
issues become more critical.

In this paper, we consider the in-network FL context, where
a dedicated Data Pipeline System (DPS) transfers data from
distributed sources to FL client AIFs [8], and where these
AIFs are executed within the network infrastructure itself. In
this context, the issue of data heterogeneity is exacerbated
due to intrinsic geographical and topological characteristics
of the network between data-sources and FL clients [8]. As
a consequence, if left unmanaged, the resulting data-to-client
distribution policy can significantly reduce the degree of IID-
ness, thereby degrading overall FL performance. The authors
in [13] introduce a FL framework for Anomaly Detection
(AD), named FLAD, which uses multiple edge AIFs to train
autoencoders and share model parameters with a central AIF
server. However, the data is split using a sequential partitioning
strategy, where each AIF receives a block of consecutive
samples. This results in a data distribution that fails to meet
the IID assumption across FL clients, which is essential for
maximizing FL efficiency.

III. IN-NETWORK FL DEPLOYMENT WITH FEATURE SKEW
CONTROL

Figure 1(a) depicts the reference operator network archi-
tecture used for the in-network federated learning use-case. It
comprises a set of base stations (BS), core network nodes
(CN), and border nodes (BN). A BN is typically deployed
in close proximity to a CN node to enable low-latency content
delivery [8]. In this architecture, each CN is connected to
a subset of BSs and is associated to a corresponding BN .
We consider two types of network delays in this setup: (i)
front-hauling delay fdij , which represents the propagation
delay between a BSi and a CNj ; and (ii) back-hauling delay
bdjk, which denotes the propagation delay between a CNj

and its associated BNk. In in-network FL [2], [8], the AIF

server and a set of AIF clients C = {AIF1, . . . , AIFc} are
deployed at the BN . A set of data sources S = {s1, . . . , s|S|}
is located at the BS level. The data generated by these sources
is forwarded to the AIF clients through the DPS, represented
by a set of brokers B which are executed within the CN nodes.
Figure 1(b) illustrates this setup.

A. Towards Feature Skew Control

We consider an in-network FL setup in which each AIF
client c performs local training on received data and sends
model updates to a centralized AIF server. The server syn-
chronously aggregates the local model parameters and redis-
tributes the resulting global model to all participating AIF
clients.

In conventional FL [4], local models are trained indepen-
dently on individual client devices to preserve data locality,
which is the case in practical real-world systems, due to
constraints arising from data sensitivity or limited network
connectivity that prevents data transfer. We adopt a similar
decentralized learning paradigm within the operator network,
where each AIF client c ∈ C receives data from a unique
subset of data sources Sb ⊂ S through a broker b ∈ B,
forming a many-to-one and one-to-one mapping: Sb → b→ c.
Since each AIF client c operates at the border of the CN , we
assume negligible network delay between data broker and their
corresponding AIF clients.

While the conventional FL scenario outlined above pre-
serves privacy and enables decentralized model training, it
encounters fundamental limitations when dealing with non-
IID data across AIF clients. In practice, data sources are often
highly heterogeneous, due to different user behaviors or vari-
able hardware characteristics. As a result, each AIF receives a
uniquely skewed subset of the global data distribution, which
can lead to local model updates that may diverge significantly.

To address this challenge, we propose a methodological shift
from simply assuming strict data locality to a more clever
controlled data sharing via strategic data routing, as permitted
by DPS brokers load-balancing. Unlike in conventional FL,
where each broker b ∈ B serves a single AIF client c ∈ C,
we propose a broker-assisted data load balancing scheme in
which each broker can forward data to multiple AIF clients
forming a subset Cb ⊆ C, which is feasible thanks to publish-
subscribe model of the DPS. This flexible mapping Sb →
b→ Cb allows brokers to implement dynamic routing policies,
selectively dispatching data to AIF clients to mitigate data
imbalance and reshape local feature distributions.

To enhance model generalization and stability, our objective
is to reduce inter-client heterogeneity by approximating an IID
distribution across AIF clients. Achieving this through broker-
assisted data distribution introduces a fundamental trade-off
between statistical benefits and network communication costs.

IV. LOAD-BALANCING FOR FEATURE SKEW CONTROL

To mitigate non-IID limitations in federated learning, we
introduce broker-assisted data load balancing policies, as pre-
sented in Figure 2. The core idea is to use brokers to uniformly
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(a) Operator Network architecture                                  (b)    Conventional Federated Learning
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Fig. 1: In-network Federated Learning

redistribute data across AIF clients, which mitigates data skew
and enables balanced training. We propose two variants: the
Fully Connected Scenario for maximum uniformity, and the
Least Broker-AIF Delay Scenario to reduce communication
costs by selectively limiting broker-to-AIF connectivity.

In the Fully Connected scenario, each broker b ∈ B
maintains connections to all AIF clients. As such, data from
the subset Sb ∈ S assigned to the broker b ∈ B are
uniformly distributed over all AIF clients. This results in a
data allocation that approximates an IID setting. For the Least
Broker-AIF Delay Scenario, the communication cost of the
Fully Connected setup is reduced while still approximating
IID distributions. Each broker b ∈ B deactivates a proportion
(ratio) r ∈]0, 1] of its highest-latency links to AIF clients,
as illustrated in Figure 2. Data from each source assigned to
broker b is then uniformly distributed over its reduced client
set. Although this may slightly deviate from a perfect IID
setup, it significantly reduces communication cost and better
suits large-scale or resource-constrained deployments.

AIF2

AIF
Server 

AIF1 AIF|C|

Broker 1 Broker 2 Broker |B|

S1 S2 S3 S4 S|S|-1 S|s|

activated link
deactivated link

Fig. 2: Least Broker-AIF Delay Scenario

A. Communication Cost Model

Based on empirical delay traces from a major European
provider [8], the data transmitted from the base stations to
the CN nodes, where the brokers are located, experience a

negligible and quasi-constant front-hauling delay compared
to the back-hauling delay. Therefore, we exclude the front-
hauling delay from our communication cost analysis. Instead,
we focus on the network link between the core nodes and the
border nodes, where the brokers and AIF clients are located,
respectively.

We evaluate the communication cost conventionally as a
bandwidth-delay-product, to represent the amount of data in-
flight on the way to AIFs. The required bitrate β (in Mbps) for
transmitting a single data sample is calculated as the product of
the sample size and the sampling frequency of the data source.
In practice, data samples are typically represented using a 32-
bit floating-point format [14]. The cost is computed as follows:

cost = β ·

∑
b,c

abc · bdjk

 (1)

where abc is the number of data samples transmitted from
broker b ∈ B to AIF client c ∈ C, and bdjk represents
the back-hauling delay between core network node CNj and
border node BNk, where broker b and AIF client c are
respectively deployed.

B. Quantifying Non-IID Data Distributions

Quantifying the degree of non-IIDness is essential to ad-
dress the issue of feature distribution heterogeneity, as it
provides insights into the diversity of data distributions across
clients. In the literature, several approaches have been pro-
posed to align probability distributions, such as using sta-
tistical distance measures like the Wasserstein distance and
the Kullback-Leibler Divergence (KLD) [15]. In this work,
we adopt the Jensen-Shannon Divergence (JSD), which is a
symmetrized and smoothed version of KLD. The JSD between
two probability distributions P and Q is defined as [16]:

JSD(P,Q) =
1

2
KLD(P ‖M) +

1

2
KLD(Q ‖M) (2)

where M = 1
2 (P + Q) is the mixture distribution of

P and Q. The Kullback-Leibler Divergence [17], denoted
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KLD(P ‖ Q), between two discrete probability distributions
over a shared space Z, is defined as: KLD(P ‖ Q) =∑

z∈Z P (z) log (P (z)/Q(z)).
A lower JSD value indicates a higher similarity between

two probability distributions. In this work, for each feature f
and AIF client c ∈ C, we estimate the empirical probability
distributions of the feature values denoted Pcf for AIF client
c and Pf for the global dataset using normalized histograms.
We then compute the JSD between these distributions as
JSD(Pcj ‖ Pf ). To obtain a feature-wise measure of how
much the distribution of each feature differs between clients
and the global distribution, we compute the average JSD across
all |C| clients: D̄f = 1

|C|
∑|C|

c=1 JSD(Pcf ‖ Pf ).

V. EVALUATION

To evaluate our proposal, we use the in-network FL envi-
ronment from [8]. We consider 5 AIF clients and 5 broker
nodes, whose placement in the operator network follows
the deployment presented in Figure 1. For the evaluation,
we define five values for the ratio of link deactivation per
broker: 0%, 20%, 40%, 60%, and 80%, in which the first
value corresponds to the Fully Connected scenario. Finally,
we present preliminary experimental results and analyze the
impact of our proposed scenario on feature heterogeneity.

A. Dataset

To evaluate our proposed solution, we use the publicly
available CIC-IDS-2017 dataset [18]. It was collected in a
network environment with simulated traffic to evaluate real-
istic intrusion detection scenarios. The dataset was generated
using a B-profile system designed to replicate background
traffic and capture the abstract behavior of 25 users across
multiple protocols, including HTTP, HTTPS, FTP, SSH, and
email. To simulate malicious activity, six attack profiles were
incorporated (e.g., DDoS, SQL Injection, Brute Force, Botnet).
Data collection was conducted over five consecutive days,
with Monday dedicated exclusively to benign traffic and the
remaining days containing a mix of normal and attack traffic.

B. Data Preprocessing

Let D ∈ Rn×d denote the dataset, where n is the number
of samples and |F | is the number of features. In the DPS
data preprocessing function, each feature f ∈ F is scaled to
the range [0, 1] using min-max normalization, resulting in the
normalized dataset D̃ ∈ Rn×|F |.

To reduce dimensionality and improve the quality of feature
distribution analysis, we apply Principal Component Analysis
(PCA) to both training and test sets prior to feature splitting
among participants. This transformation projects the data into
a lower-dimensional subspace defined by the most informative
directions of variance: Z = D̃ ·W, where W ∈ R|F |×k
contains the top k principal components, and Z ∈ Rn×k is the
resulting reduced representation. This step ensures that only
the most informative components of the original feature space
are retained, which is particularly important given the scarcity
of naturally non-IID tabular datasets for anomaly detection. In

our experiments, PCA retained 97.40% of the original variance
for the CIC-IDS-2017 dataset.

C. Building Non-IID Data Setting

To stress a non-IID feature skew, we adopt a synthetic
partitioning strategy based on feature separation at the data
source level. This design choice allows us to highlight the
impact of non-IIDness on the model performance. To this end,
we apply unsupervised clustering on the global training data
using the K-Means algorithm, which groups samples based
on their similarity in the feature space. Each subset of data
sources, illustrated in Figure 1, is then assigned data samples
exclusively from a single cluster, thereby creating feature-
based heterogeneity across base stations. This methodology
enables a controlled yet realistic evaluation of the robust-
ness and adaptability of FL paradigms under heterogeneous
conditions, which allows us to evaluate the scenarios we are
proposing in this study.

D. Preliminary Results

Figure 3 shows the JSD values computed for each feature
between the distribution of individual clients and the global
distribution, as defined in Section IV-B, for the CIC-IDS-
2017 dataset. The last column in each subfigure represents the
average JSD per feature across all clients, which serves as an
aggregate indicator of the overall distributional heterogeneity.
The results show a clear pattern: increasing the deactivation
ratio of broker-to-AIF links leads to higher levels of sta-
tistical heterogeneity. In the Fully Connected configuration,
JSD values are close to zero, indicating minimal deviation
from the global distribution and thus well-balanced feature
allocation. As the deactivation ratio rises (e.g., 40%, 60%,
and 80%), feature divergence becomes more pronounced. The
highest heterogeneity is observed in the conventional FL setup,
where no data balancing is applied. These results confirm the
effectiveness of network data load balancing policies to reduce
feature heterogeneity.

VI. CONCLUSION

In this work, we propose a data pipelining load-balancing
technique with feature-skew control for in-network federated
learning: when data sources and processing nodes are not co-
located but linked by a network. We propose to load balance
data source features to processing nodes so as to control
data heterogeneity and thereby improve AIF accuracy. We
explore two variants: (1) Fully Connected, which ensures
statistical uniformity but increases communication overhead,
and (2) Least Broker-AIF Delay, which reduces network
load by selectively limiting broker-client links. Initial results
demonstrate the effectiveness of our strategy in reducing
feature heterogeneity. Future work will investigate the impact
of our solution on model performance and communication
costs, with a particular focus on characterizing the trade-off
between them.
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(c) deactivation ratio = 40%
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(f) Non-IID Setting

Fig. 3: Jensen-Shannon Divergence (mean ± 95% CI) across varying levels of client heterogeneity.
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