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Abstract—The wide adoption of Bloom filters makes their
security an important issue to be addressed. For example, an
attacker can increase their error rate through polluting and
eventually saturating the filter by inserting elements that set to
one a large number of positions in the filter. This is known
as a pollution attack and requires that the attacker knows the
hash functions used to construct the filter. Such information
is not available in many practical settings and in addition a
simple protection can be achieved through using a random salt
in the hash functions. The same pollution attacks can also be
done to counting Bloom filters that in addition to insertions and
lookups support removals. This paper considers pollution attacks
on counting Bloom filters. We describe two novel pollution attacks
that do not require any knowledge of the counting Bloom filter
implementation details and evaluate them. These methods show
that a counting Bloom filter is vulnerable to pollution attacks even
when the attacker has only access to the filter as a black box to
perform insertions, removals, and lookups.

Index Terms—Bloom filter, Security, Pollution attacks.

I. INTRODUCTION

Since their invention fifty years ago Bloom filters [1] have
found numerous applications in computing and networking
[2], [3]. They are widely used for set representation while
speeding membership checking in applications where a small
amount of false positives is tolerable. Bloom filters are for
example used to reduce the number of accesses to external
memory in both networking devices and computing systems, to
speed up routing, packet classification or security checking [4].
Filters are also used to accelerate access to forensic information
[5] or packet inspection [6]. The original Bloom filter data
structure only supports insertions and lookups but it has since
been extended and optimized to support removals [7], multi-set
membership checking, or to reduce the false positive probability
[8]. In fact, after five decades, the optimization of the Bloom
filter is still an active research topic [9]–[11].

The security of Bloom filters is a key issue given their wide
use in various systems and applications. As most data struc-
tures, Bloom filters can be the target of algorithmic complexity
attacks [12] that try to reduce their effectiveness. This type
of attacks has been described, for example, for hash tables
[13], for cardinality sketches [14], for frequency estimation
sketches [15], for cuckoo filters [16] and for more complex
packet classification algorithms [17].

In the case of Bloom filters, an attacker can try to create false
positives for arbitrary elements by inserting other elements thus
effectively evading the filter when used for detection [18]. This
attack, known as target-set coverage attack [15], can be easily
done if the filter implementation details, i.e. the hash functions
it makes use of are known to the attacker. However, even when
that is not the case and the attacker can only access the filter
as a black box (i.e. having no knowledge of how the filter is
implemented), false positives can still be created for selected
elements [15], [18]. Another type of attacks, known as pollution
or saturation attacks, aims at reducing the performance of
the filter by increasing its false positive probability or even
saturating it to one [19]. This can be done by inserting elements
that do not collide, that is map to the different positions on the
filter. Again, finding not colliding elements is straightforward
when the hash functions used in the filter are known [19].
However, when the attacker has only access to the filter as
a black box, avoiding those collisions is not straightforward.

While the basic Bloom filter cannot support removals of
elements from the set, it has a common variant named Counting
Bloom filter that allows removals through keeping an array of
counters rather than bits [7]. In this paper, attacks on a Counting
Bloom filter for which the attacker has no knowledge of the
implementation details are presented. The rest of the paper is
organized as follows. A brief description of Bloom filters and
existing attacks is given in Section II. The proposed pollution
attacks are presented in Section III and evaluated in Section IV.
Finally, we conclude in Section V.

II. PRELIMINARIES

This section provides a brief description of Bloom filters and
known approaches to attack them.
A. Bloom filters

Bloom filters implement set representation allowing fast and
simple membership testing. Consider a represented set S and
a membership lookup of an element x. Upon a lookup, when
the filter returns a negative indication, then element x is not in
the filter. Instead, when the filter returns a positive indication,
there is a probability, known as False Positive Probability (FPP)
that the element is not in set S. This probability depends on
the size of the set S, the memory allocated to the filter, and its
configuration. The structure of a Bloom filter is shown in Figure
1. It is formed by an array of m bits and elements x are mapped978-3-903176-31-7 c© 2020 IFIP



to the filter using a set of k hash functions h1(), h2(), ..., hk()
[8]. To insert an element x the bit positions that correspond to
h1(x), h2(x), ..., hk(x) are set to one. To perform a lookup for
an element x, the same positions h1(x), h2(x), ..., hk(x) are
read and only if all of them are one, then a positive indication
is returned. Otherwise, the lookup operation returns a negative.

Fig. 1. Illustration of a Bloom filter with a single array of m bits to which
element x is mapped

In approximate membership lookups, there are two kinds
of errors: false negatives and false positives. An inherent
property is that by construction, a Bloom filter cannot have
false negatives as if element x has been inserted to the filter,
the positions it maps to would be set to one upon its insertion
and thus a lookup would result in a positive answer. However,
false positives can occur as even if x has not been inserted
its corresponding positions may have been set to one when
inserting other elements mapping to them. Typically, Bloom
filters are designed to achieve a small false positive probability.
This can be done by selecting a size m for the filter array that
is significantly larger than the size of the set S to be stored
in the filter. The False Positive Probability (FPP) of a Bloom
filter of size m in which n = |S| elements have been inserted
is approximated [20] by:

FPP ≈
(

1−
(m− 1

m

)n·k)k
. (1)

For large enough m the probability can be approximated by:

FPP ≈
(

1− e−
k·n
m

)k
. (2)

Therefore, as the filter length m increases, the FPP decreases.
Conversely, as the set size n increases the FPP increases.

In some cases, an alternative implementation is used for the
Bloom filter. Instead of having a single array to which all the
hash functions map, there is a different array for each hash
function. This is shown in Figure 2. Each array can be mapped
to a different memory and when the k memories are accessed
in parallel, operations can be completed in a single memory
access time. This is convenient for hardware implementations,
for example when the Bloom filter is implemented on a Field
Programmable Gate Array (FPGA) or on an Application Spe-
cific Integrated Circuit (ASIC). Such an implementation with

k multiple arrays of length m/k of the Bloom filter achieves a
similar FPP as the traditional implementation with a single array
of length m and thus the choice between the two is typically
dictated by the platform used for system [3].

Fig. 2. Illustration of a Bloom filter with k arrays to which element x is
mapped

The Counting Bloom Filter (CBF) [7] generalizes the func-
tionality of the Bloom filter by supporting element removals.
Insertions increment counters while removals decrement the
counters. Lookups are positive when all the counters checked
are larger than zero. The CBF implies a similar FPP as the
Bloom filter when its number of counters equals the number of
bits of the Bloom filter.
B. Attacks on Bloom filters

The security of Bloom filters has been studied in several
works over the last decade, for example in [15], [18], [19] and
several attacks on the filters have been described. One type of
attacks is denial of service attacks that target systems that
rely on the Bloom filter to reduce processing complexity. This
reduction in processing is achieved by discarding elements that
return a negative from further processing. Therefore, an attacker
can perform a denial of service attack by identifying a large
number of elements that are false positives and creating a burst
of false positive lookups. This can be done by performing only
lookups to the filter [19].

A second type of attacks known as target-set coverage
attack consists of forging a false positive for a given element
x or set of elements by inserting other elements on the filter
[15]. This can be used by an attacker for example to bypass
detection when the filter is used to implement a white-list [19].
This target-set coverage attack in general requires inserting new
elements on the filter.

Finally, a third type of attacks, known as pollution or
saturation attack, tries to increase the FPP of the filter by
selecting the elements to be inserted [18]. The goal is to
minimize the number of positions that store a zero as that would
maximize the FPP. These pollution or saturation attacks require
to find elements that do not collide with each other on the filter
[18]. This can be easily done when the hash functions used in
the filter are known to the attacker or can be inferred from
collisions [21].

III. POLLUTION ATTACKS ON COUNTING BLOOM FILTERS

In this section, the model of the attacker is discussed first.
Then two different attacks are described and analyzed theo-



retically: a lookup time attack and a delta on false positive
probability attack. The first method exploits the time to com-
plete a lookup to identify elements that pollute the filter while
the second relies on the increment on the FPP implied by an
insertion of an element to the filter.
A. Adversarial model

An attacker can have different levels of access to the Count-
ing Bloom filter. For example, when the attacker knows the
implementation details of the filter, i.e. the hash functions
used, he can easily forge false positives for arbitrary elements.
This knowledge can be easily obtained for open source based
implementations [18] while for other systems, hash functions
may be inferred from collisions depending on the hash function
used [21]. However, a salt that modifies the input to the hash
functions by adding a different random number for each filter
instance can be used to reduce the attacker’s ability to infer the
hash functions [14]. In this paper, we consider an attacker that
sees the filter as a black box. Namely, he has no knowledge
on how the filter is implemented and can only perform user
operations on the filter: insertions, removals and lookups.

For the black box model, further limitations can be placed
on the type and/or number of operations that the attacker can
perform [19]. In our case, we do not place limitations on the
type of operations that an attacker can make. Therefore, the
attacker can insert, remove and lookup for elements. As for
the number of operations, the only restriction placed is that the
number of insertions and removals has to be much smaller than
the number of lookups. The reasoning behind this is that under
normal operation that would be the case and thus an excessive
number of insertions or removals compared to lookups can be
detected as an anomaly. In summary, an attacker can perform
operations on the filter choosing arbitrarily the elements to
insert, remove or lookup but does not know the hash functions
used internally by the filter.
B. Lookup time attack

The first attack exploits the differences in lookup time in a
sequential implementation of the filter lookup. The use of the
lookup time has been previously proposed to identify collisions
in hash tables [22]. A pseudocode of such implementation is
given in Algorithm 1. The lookup time depends on the number
of accesses to the array. A positive lookup would access a = k,
positions. Instead, for a negative access, the number of positions
accessed a depends on when the first zero is found and can
take values a ∈ [1, k]. In particular the lookup time makes it
possible to identify non-member elements that do not encounter
collisions for their first hash functions.

To increase the number of ones on the filter upon the insertion
of a single element, an attacker could first do a lookup for a
set of elements Z and insert the one that has the lowest lookup
time. When the set Z is sufficiently large, such element z would
in most cases encounters a negative indication and observes a
zero bit in position hi(z) for some small i. This ensures that
at least one position is set to one by the insertion and that
it corresponds to the first accessed bits. The insertion for the
attack algorithm is summarized in Algorithm 2. First a set of

Algorithm 1 Sequential lookup on a Bloom filter
1: input element x
2: for i = 1 to k do
3: if S[hi(x)] == 0 then
4: return negative;
5: end if
6: end for
7: return positive;

random elements Z is generated for testing. Then, a lookup
is done for each of them and the one with the lowest time is
selected and inserted into the filter.

Algorithm 2 Insertion on the lookup time attack
1: Randomly generate a set of test elements Z
2: Initialize timemin to a large value
3: for x in Z do
4: lookup(x)
5: if timelookup(x) < timemin then
6: z = x;
7: timemin = timelookup(x)
8: end if
9: end for

10: insert z;

For this attack to be feasible, the lookup time has to depend
on the number of accesses to the array such that a lookup
with more accesses takes more time than another lookup with
fewer accesses. That may not necessarily be the case when
for example the filter is implemented on a system that uses a
memory hierarchy and the positions that correspond to some
elements are in the cache while for others they are not. The
same applies to parallel filter implementations on which each
array is mapped to a different memory and all memories are
accessed at the same time so that lookup operations are always
completed in one memory access cycle.

Let us now consider the effect of this attack on the number
of ones in the filter and on its false positive probability. For
the single array implementation, under normal operation, the
insertion of an element x on a filter on which other e elements
have been previously inserted would on average increment the
number of ones in the array by:

Inormal(e) ≈
k∑

i=1

(
k

i

)
· p0(e)i · p1(e)k−i · i (3)

where pj(e) (j ∈ {0, 1}) is the probability for a bit in the
array to have a value of j that is a function of the number of
elements e earlier inserted to the filter. In more detail, p1 after
e elements have been inserted can be approximated by:

p1(e) ≈ 1− e−
k·e
m (4)

When the attack algorithm is applied to the insertion, the
increment would be on average:



Iattack(e) ≈ 1 +

k−1∑
i=1

(
k − 1

i

)
· p0(e)i · p1(e)k−1−i · i (5)

If the attack is used for all the insertions to the filter, then
the FPP would be approximately:

FPPtime−attack−single ≈
(∑n−1

e=1 Iattack(e)

m

)k
(6)

An interesting observation is that this attack behaves dif-
ferently for the k array filter implementation (note that the
time based attack is applicable only when arrays are accessed
sequentially). In that case the attack can only affect the first
array (as elements that map to a zero on that first array would
have the smallest lookup time) while the other k − 1 arrays
would operate normally. Therefore, the attacker would only
change the number of ones on the first array. In fact, after n
element insertions on the filter, the number of ones on the first
table would be exactly n

m and thus the FPP can be approximated
by:

FPPtime−attack−multiple ≈ min
( n

m
, 1
)
·
(
1−e− n

m

)k−1
. (7)

In this case, the attacker would in the worst case be able
to increase the FPP of the first array to one leaving the other
arrays unaffected. Therefore, in this worst case, the FPP of the
filter would be that of a filter with only k − 1 arrays. This
would occur when the number of inserted elements n is equal
to m. If further insertions are made, the rest of the arrays could
be polluted. This is not considered in the paper and is left for
future work.
C. Delta on False Positive Probability attack

The lookup time based attack presented in the previous
section has a number of limitations. Firstly, it does not apply
to some filter implementations, for example those using several
arrays mapped to different memories and being checked in
parallel. Another limitation is that the collisions are avoided
only on the first hash function. This limits the effectiveness of
the attack in increasing the FPP compared to existing attacks
that avoid collisions on all hash functions [19]. However,
differently from our black box model, those attacks assume
that the attacker knows the hash functions used to implement
the filter. In that case, the attacker can just randomly generate
elements until one that maps to positions that are all zero is
found. However, finding such an element when the attacker
has only a black box access to the filter is not straightforward.

An interesting observation is that the insertion of an element
z in the filter increases its FPP by an amount that depends on
the number of bits that are set to one by the insertion. Therefore,
by observing the FPP after an insertion it may be possible to
infer the number of bits that have been set to one. In more
detail, let us consider a filter that has o bits with the value
of one. Then its FPP would be approximately ( o

m )k. If a new
element z is inserted, it would increment the number of ones

Fig. 3. Flow diagram of the simplified delta on FPP attack

by j ∈ [0, k] and the resulting FPP would be approximately
( o+j

m )k. Therefore, the value of j could potentially be inferred
by measuring the FPP before and after the insertion.

Except for very low filter occupancy, it can be assumed
that the number of ones is much larger than the number of
hash functions so that o � k. Then, ( o+j

m )k − ( o
m )k can be

approximated by k·j·ok−1

mk and thus the increment in the FPP
can be approximated by:

∆ FPP ≈ k · j · ok−1

mk
=
(k · j

o

)
· FPP. (8)

This increment would be much smaller than the FPP and
thus may not be easily measured. In fact, to completely avoid
collisions, elements that set k − 1 bits to one have to be
differentiated from elements that set k bits and in that case
the difference is even smaller.

An alternative approach that requires less accurate measure-
ments is to test several elements and pick the one that has the
largest FPP. In some cases, this procedure would pick elements
that have not set all k positions to one, but this scheme should
achieve good pollution with a deterministic execution time and
number of operations on the filter. Figure 3 illustrates this
procedure. For each insertion, a group of t elements are tested
one by one by inserting the element, measuring the FPP and
removing the element. Then the element with the largest FPP is
selected and inserted on the filter. This process is repeated for
the n element insertions. At the end of the process, the filter
should have a number of positions that are not zero much larger
than when random elements are inserted. The main parameters
of the algorithm are the size of the test set t and the number of
elements checked to estimate the false positive probability f .



Fig. 4. False positive probability for the lookup time attack on a single array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

Fig. 5. Ratio of the False positive probability with lookup time attack versus no attack on a single array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

To speed up the attack both t and f can be modified as a
function of the measured FPP. If the FPP is low, then p0 would
tend to be high and the number of elements that need to be
tested to find an element that sets all k positions to one should
be small. Conversely, if the FPP is high, p0 would be small
and finding such an element would be harder so t needs to be
larger. On the other hand, the size of the set used to measure
the FPP should be inversely proportional to the FPP. That is,
larger values of f are needed when the FPP is low.

In more detail, the probability that a given insertion sets all k
positions to one is given by (p0)k. Therefore to have with high
probability at least one test element that sets all k bits the test
set t should be larger than 1

(p0)k
. Correspondingly, to be able to

detect ∆ FPP , the FPP should be measured with an accuracy
better than that. The standard deviation of the measurement is
given by

√
FPP ·(1−FPP )

f [23]. Therefore, by setting f = g
FPP

where g is the parameter we want to determine and assuming
that the FPP is much smaller than one, the standard deviation
can be approximated by FPP√

g . Now g can be selected so that
the standard deviation is smaller than ∆ FPP by making g �
( o
k )2. This allows computing the value of f = g

FPP to use.
The proposed algorithm is just a proof of concept to show

the feasibility and effectiveness of the attack. Potentially, more
efficient algorithms can be developed to speed up the attack.
The study of optimized attacks algorithms is left for future
work. The number of positions set to one in the filter after n
insertions would depend on the effectiveness of the algorithm
that in turns depends on the size of the testing set T and the FPP
measuring set F . In the best case, the number of ones would
be n · k and thus the FPP would approximately be (n·k

m )k. In
the following section, it is shown that values close to this upper
bound can be achieved in practical configurations.

IV. EVALUATION

To show the feasibility and assess the effectiveness of the
proposed attacks, they have been implemented and tested using

counting Bloom filters with k = 2, 3, 4 hash functions and both
a single array and multiple arrays configurations. In particular,
configurations with k = 2, 3, 4 arrays of 1024 positions or
a single array of 2048, 3072 and 4096 positions have been
tested. The first simulation was done for the insertion time
attack with the single array implementation. The attack was
run on each insertion and the number of ones o was measured
and used to estimate the FPP using ( o

m )k. Figure 4 shows the
results. Note that the attack does increase the FPP and that the
simulation values match the theoretical estimates from equation
6. To better assess the increase on the FPP, the ratio of the FPPs
when the filter is under attack and not are shown in Figure 5.
The increase on the FPP grows with the number of insertions
but is below 2x in all cases. This ratio does not depend on the
number of hash functions k and therefore the attack seems to
have the same impact regardless of the value of k.

The second simulation considered the time attack on a mul-
tiple array filter implementation and the results are summarized
in Figure 6. It can be observed that again, the FPP increases
due to the attack but the increment is not large. This is better
seen in Figure 7 that shows the ratio of the FPP for the attack
and no attack. Again, the ratio increases with the number of
insertions but it is still below 2x in all cases. For the multiple
array implementation, the ratio is exactly the same for all values
of k as the attack only affects one of the arrays and the FPP is
the product of the FPP of all the arrays. Therefore, the relative
impact is the same regardless of the number of arrays k. Finally,
the third simulation tests the delta FPP attack on the k = 2, 3, 4
array configuration. The size of the set F used to measure the
FPP is fixed to the minimum of 106 elements or 10240

FPP to reduce
the size for high FPP values. Instead, the size of the test set T
on each insertion is fixed to 5+1024 ·FPP so that the test set
is larger as FPP increases. Larger impacts on the FPP could be
achieved by increasing the size of both F and T .

The results are shown in Figure 8. It can be observed that this
attack has a larger impact on the FPP that again increases with



Fig. 6. False positive probability for the lookup time attack on a multiple array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

Fig. 7. Ratio of the False positive probability the lookup time attack versus no attack on a multiple array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

Fig. 8. False positive probability for the delta FPP attack on a multiple array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

Fig. 9. Ratio of the False positive probability with delta FPP attack versus no attack on a multiple array filter, k = 2 (left), k = 3 (middle) and k = 4 (right)

the number of insertions. A better comparison can be made by
looking at Figure 9 that shows the ratio of the FPP under attack
to the normal operation FPP. It can be seen that the ratio gets to
values over 2x,3x,4x for k = 2, 3, 4 respectively compared to
less than 2x for the lookup time based attack. The impact on the
FPP also increases with the number of insertions. Therefore, as
expected, the delta FPP attack is more effective than the lookup
time based attack. Looking at the value of k, the attack is more
effective as k increases. This can be explained as in the case
of the delta FPP attack, all arrays are affected by the attack.
Therefore, the FPP of each array increases and the total that is
obtained as the product increases more with more arrays.

V. CONCLUSION

In this paper, two pollution attacks against counting Bloom
filters have been proposed. Unlike previous works that assume
that the attacker knows or can infer the hash functions used
in the filter, this work considers an attacker that has only a

black box access to the filter. Such an attacker can perform
only insertions and removals but has no knowledge of the filter
implementation details. The analysis and results show that such
an attacker can indeed pollute the filter and increase its false
positive probability.
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