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Abstract— In network management architectures of 5G and IoT 

networks, standardization groups often consider the network 

resource virtualization layer between the physical network and the 

SDN controller, as a means to allow deployment and placement of 

network services with their virtual network functions. However, the 

following question arises: is this layer enough to react to real-time 

changes originating from customers or the network without 

interrupting the service? We consider that a dynamic architecture 

should allow different and evolving assemblies to be provisioned 

during a session, in order to meet modification requests without 

requiring total redesign of the network service. Therefore, in this 

study, we propose an enhanced architecture. This novel 

architecture adds a network virtualization layer above the SDN 

controller with its associated orchestrator. Then, efficiently 

distributing orchestration among the different layers ensures 

network autonomy. In this context, we show how real-time service 

modifications and network failures are handled without losing the 

existing services and how network management gains additional 

dynamicity and flexibility. 
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I. INTRODUCTION 

5G and IoT telecommunication networks are required to 
manage critical, considerably diverse, and constantly changing 
demands. For critical machine communication network for 
transportation such as autonomous cars, working groups propose 
an additional and separate secured network slice with its own 
capacity, extremely low latency, and availability requirements 
within the future network [1]. Orchestrators are defined to 
program autonomic behaviors to support the permanent changes 
emanating from applications and the network. 

Scientific literature and several forums and institutes (also 
referred to as standard development organization (SDO)) have 
proposed different models to support dynamic and autonomic 
network requirements. In this context, the following questions 
arise: do these current models and architectures fit all dynamic 
requirements? How should we define and organize orchestration 
to answer the need for autonomic behaviors at different layers of 
the network? How should the different functions interact to allow 
a continuous service flow without disruption? 

We believe that dynamicity must even support the changes of 
application requests during a session. By autonomic requirement 
support, we intend to reach a zero-touch network, by using an 
effective organization of orchestrators. In this study, we focus on 
the aforementioned problems by proposing a novel architecture 

using the following features: adding a network virtualization layer 
above the SDN controller with its associated orchestrator to 
improve dynamicity and, distributing the function of 
orchestration to enhance network autonomy. In Section II, we 
analyze the work realized in related research and the SDOs and 
present the resulting problem. In Section III, we detail our 
proposition: a novel architecture that allows dynamic changes 
during a session, an organizational model that describes the 
distribution of the orchestration to allow improved flexibility, 
scalability, and performance, and a functional model that 
describes the service lifecycle to ensure network autonomy. We 
show how our proposition can solve the aforementioned questions 
with the help of use cases. In the conclusion section, we 
summarize the advantages of this architecture. 

II. RELATED WORK AND PROBLEM 

A. Scientific literature 

In current telecom networks, network management (NM) 
encounters several problems with respect to service request (SR) 
constraints at the application level and its end-to-end (E2E) 
constraints, and at the network resource level, simultaneously. 
Numerous researches focus on this problem. Some works 
emphasize the application E2E service constraints. Area 
particularly interesting investigation was done by Millnert [2]. 
This investigation uses mathematical models that take into 
account the physical deployment of service elements in closed 
proximity in order to limit the E2E delay. Reference [3] proposes 
a mathematical model to optimize the number of machines needed 
for virtual network function (VNF) to guarantee the E2E 
constraints for network service (NS) setup by considering buffer 
and computing virtual machine (VM) constraints. However, there 
is no off-line procedure or scheduling model to determine the best 
E2E service and compare it with the chosen calculated one. T. H. 
Tan, et. al. [4] focus on improving local resource constraints. 
They notably reduce the number of options for web services at the 
level of local constraints by effectively discarding the service 
candidates that cannot satisfy global constraints. A. Sheoran et. 
al. [5] propose to limit the E2E delay constraint at the resource 
level by placing VNFs by affinity using micro-service aggregates 
within containers in the datacenter. These important contributions 
improve performance. However, they do not consider dynamic 
changes of services including component modifications. 

B. SDOs related work 

Several SDOs [6] contribute significantly to future NM. 
Among them, a few worth citing are: the ONF forum is active at 



the lower NM layers and has specified the OpenFlowTM protocol 
[7-9]. The MEF forum mostly works at the E2E service level with 
the third network and LSO [10-12]. MEF encourages active 
cooperation with forums such as ONF or TMF to converge to 
standard interfaces. The TMF forum expresses the need for 
network and resource slicing for an automated cross-layer 
orchestration of those resources per domain, inter-domain, and 
cross-partners, depending on the business model [13-16]. The 
ETSI Institute has performed important work in the network 
function virtualization (NFV) domain [17,18]. By decoupling 
service functions from infrastructures, NFV provides benefits 
such as simplified and more flexible new services development 
and introduction and lower costs. Open sources initiatives such as 
open network automation platform (ONAP) and central office re-
architected as a datacenter (CORD) also propose a complete 
architecture implementation [19-20]. A careful reading reveals 
some gaps such as unclear frontier between the OSS and the 
orchestration or monolithic orchestration (except for TMF). The 
aim of these NM architectures is to satisfy every type of SR. 
However, the following questions arise: once supported, is this 
still available for any dynamic changes within the same session? 
Are these SDO architectures capable of reaching a zero-touch 
network? 

C. Problem description 

Our proposed architecture is motivated by the following 
problem. According to the scientific literature and main SDOs, 
the way SR constraints are considered at both the application and 
resource levels, is partially covered, especially in case of dynamic 
changes. When, during a session, the applicative components 
should be added or migrated dynamically (on demand), the actual 
implementations cannot assure service continuity, and autonomy 
can be threatened. The service can be lost and must be redesigned, 
provoking delay and QoS problems. During a VoIP conversation, 
an end-user may want the operator to physically E2E encrypt their 
call. For instance, they want to transmit their credit card number 
for payment. This is an on-demand request for dynamic 
modification of a call that cannot be realized in the same session 
at the network level by current architectures. This may be 
demanded only at the application layer if the two persons who 
communicate have the same application. It is worth mentioning 
that with an architecture such as ONAP [19] that is based on ETSI 
MANO, the closed control loop and other real-time monitoring 
modules allow calculating another path and modifying the 
running service. However, the addition of another VNF function 
such as encryption, with its queuing and processing delays, may 
generate serious service degradation. By using a control loop, 
there is no guarantee that the E2E QoS constraints will be 
respected. At least several iterations of the control loop will be 
necessary. 

III. PROPOSED ARCHITECTURE  

The objective is to provide enhanced architecture to solve the 
E2E and local constraints while creating or dynamically 
modifying a service and maintain network autonomy. In this 
context, we consider the following questions: at which levels of 
the architecture can these problems be identified? Which modules 
must be added or modified? What are their interactions? Can this 
avoid resetting the complete service? 

A. Architecture 

Our architecture tries to synthesize some research concepts 
regarding NFV and network slicing in the context of application 

and resource constraints along with the work realized in SDOs. 
TMF among several proposed architectures, details in [13] every 
NM layer and separates the orchestration into four distinct levels 
(see Fig. 1): user, applications and services, network resources, 
and technology orchestrators. They can communicate with each 
other via API like REST. With this functional distribution, each 
orchestrator is responsible for one NM level. Once the work of an 
orchestrator is complete, it does not have to be re-done at a lower 
one. Further, each orchestrator trusts the work and decisions of 
the orchestrator above it. For instance, the second orchestrator 
selects the application server. The following ones will go on 
building the SR accordingly. 

To understand if this distribution in four Orchestrators is 
enough to answer our concerns about dynamicity and autonomy, 
we analyze the roles and responsibilities of these four TMF 
orchestrators as follows. Process distribution usually allows 
improved flexibility, scalability, and performance. In addition, 
orchestration should allow efficient distributed decision-making 
process according to the different NM layers. This distribution led 
us to understand to deal separately with E2E constraints and 
network resource constraints: one at the network orchestrator and 
the other at the resources’ orchestrator. The need for this 
separation is also mentioned in [21] by pointing the problems in 
combining SDN and NFV into a unique architecture framework 
for service provisioning. To this end, this study proposes a two-
dimensional abstraction model where SDN is related to split into 
planes concept and NFV to the five network layers concept. It also 
proposes an additional dimension of abstraction to decouple 
service functions and network infrastructures. Therefore, we 
realize the necessity of a multi-layer NS to allow user service 
transparency from one side and network resource continuity from 
the other side: a type of virtual NS composer (planning 
component). This allows the creation of alternative virtual service 
if required but, without removing the running service until the 
modified one is ready. Consequently, after the creation of this new 
virtual service, the running service can switch to it. This explains 
the need for an additional virtual layer. 

 

Fig. 1. Proposed architecture. 

That’s why, in the Network-as-a-Service (NaaS) part, we 
introduce a fifth orchestrator: the “network service and slice 
(NSS) orchestrator”, related to service and slice attachment. 
Service attachment means service assignment without resource 
allocation, i.e. a virtual service deployment. This orchestrator 
operates at the network level, and it is responsible for SR (re-
)design. This SR “design” includes the main components of a 
service (nodes (VNFs), links, and endpoints) with its application’s 
QoS constraints. In MEF, the multi-domain aspect between cross-
partners is covered, at the network level, at the service 



orchestrator using Interlude interface. Likewise, the NSS 
orchestrator will ensure this role. This orchestrator is a split-off 
from the network resource one. The latter works directly with the 
general SDN controller (multi-domain /operator /technology), 
which is responsible for SR placement using the network resource 
virtualization. 

This new NSS orchestrator cooperates with an additional 
virtualization layer: the “network services and slices 
virtualization,” located at the northbound interface of the NaaS. 
This virtualization layer is an abstraction of the network 
resources. For instance, a group of switches in a business building 
can be represented as one entity with its general capacity, delay, 
and constraints. As explained in [22], tight coupling between 
service provisioning and network infrastructure quickly becomes 
a barrier to rapid and flexible service deployment. With the 
introduction of this network virtualization layer, the SR 
attachment is created in two phases. First, at the service level it is 
built with its requirements coming from applications: nodes 
(applications) links (transactions), end-points, and E2E 
constraints. Then, this built SR distributes its component 
functions over the network abstraction considering nodes (VNFs), 
links, and local constraints. This selection gives rise to a 
negotiation. Every service type and VNF are dimensioned and 
calibrated with their properties and constraints: throughput, 
maximum error ratio, and transport time. These service 
components are registered in the NS catalog that includes E2E 
service constraints and the VNFs catalog with more local 
constraints like ETSI MANO architecture [6]. For instance, a call 
service cannot overcome delay of 150 msec., or a virtual NodeB 
must be in the building closest to the antenna it serves. By 
introducing this abstraction layer, we draw a parallel between the 
cloud computing and the networking worlds. SaaS, PaaS, and 
IaaS are parallel to virtual network VNaaS, VNPaaS, and VNIaaS 
respectively. The new layer corresponds to the VNPaaS and 
allows a horizontal approach, where the SR is first attached at the 
PaaS and VNPaaS and then physically allocated at the IaaS and 
VNIaaS. Therefore, in this attachment phase, the service is 
virtually built and optimized, by ensuring that the aggregation of 
the local constraints does not exceed the global E2E service 
limitation. If a physically allocated VNF does not respect its local 
constraints, it can be physically migrated to another VM. 
Consequently, virtual deployment and physical placement are 
separated and entrusted to well-identified and independent 
managers, each having its own constraints to respect. This "virtual 
deployment" respects the global SLA regardless of the physical 
resources. 

Then, the attached SR is sent to the general SDN controller 
and VNF manager for physical placements. The SDN controller 
controls different domain SDN managers that can be viewed as 
virtual networks with their own controllers [21]. Therefore, this 
network virtualization layer can impart more dynamicity to the 
network. This virtualization layer, unlike the previous upper 
layer, does not consider the service provider (SP) services and 
server locations; it is centralized on the network itself. In this 
layer, each network slice request is independent of the others. In 
case no alternative slice is found, this can be reported to the OSS 
layer for planning a network extension. BSS receives statistics 
from the network for billing and business applications. At the 
application plane, OSS still appears in main SDOs architectures 
with a limited functionality such as setup or long-term functions 
[6]. By creating a virtual service, we express the requested QoS 
constraints for the IT resources. We express the local and E2E 

networking constraints for this SR, i.e., the offered QoS NSs with 
the help of the NSS virtualization layer. The attached service is a 
result of the negotiation between the requested QoS constraints 
and the offered QoS NSs. While addressing the SDN controller, 
the SR is already virtually deployed with its E2E constraints. 
Therefore, we can summarize our contribution as follows: we add 
an NSS virtualization layer for NS virtual deployment thereby, 
allowing loose coupling between SR attachment and physical 
placement. We separate the resources orchestrator into two 
functional entities. 

B. Organizational proposal 

In this section, we describe two scenarios of service setup and 
dynamic change, to understand how the different modules of our 
proposal interact and complement each other. So, we can better 
identify the decision-making process in the different orchestrators 
and the importance of the NSS virtualization. 

The end-user or the SP requests new services or makes 
changes to existing ones, going through a portal. This user request 
is accepted when it is authentified, authorized and respects the 
SLA (step 1, Fig. 2). The role of the user orchestrator is to qualify 
a user request in a standard and declarative format that is 
understandable by the second orchestrator with the help of the 
policy agent. It can also prevent over-subscription via admission 
control process. 

 

Fig. 2. Organizational proposal at the upper layers. 

Once qualified, the SR includes security level, service type, 
and destination. It is directed to the applications and services 
orchestrator. Here, we describe an SP network slice request that 
illustrates the setup phase of a zero-touch network. SP signs an 
SLA with an operator for a network slice with defined QoS and 
the connection points to the operators’ network. The second 
orchestrator associates the end-points and their network location 
and looks for the corresponding service type in the service profile 
(catalog) database (DB). The request includes QoS parameters 
such as minimum throughput, maximum delay, and error ratio 
[23]; list of access points; security level; protection type; and 
functions associated to the service. The SP request is then 
addressed to the policy agent that includes decision-making rules 
related to business logic or regulation. With the help of the BSS 
and the policy agent, a service weight is calculated according to 
the customer importance, the signed SLA, and the SR priority. 
High weight can be reserved for public safety services such as 
firefighters. The qualified SR is then directed to the NSS 
orchestrator that calculates the network slice with the help of NSS 
virtualization (step 2, Fig. 2). The network slice is attached with 
its components: the VNFs with their properties and constraints 
(located in the resource manager catalog) and the links of the 
slice.  



In step 3, this request is sent to the general SDN controller for 
path calculation with respect to QoS at the resource level. If the 
resources are free, the network slice is allocated. The network 
resources orchestrator works with the main SDN controller and 
synchronizes resource applications such as self-healing or path 
optimization running in background. The running services and 
resource manager DBs, the Performance monitoring (PM) 
handler, and the resources orchestrator are updated. The PM 
handler allows real-time monitoring of the running slices and of 
the resources. It can update the orchestrators or the OSS if 
required. 

When dynamic changes occur in the network slice, several 
components may have to be modified, e.g., at a large musical 
evening event (The SP charging policy must be considered here.). 
The autonomous network should be able to renegotiate the 
existing slice with attachment of alternative resources or 
temporary additional capacity, first at the NSS virtualization 
layer. Some access points located near the musical event require 
more throughput, and some VNFs may be migrated or added to 
other VMs. The NSS orchestrator attaches the virtual 
components. Then, the SDN controller and the lower layers check 
and physically allocate the attached slice. The slice is then 
physically modified. The databases are updated for the period of 
the event. Using two virtualization layers enables work in parallel 
and assures network elasticity. The virtual deployment is not 
limited by the network resource virtualization, i.e., the network 
slice can be created without every limitation of the resource’s 
virtualization. For example, when a network slice including 
virtual NodeB is modified, these VNFs do not always exist in the 
required VM (closer to the event). They can be scaled up or 
created at the step of the network slice allocation. Open source 
software such as Docker and Kubernetes that support containers 
and containers management, cover this domain with micro-
services (used in CORD and ONAP). Consequently, this 
separation into two levels of virtualization in the NaaS assures 
dynamicity of network slicing. Moreover, network slices stay 
isolated from each other.  

C. Functional proposal: sequence diagram and scenarios 

In this section, we use sequence diagrams to describe some 
scenarios of service provisioning to gain clear understanding of 
the autonomic aspect. 

 

Fig. 3. Request for call encryption during a conversation. 

Once the SRs are attached (see section 3.B), they are sent to 
the SDN controller to calculate the path and the required VNF 
locations according to the real-time and QoS constraints at the 
resource level. Then, the request is sent to network resources 
virtualization, where virtual nodes and vlinks are chosen. If the 

resources are available, confirmation is sent to the SDN 
controller, the service is placed and activated. Finally, the two 
databases and PM handler are updated with the new service, and 
virtual network OS (VNOS) monitoring [22] starts on this link. 
VNOS per running service once activated, allows real-time and 
autonomic service management. 

In section 2.C, we present a user who needs to encrypt their 
voice call during conversation. A request is sent to modify the 
running service. This request is addressed to the NSS orchestrator 
(see fig. 3). It looks for two VNFs realizing encryptions in the 
resource manager, to allow this E2E call encryption. To this end, 
these two VNFs must be deployed near the end-users. The 
orchestrator tries to recompose the service at the NSS 
virtualization. They require more VM computing resources and 
introduce queuing. Together with the other VNFs of the call, this 
may overcome the general E2E QoS call constraints. A request to 
the NSS orchestrator can improve the E2E delay by decreasing, 
for instance, the number of hops for the conversation. Then, once 
the SR is attached, it is addressed to the general SDN controller 
that calculates its path, using the network resource virtualization. 
If these VNFs already exist in the related VM, the running service 
is updated or re-allocated and the service is switched transparently 
to the modified one. If these two VNFs do not exist in the needed 
VMs, one option is to install these VNFs in the required VMs (If 
enough CPU and memory). Else, some migration of other VNFs 
can be done before, if these VNFs can be located in another VM 
and thus free resources for the required VMs.  Then, the databases 
are updated and the VNOS associated with this service restarts. In 
today networks, such a dynamic request is not handled: the call 
must be stopped, and if encrypted call service is available, the call 
service must be renewed. Despite the complexity of the 
architecture, we have illustrated how it can efficiently solve 
specific dynamic use cases and provide enhanced autonomy. 

IV. CONCLUSION 

Considering the growing complexity of networks and the 
explosive demand for services, there is a need for a zero-touch 
network. An architecture that overcomes limitations in the area of 
orchestration at the northbound interface with the OSS is required. 
Synergies between the SDOs and open sources would help this to 
be achieved. Although these groups have performed substantial 
work in the domain of standardization and adaptability between 
the control and data planes, these architectures lack some 
dynamicity. In this study, we proposed an enhanced architecture 
by introducing a new network virtual layer above the SDN 
controller to improve dynamicity. With this new layer in place, 
orchestration is then distributed among different layers. We 
clearly identified the role of orchestration and the resulting greater 
autonomy. We showed how this architecture can overcome some 
limitations such as simultaneously respecting the SLA and QoS 
constraints at different levels of the network. Using some 
examples, we illustrated how this architecture provides more 
dynamicity when a VNF must be migrated or added during a 
session. Following this, we work now on applicative simulations 
to demonstrate the validity of our proposition. 
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