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Abstract Robust visual hash functions have been designed to ensure the data
integrity of digital visual data. Such algorithms rely on an efficient
scheme for robust visual feature extraction. We propose to use the
wavelet-based JPEG2000 image compression algorithm for feature ex-
traction. We discuss the sensitivity of our proposed method against
different malicious data modifications including local image alterations
and Stirmark attacks.
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1. Introduction

The widespread availability of digital image and video data has opened
a wide range of possibilities to manipulate these data. Compression algo-
rithms change image and video data usually without leaving perceptible
traces. Beside, different image processing and image manipulation tools
offer a variety of possibilities to alter image data without leaving traces
which are recognizable to the human visual system.

In order to ensure the integrity and authenticity of digital visual data,
algorithms have to be designed which consider the special properties of
such data types. On the one hand, such an algorithm should be robust
against compression and format conversion, since such operations are
a very integral part of handling digital data. On the other hand, such
an algorithm should be able to recognize a large amount of different
intentional manipulations to such data.

Classical cryptographic tools to check for data integrity like the cryp-
tographic hash functions MD5 or SHA-1 are designed to be strongly
dependent on every single bit of the input data. This property is im-
portant for a big class of digital data (for instance compressed text,
executables,...). Such classical hash functions are not suited for the
class of typical multimedia data.
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To account for these properties new techniques are required which do
not assure the integrity of the digital representation of visual data but
its visual appearance or content. In the area of multimedia security two
types of approaches have been proposed so far: semi-fragile watermark-
ing and robust multimedia hashes (Fridrich, 2000; Fridrich and Goljan,
2000; Kalker et al., 2001; Radhakrishnan et al., 2003; Skrepth and Uhl,
2003; Venkatesan et al., 2000).

Robust hash functions usually rely on a method for feature extraction
to create a robust scheme for ensuring data integrity. Here, different
algorithms have been proposed to extract a specific set of feature values
from image or video data. The algorithms are designed to extract fea-
tures which are sensitive to intentional alterations of the original data,
but not sensitive to different standard compression algorithms like JPEG
or JPEG2000.

The most efficient methods for feature extraction use transformation-
based techniques. The DCT or the wavelet transform are two examples
which can be employed in this case (Skrepth and Uhl, 2003).

In this work we discuss the possibilities how to use JPEG2000 for
robust feature extraction. The basis for our method is a recently pro-
posed algorithm (Norcen and Uhl, 2004) where an authentication scheme
for JPEG2000 bitstreams is discussed, and its robustness regarding
JPEG2000 and JPEG compression and recompression is shown. Here,
we will show detailed results regarding the sensitivity towards local and
global image alterations and we will discuss application scenarios how
this approach can be used in real applications.

2. JPEG2000

The JPEG2000 (Taubman and Marcellin, 2002) image coding stan-
dard uses the wavelet transform as energy compaction method, and oper-
ates on independent, non-overlapping blocks whose bit-planes are coded
in several passes to create an embedded, scalable bitstream.

The final JPEG2000 bitstream is organized as follows: the main
header is followed by packets of data which are all preceded by a packet
header. In each packet appear the codewords of the code-blocks that
belong to the same image resolution (wavelet decomposition level) and
layer (which roughly stand for successive quality levels). Depending
on the arrangement of the packets, different progression orders may be
specified (e.g., resolution and layer progression order).
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2.1 Using the JPEG2000 bitstream for feature
extraction

The JPEG2000 bitstream is analyzed for useful robust feature values.
Therefore, the bitstream is scanned from the very beginning to the end,
and the data of each data packet — as they appear in the bitstream,
excluding any header structures — are collected sequentially to be then
used as visual feature values.

Testing of the JPEG2000 coding options in Norcen and Uhl, 2004
showed the best set of coding parameters to be used for feature extrac-
tion: these options include the JPEG2000 standard parameter setting
as well as coding in lossy mode in layer progression order, together with
a varying wavelet-transform decomposition level.

3. Experiments: Sensitivity Results

We use classical 8bpp image data in our experiments, including the
well known lena image at varying image dimensions (512 x 512, 1024 x
1024, and 2048 x 2048 pixels), the houses (see 2.a), the plane (see 1.a),
the graves image (see 3.a), the goldhill image (see 1.c), and frame no. 17
from the surfside video sequence (see 4.a). In the following we present
detailed results regarding the sensitivity towards different local image
alterations and global Stirmark modifications:

m Jocal: different intentional image modifications:
plane: plane without call sign (see Figure 1.b)
graves: one grave removed (see Figure 3.b)
houses: text removed (see Figure 2.b)
goldhill: walking man removed (see Figure 1.d)

surfside frame: twisted head (see Figure 4.b)

m global: different Stirmark attacks (see www.cl.cam.ac.uk/ " mgk25/
stirmark/)

The experiments are conducted as follows: first, the feature values
(i.e. packet data) are extracted from the JPEG 2000 codestream. Sub-
sequently, the codestream is decoded and the image alteration is per-
formed. Finally, the image is again JPEG 2000 encoded using the coding
settings of the original codestream and the feature values are extracted
and compared to the original ones.

The results which are presented in the following show the number of
feature values (in bytes) required to detect a global or local image mod-
ification. A value of — for instance — 42 means that the first 41 bytes
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(a) plane original (b) plane attacked —
no call sign

(c) goldhill original (d) goldhill attacked —
without walking man

Figure 1.  Local attacks.

of feature values are equal when comparing the computed features from
the modified image to the feature values of the corresponding original
image. The value itself can be easily interpreted: the higher the value,
the more robust is the proposed method against the tested attack. In
general, we want to see high values against JPEG2000 and JPEG com-
pression, but low values against all other tested attacks. Norcen and
Uhl, 2004 showed that the feature extraction method is robust against
moderate JPEG and JPEG2000 compression. In most cases, feature
values of 50 or more were required for detecting JPEG and JPEG2000
compression ratios up to 1 or 0.8 bits per pixel. Here we want to detect
all the described image alterations reliably. Therefore, we want to see
significant lower feature values in all tests.

Table 1 lists the obtained results for the different local attacks with
respect to a chosen wavelet decomposition level. The wavelet decom-
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(a) houses original (b) houses attacked —
without text

Figure 2.  Local attacks.

(a) graves original (b) graves attacked —
removed grave

Figure 3. Local attacks.

(a) surfside fr.17 original (b) surfside fr.17 — twisted head

Figure 4.  Local attacks.
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Table 1. Local attacks: different wlev used for feature extraction.

l l wlev9 [ wlev8 I wlev7 [ wlev6 l wlevd I wlev4 [ wlev3 I

goldhill without man 7 7 28 44 29 48 155

houses without text 5 3 4 17 60 187
graves attacked 4 11 10 28 23 84
plane, no callsign 5 34 37 73 27 74

surfside, twisted head 17 1 7 ] 2 2 68 | 412 |

D W|IN| D

position level obviously influences the ability of our algorithm to detect
local image modifications. At a higher wlev parameter all local image
modifications are detected with a low number of feature values. At wlev
9 for instance, only 7 feature values are needed to detect any of the tested
local attacks. The modification of the graves image is detected with 2
feature values, in the plane image case only about 3 values are needed.
At lower decomposition levels, more feature values are needed in gen-
eral to detect the tested local image manipulations. At a wlev of 3, 412
feature values are needed to recognize the twisted head in the surfside
frame, at wlev 4, only 68 are needed, and at the highest tested wlev, only
about 6 are needed. Since the local changes are kept relatively small,
the sensitivity regarding local image manipulations can be considered as
high (depending on the wavelet decomposition level) — which of course
is desired.

The Stirmark berchmark is used to rate the robustness and effi-
ciency of various watermarking methods. Therefore, numerous image at-
tacks are defined including rotation, scaling, median filtering, luminance
modifications, gaussian filtering, sharpening, symmetric and asymmet-
ric shearing, linear geometric transformations, random geometric dis-
tortions, and others. More details about the different attacks can be
downloaded from the web page www.cl.cam.ac.uk/ " mgk25/stirmark/,
where the Stirmark testsetting is discussed at length. Our robust feature
extraction method is tested against the standard Stirmark attacks, and
due to the field of application our proposed method should be sensitive
regarding all Stirmark attacks. In Table 2 a selection of the obtained
results against global modifications is listed. Here we see the sensitivity
against Stirmark attacks with parameter i, b, as well as global luminance
modifications.

Again the results are delivered with respect to a chosen wlev for fea-
ture extraction, and only the results for the lena image at a resolution
of 512 x 512 pixels are given. We can observe a high sensitivity against
the presented global image alterations, except for a minimum change
of the global luminance by a factor of 1, which shows a worse result.
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Table 2. Different attacks/lena512: different wlev used for feature extraction.

l ] wiev9 [ wlev8 | wlev7 | wlevb I wlevd l wlev4 ] wlev3 |

stirmark i=1 1 3 6 1 5 1 1
stirmark i=2 1 6 7 2 6 1 1
stirmark b=1 1 6 6 2 3 1 1
stirmark b=2 1 4 5 12 1 1 1
luminance+1 1 4 7 12 36 9 3
luminance+2 1 1 7 2 12 9 3
luminance-+3 1 1 6 1 6 5 3

Nevertheless, the sensitivity is high enough — as desired. Interestingly,
a lower wlev parameter also shows a higher sensitivity against the Stir-
mark attacks with parameter i and parameter b. This effect can also be
seen in other Stirmark attacked images. For this reason, a lower wlev
could be preferred to be used for the feature extraction algorithm, since
a lower wlev is also more robust against JPEG2000 and JPEG compres-
sion. However, all the local attacks presented in Table 1 could not be
detected any longer when using such a low wlev parameter.

In Table 3 and Table 4 the results for the standard Stirmark testsetting
are listed. Again, only results for the lena image at a resolution of
512 x 512 pixels are given with respect to a specific wlev. The first
column of both tables clearly identifies the applied Stirmark attack and
should be self-contained. Overall we can see that the sensitivity against
all tested attacks is very high for a low and a high wlev value. For a
wlev of 5 and 6, only the Gaussian filtering shows slightly higher feature
values of about 36 and 23. Also a minor rotation and scale is slightly
harder detectable. Here we need about 31 and 18 (wlev 5,6) feature
values (see Table 4 first data row). The results for the other testimages
are similar and therefore not listed here. In general, the sensitivity
regarding Gaussian filtering as well as slight rotations and scalings is
slightly inferior as compared to the other Stirmark tests. Regarding the
graves image, these two test attacks are detected at a lower number of
feature values, since the graves image is more sensitive to any image
modification than the other tested images.

There is the need for a compromise between the sensitivity against
intentional image modifications on the one side, but robustness against
JPEG2000 and JPEG compression on the other side. Regarding the
robustness results in Norcen and Uhl, 2004, a wlev of about 6 or 5 seems
to be best suited to be used for JPEG2000 bitstream feature extraction.
In this case, we see a good sensitivity against local and global image
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attacks, and robustness against JPEG2000 and JPEG compression up
to moderate compression ratios.

4. Application Scenarios

Using parts of the JPEG2000 bitstream as robust visual features has
important advantages, especially in the context of real world usability:

» Soft- and hardware to perform JPEG2000 compression will be
readily available in large quantities in the near future which makes
our proposed scheme a very attractive one (and also potentially
cheap one).

» JPEG2000 Part 2 allows to use different types of wavelet trans-
forms in addition to the Part 1 pyramidal scheme, in particular
anisotropic decompositions and wavelet subband structures may
be employed in addition to freedom in filter choice. This facili-
tates to add key-dependency to the hashing scheme by concealing
the exact type of wavelet decomposition in use, which would create
a robust message authentication code (MAC) for visual data. This
could significantly improve the security against attacks (compare
Meixner and Uhl, 2004).

m  Most robust feature extraction algorithms require a final conver-
sion stage to transform the computed features into binary repre-
sentation. This is not necessary since JPEG2000 is of course given
in binary representation.

We get two scenarios where our method can be applied in a straightfor-
ward manner: first, our method can be applied to any raw digital image
data, via computing the JPEG2000 bitstream and then the JPEG2000
feature values. Second, any JPEG2000 bitstream can be used itself as
starting point. In this case, the considered bitstream is the original data
which should be protected, and the features are extracted directly from
the investigated JPEG2000 bitstream. This scenario is useful, where
some image capturing device directly produces JPEG2000 coded data
instead of raw uncompressed data (i.e. JPEG200 compression imple-
mented in hardware, no raw data saved).

After having extracted the feature values out of the JPEG2000 bit-
stream, three strategies may be followed:

» The extracted features are fed into the decoder stage of error cor-
recting codes or linear codes to reduce the number of hash bits
and to increase robustness. This approach has the advantage that
different hash strings can be compared by evaluating the Ham-
ming distance which serves as a measure of similarity in this case.
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Table 8. Standard stirmark testsetting, lena512: different wlev used for feature ex-

traction.
[ [ wlev9 [ wlev8 [wlev7 [ wlev6 | wlevb [ wlev4 [wlev3 |
17 _row_5_col_removed 3 2 1
1_row_1_col_removed 26 12 7
1.row_5_col_removed 15 12 1
3x3._median_filter 1 13
5_row_17_col_removed 5
5_row_1_col_removed - 5
5x5_median_filter 1 2
7x7.median_filter 3
9x9_median_filter 3
Gaussian_filtering_3_3 36

Sharpening_3_3

ot

cropping-1

cropping-10

cropping-15

cropping-2

cropping_20

cropping-25

cropping.5
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cropping-75

flip

linear_1.007_0.010.0.010-1.012

linear_1.010_0.013_0.009_1.011

linear_1.013_0.008.0.011_1.008

ratiox-0.80_y-1.00

ratiox_0.90_y_1.00

ratiox_1.00_y_0.80

ratiox-1.00-y-0.90

ratiox-1.00_y_1.10

ratiox-1.00_y_-1.20

ratiox_1.10_y_1.00

ratiox-1.20_y_1.00

rotation_-0.25

rotation_-0.50
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rotation_-1.00
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Table 4. Standard stirmark testsetting, lena512: different wlev used for feature ex-
traction.

{ | wlev9 [ wlev8 [ wlev7 [ wlev6 [ wlevh [ wlevd [ wlev3 |
31 11

rotation_scale_-0.25
rotation_scale_-0.50
rotation_scale_-0.75
rotation_scale_-1.00
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rotation_scale_0.25
rotation_scale_0.50
rotation_scale_0.75
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rotation_scale_10.00
rotation_scale_15.00
rotation_scale_2.00
rotation_scale_30.00
rotation_scale_45.00
rotation_scale_5.00
rotation_scale_90.00
scale_0.50
scale_0.75
scale_0.90
scale_1.10
scale_1.50
scale_2.00
shearing x_0.00_y_-1.00
shearing_x_0.00_y_5.00
shearing_x_1.00_y_0.00
shearing x_1.00_y_1.00
shearing x_5.00_y_0.00
shearing_x_5.00_y_5.00
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Whereas it is desirable from the point of view of the applications to
estimate the amount of difference between images by using those
hash functions, this property severely threatens security and facil-
itates “gradient attacks” by iteratively adjusting hostile attacks to
minimize a change in the hash value.

m A classical cryptographic hash function (like MD5 or SHA-1) is
applied to the feature data to result in an overall robust but cryp-
tographically secure robust visual hash procedure. The possibility
to measure the amount of difference between two hash strings is
lost in this case, however, gradient attacks and other security flaws
are avoided.

m The extracted feature values are used as hash strings as they are
without any further processing. The obvious disadvantages in
terms of the higher amount of hash bits and lower security against
attacks is compensated by the possibility to localize and approxi-
mately reconstruct detected image alterations since the hash string
contains data extracted from a low bitrate compressed version of
the original image.

In the latter case, with the available feature value data (consisting
of JPEG2000 packet body data), and the corresponding packet head-
ers which need to be generated and inserted into the codestream, the
original image can be reconstructed up to the point the codeblock data
is available in the packet bodies. A packet header indicates, among
other information, which codeblocks are included in the following packet
body, whereas the body contains the codeblocks of compressed data it-
self. Without the packet header, a reconstruction of the corresponding
packet body is not possible in general. Therefore, these packet headers
need to be inserted.

In Figures 5 and 6 we visualize the approximations of the original
images using feature value data of the lena and the graves image only.
In each case, the first 512, 1024, and 2048 bits of feature values are used.

Since the given number of feature value bits which are used for the
visual reconstruction include packet body data only, the overall number
of bits used for reconstruction — including the needed packet header
data — must be somewhat bigger. Table 5 shows the number of bits
which are required for the corresponding images. The first column gives
the number of feature bits used, and the entries in the table show the
overall number of bits which are needed for the visual reconstruction.
We see that a considerable number of “extra” bits are needed. These
“extra bits” stem from the corresponding packet headers and are needed
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to reconstruct the image data up to the point where codeblock packet
body data is given in the features.

Table 5. Signature bits (including packet header data).

| [ lena512 [ graves512 | plane512 |

512 bits 552 552 552 |
1024 bits | 1144 1136 1136
2048 bits | 2224 2208 2224

(a) 512 bits (b) 1024 bits (c) 2048 bits

Figure 5.  Reconstruction of lena.

(a) 512 bits (b) 1024 bits (c) 2048 bits

Figure 6.  Reconstruction of graves.

The number of feature bits used have been chosen in a way to demon-
strate a possible application where the hash string could be signed using
a digital signature algorithm like El1Gamal or RSA. In this context, using
a 512 feature bits signature already could help to localize and approxi-
mately reconstruct severely manipulated regions in the image, whereas a
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2048 feature bits signature allows to gain information about some details
as well.

5. Conclusion

The JPEG2000 algorithm can be employed to extract robust features
from an image. The presented method has shown to be robust against
moderate JPEG2000 and JPEG compression. In this work we showed
that the method is also very sensitive regarding global and local image
alterations including Stirmark attacks and different intentional local im-
age modifications. Application scenarios for our approach are discussed
and show this method to be of interest for practical employment.
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