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Abstract. Phishing attacks are one of the most common security challenges faced
by individuals and organizations today. Although many techniques exist to filter
out phishing emails, they are not always effective leaving humans as the most
vulnerable links in the information security chain. This paper presents a study
investigating how human behavior, especially mouse movements, may reflect
cybersecurity awareness, in particular to phishing emails. Using an email sorting
task, we examined three key mouse movement features: hover, slow movement,
and response time. The results suggest that slow mouse movements indicate high
awareness of phishing emails and could be used to determine the likelihood of
users falling victim to phishing attacks. However, contrary to intuition, response
time and mouse hovering behaviors do not correlate with phishing awareness.
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1 Introduction

Phishing refers to the fraudulent attempt to obtain sensitive information or access to the
recipient’s computer or system from people in electronic communications [1], [2] and
is the most popular cyberattack method [3]. Although most organizations deploy tech-
nical defenses such as email filtering against cyber threats, employees still receive
many phishing emails, due to more sophisticated and sometimes personalized content
being crafted by attackers (e.g., spear phishing). In practice, humans remain the most
vulnerable link in the information security chain, and in many cases it is the human
behavior that makes a cyberattack possible and successful [4].

Extensive research has been conducted to investigate how and why people click on
the suspicious URL or attachment in an email, and it is suggested that knowledge of
phishing threats, usage of situational cues (such as the URLs in the email) and percep-
tions of severe negative consequences are possible indicators of phishing awareness
[5]-[7]. However, most of these studies are focused on theory verification or validation
with very few addressing empirical techniques to predict whether a suspicious URL is
likely to be clicked by a given person via their behavioral data, or at what stage a person
should be warned of a potential phishing threat.



Besides theoretical investigations, various intervention methods have been devised
to educate people to avoid being phished, and typical anti-phishing skills include ex-
amination of the sender information, the addressing of the email, the hyperlinks in-
volved in the email and typographic errors in the text [5], [8]. Focusing on these char-
acteristics of emails, anti-phishing training can improve the general phishing awareness
[9]. However, a common challenge faced by the anti-phishing education schemes is
that they do not customize education to different users — an approach which has been
shown to be effective when the training is tailored to individual differences such as
learning style preferences [10].

Many emails are still processed on personal computers today, with the mouse as
most widely used interface to browse the contents of the emails, check the sender in-
formation, click on URLs or open attachments. Existing research has revealed that
tracking user’s mouse movements is effective for website usability evaluation [11],
[12], that a mouse position gives an indication of the user’s gaze during their online
tasks [13]-[15], and corresponds to user’s attention [16]. Huang et al. suggested that
mouse hovering gestures are related to user observation and thinking when browsing
online search results [17]. This finding motivated us to consider whether typical fea-
tures related to mouse movements, e.g. mouse hover or slow mouse movements can be
used as indicators of a user’s likelihood to click a phishing link. For example, slow
mouse movements may suggest that the subject is reading slowly which may indicate
a less impulsive decision making style that has been empirically demonstrated to be
linked to phishing email resistance [18]. However, to our knowledge no similar exam-
ination has been conducted to date.

Compared with existing phishing awareness examination methods, there are several
advantages of a mouse behavior-based method: as mouse movements occur naturally,
the examination can be done in real time in a non-intrusive way without interfering with
the user’s online interactions. Furthermore, a user can be warned, or links can be de-
activated, whenever relevant mouse behaviors are detected that reflect high suscepti-
bility to clicking on suspicious content. Finally, the personalized nature of mouse move-
ments makes it possible to design personalized phishing interventions. Hence, we pro-
pose three research hypotheses on the relationship between mouse features and user
response to phishing emails:

1. Response time can indicate a user’s decision when processing phishing emails;
2. Mouse hovers can be used to gauge the level of phishing threat awareness;

3. Slow mouse movements can be used to identify whether a phishing threat can be
identified.

2 Method

Based on a user study involving 30 email sorting tasks, we collected behavioral data,
as well as post hoc subjective feedback.



2.1  Participants

Thirty-three volunteers, including thirteen females, from a multi-national research or-
ganization participated in the experiment. Thirty participants finished all the tasks alt-
hough two participants used an iPad and therefore had no mouse input. As a result, we
collected mouse data from twenty-eight subjects (10 females) with an age range of 30-
39 years old. Participants had reasonable self-reported proficiency in English (on aver-
age 7.6 out of a 10-point scale) and good computer skills (on average 7.7 out of a 10-
point scale). Most participants (27 out of 28) finished the experiment within twenty
minutes. Ethics approval was obtained for this study, and all the subjects confirmed
their consent before the experiment and were aware that they could opt out at any time.
They were unpaid but received a small snack as acknowledgement of their time.

2.2 Email Interface

We adapted the real-life examples of phishing emails from the UC Berkeley Infor-
mation Security and Policy Phishing Examples Archive [19], and adapted the URLs
and logos embedded in the email to suit the local population. We converted the emails
to images of fixed size and calibrated the location of the URLs to enable the hover
effect of the mouse (Fig. 1). Specifically, each email had a hyperlink-enabled element
which could be either text, URL or a button. When the mouse hovered on this element
for a short time (browser tooltips typically trigger after 500ms) without click, a popup
message appeared, which revealed the real URL in a similar way that most modern
email clients do. However, due to security reasons, none of the links were active during
the experiment. In total thirty emails were crafted, including twenty phishing emails
and ten legitimate ones, the latter being compiled from real emails received by the ex-
periment designers in the past.

X
Ppe B Yew Inset Fomx ook Acons beb

i uBeply | (@ReplytoA) | [ Forward (4 e BN X -2 450 B I U EE s
From:  commonwealth bank Sent: Thu 21/06/2018 11:31AM

Subject:  Iegular Activity
Date:  10/20/20164:38PM

We have detected irreguiar activity on your account on the date 10/20/2016. For your proiection, we have
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Fig. 1. A crafted phishing email with the retrieved traces of mouse movements from a user shown
in blue.

2.3  Experiment Procedure

The emails were presented to the participants in a randomized order, and the partici-
pants were asked to finish the tasks as soon as possible, although there was no time
limit for the tasks. For each email, the participant was asked to classify it into one of
three categories: high priority, low priority, or suspicious. We assume that participants
would only put emails with legitimate or innocuous content and links into the first two



4

categories. Upon completion of the email tasks, the participants answered three distinct
open-ended questions (one per text in curly brackets): “Of the emails you categorized
as {HIGH PRIORITY | LOW PRIORITY | SUSPICIOUS}, what aspects of the emails
influenced your decision?”. They could answer ‘not applicable’ if they had never se-
lected that category during the tasks.

2.4 Data Collection

We used a crowdsourcing tool to present the email interfaces, organize the question-
naires, and capture mouse movements. In particular, we collected timestamped mouse
movements and click traces throughout the experiment. Using this information, we
were able to replay the mouse behaviors, as shown in Fig. 1.

We grouped data for the High Priority and Low Priority categories as we were only
interested in whether an email was considered suspicious or not. This resulted in a bi-
nary decision for each email (Suspicious / Non-suspicious), from each participant. We
used a similar reclassification (i.e., Suspicious / Non-suspicious) for the qualitative an-
swers to the final questionnaire.

In this paper, we focus on the participants’ responses to phishing emails only, hence
the data collected from the non-phishing emails is out of scope and not discussed below.
We derived the following variables for each email sorting task:

e Email category: the subjective decisions on whether a given email was phish-
ing (Suspicious) or not (Non-suspicious);

e Response time 7;: the time elapsed before the participant selected a category
for the email. We intentionally removed mouse movements within 200 milli-
seconds prior to the mouse click on the email category (Low Priority, High
Priority or Suspicious) as we considered that the decision has already been
made by that time, and hence the user behavior was no longer related to the
decision process itself.;

e Mouse hover time 7;: a hover was registered if the mouse cursor did not
change location between 100ms and 3s. This displayed a popup message when
over a hyperlinked element. Longer mouse dwelling was considered as idle
state and discarded;

e  Mouse hover ratio R, was calculated as

R,=2.T.T, (M)
task
indicating the normalized mouse hove time per task;

e Mouse hover frequency Fj: the number of occurrences of hovers within an
email sorting task;

e  Slow mouse movements 7: if the mouse movement speed fell in the bottom
quartile (25%) of the overall speed within an email task, it was considered to
be slow, and the corresponding time for slow movement was recorded,

e Slow mouse movement ratio R, was calculated as



R=2T.,T. @)

task
e Slow mouse movement frequency Fs: the number of occurrences of slow
mouse movements within an email sorting task.

3 Results

We analyzed the mouse motion features with respect to human decisions, and further
refined these findings with an attempt to categorize subjects that are more vulnerable
to phishing threats. We used Welch’s #-test to examine the differences for all the re-
ported analytics due to the unequal variances involved in the data.

3.1 Response Time

The response time 7, was compared between the correct and incorrect classification of
a phishing email, as shown in Fig. 2. There was no significant difference (#(199)=.73,
p>.05), suggesting that the response time does not account for the differences between
phishing email identification, which suggests our first hypothesis to be invalid.
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Fig. 2. Response time (77) of different decisions on a phishing email. The horizontal red line
indicates the median value of each case.

3.2 Mouse Hover

As mouse hovering is considered to indicate when a user is observing and thinking
about the email content [17], [19], a high hover frequency should suggest that the sub-
ject has examined several elements in the email, hence the email sorting decision should
be more thorough. The other variable R reflects the total time intentionally spent on
examining the elements in an email, and it was expected to exhibit a similar pattern to
F. However, the Welch’s #-test suggested no significant difference for Fj, (¢#(362)=.44,
p>.05) or R; (£(304)=.55, p>.05) between the correct and incorrect decisions to classify
a phishing email. Fig. 3 illustrates the hover frequency for correct and incorrect email
classifications respectively. It can be seen that in either case, hover does not occur reg-
ularly — actually, for more than half of the emails the participants didn’t hover their



mouse at all, hence insufficient hover data is collected and could not be used for sub-
jective phishing awareness examination. These findings invalidate our second hypoth-
esis for the feasibility of using mouse hovers as indicators of phishing awareness.
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Fig. 3. Hover frequency (F) on a phishing email. The median values (red line) for both cases are
zero, indicating that hover only occurred in less than half of the tasks.

3.3 Slow Mouse Movements

As illustrated in Fig. 4 (a), slow mouse movement frequency was, on average, lower
for the Suspicious email decisions and this observation was confirmed by a significant
difference in a Welch’s r-test (1(274)=-2.3, p<.05).
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Fig. 4. (a) Slow mouse movement frequency and (b) slow mouse movement ratio of user deci-
sions on a phishing email. The horizontal red line indicates the median value.

For the slow movement ratio Ry, a significant difference was also identified via a
Welch’s #-test (#(236)=4.16, p<.01), as shown in Fig. 4 (b). This suggests that to reach
the correct decision to identify a phishing email, the participants overall spent more
time performing slow mouse movements.

Combining the examination above on slow mouse movements, correct Suspicious
email identification by the users relates to high ratio of slow mouse movement time but
low occurrences of slow mouse movements. This suggests that, on average, if the
mouse is moving slowly and takes a long time, there is a high chance that the phishing
email is correctly classified, however frequent slow mouse movements do not account
for a correct classification decision.



4 Discussion

In this paper, we explored whether mouse behavior data can be used to characterize
susceptibility to phishing threats. The results confirmed slow mouse movements can
reflect awareness. However, contrary to intuition, neither response time to sort an email,
nor mouse hovers were able to indicate phishing awareness.

Response time has been shown to reflect several aspects of the mental process, in-
cluding thinking, interpreting, processing and decision generating [20], [21]. It is nota-
ble that although different decisions are made when sorting phishing emails, the deci-
sion time didn’t differ significantly, suggesting that any difference in cognitive pro-
cessing time may be orders of magnitude smaller than the physical response of moving
the mouse and selecting an outcome in this experiment.

As reported by prior research that user’s mouse position gives an indication of the
user’s gaze during their online tasks and corresponds to the user’s attention, the mouse
hover can be interpreted as a visual fixation at the mouse location. In the email sorting
task, only one hyperlink is embedded in each email, limiting the hover gestures the
participants needed to examine the hyperlink. Examining all the realistic phishing
emails from Berkeley Information Security and Policy Phishing Examples Archive
[19], we found that similarly to our tasks, most of them only involve a single hyperlink-
enabled element per email. Therefore, the hover gestures can be very limited when a
phishing email is encountered, making them unsuitable for phishing awareness detec-
tion. However, in practice the hyperlink itself remains crucial to identify phishing
emails, which is recognized by some participants: 11 out of the 28 of them reported that
the URL in the email influenced their decision to categorize an email as Suspicious.

Compared with mouse hovers, slow mouse movements exhibited a much higher rate
of occurrences. Two features we derived — mouse movement frequency and ratio — are
both good indicators of phishing awareness. We attribute this result to the amount of
data available and to the mental processes involved. The slow mouse movements refer
to how the participant slows down from time to time as the eyes may slow down as well
to follow the mouse cursor, suggesting that the participant is focusing their attention on
a specific part of the email message. This research established that such cognitive pro-
cessing mechanism is related to the ability to discriminate suspicious emails. Specifi-
cally, we found that if many slow movements, or in other words, frequent fluctuation
in mouse movement speed exist in one task, chances are that the phishing email will be
misclassified. In comparison, long slow mouse movements with few fluctuations in
mouse movement speed often result in correct identification of a phishing threat.

Our findings regarding two qualitatively different processing styles for emails aligns
with the Dual Process Theory of human reasoning [22]. Accordingly, we have two
qualitatively different systems for making decisions, i.e., System 1 focusing on implicit,
automatic reasoning and System 2 which is deliberate and analytic. The former is char-
acterized by intuitive, heuristic decision making that is highly efficient and automatic
but also relatively error prone. The latter is more controlled, systematic and effortful.
Given that previous research has suggested that System 2 thinking is linked to better
phishing email detection, the long slow mouse movements with few fluctuations in
mouse movement speed evident in correct phishing classification in our study may in



fact indicate functioning of System 2. In other words, the users’ mouse activity (i.e.,
long, slow mouse movements) may be reflective of their decision-making quality (i.e.,
focus on details and deliberation with a high level of attentional control) when deter-
mining the legitimacy of an email. Future research into phishing email resistance should
examine, empirically, the link between mouse movements, performance on the Cogni-
tive Reflection Test [23] and accuracy in email categorization.

The features we derived, including the slow mouse movement frequency and ratio
can both be calculated in real time before the user decision, and thus it would be possi-
ble to provide decision support to users based on their own mouse behavior pattern
before they are about to click a link in a (phishing) email. The difference observed in
slow mouse movement frequency and ratio before a decision can serve many other pur-
poses, including the evaluation of anti-phishing education effectiveness, behavior rec-
ommendation for people who may fall victim to phishing attacks, or real-time inspec-
tion of phishing emails via crowdsourcing, or even general web browsing safety. For
example, such decision support could dynamically block links or prompt the user to
exert caution, when the user is deemed vulnerable to clicking on suspicious content,
leading to better protection from drive-by download attacks or other malign web links.

There are several limitations to the current study. First, the sample was drawn from
participants with a research background, which may not be representative of the wider
population. Secondly, we posed the experiment as an email sorting task but didn’t spec-
ify it was a phishing email detection study, to avoid the priming effect that previous
research has shown will artificially improve performance [18]. In the post-experiment
questionnaires we discovered one participant focused specifically on the discrimination
between high priority and low priority emails (although their data indicated that appro-
priate phishing email selections were made).

As mouse remains a natural choice for email processing, we only analyzed mouse
movement data in this paper. However, other user interaction data, e.g., mobile device
use, or physiological data (eye tracking, galvanic skin response, or blood volume pulse)
could be used to examine phishing awareness. However, these may lead to a more com-
plicated experimental setup, hence may not be suitable for data collection via
crowdsourcing platforms. It is also possible to combine mouse movement analysis with
email text/content processing, as compound features to quantify phishing awareness,
which will form part of our future work.

5 Conclusion

In this paper, we present a study using mouse movement features to identify subjective
phishing awareness. Our experiment results show that slow mouse movements, rather
than mouse hover and subjective response time, are good indicators of phishing threat
detection. We also discuss the feasibility of using different mouse movement features
to identify subjective phishing awareness, which is essential for the development of
techniques that can protect vulnerable email users in real time. Our study adds to the
general understanding of how humans use the mouse before processing potentially
harmful email content, which could provide crucial novel, non-intrusive methods to
assist people in phishing prevention and new ways of anti-phishing education through
customized phishing detection.
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