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Abstract—In this paper, by augmenting beamforming with
signal nulling, we present a scheme to improve the equivocation
in wireless relay networks. Assuming global channel state in-
formation, memoryless adversaries, and the decode-and-forward
relaying strategy, we seek to maximize the average achievable
secrecy rate between the source and the legitimate destination,
subject to an overall power budget per message. Then, exploiting
the structure of the optimization problem, we present an online
sequential approach to compute an achievable average rate.
Finally, we use numerical evaluations to compare our method
with the conventional schemes.

Index Terms—Beamforming, Signal Nulling, Physical Layer
Security, Resource Allocation, Relay Networks, Memoryless
Eavesdroppers

I. INTRODUCTION

Physical layer security, an information theoretic approach
to security in wireless networks, was proposed by Wyner
almost four decades ago [1]. Its provable security has driven
researchers and scientists alike, to look at physical layer
security as an alternative to the traditional cryptographic
schemes. Physical layer security enables secure transmission
at non-zero data rate between two communicating nodes, by
exploiting the degraded nature of the eavesdropper channel
and the inherent randomness of the wireless medium [1], [2].
A rate at which data can be transferred from the source to the
legitimate destination keeping eavesdropper ignorant about the
message is termed an achievable secrecy rate in the physical
layer security literature.

In many practical scenarios, a single node acting on its
own may not be sufficient to ensure non-zero secrecy rate. To
tackle such scenarios and to improve the data rate of secure
transmissions, researchers have proposed several cooperative
communication schemes. In such cooperative communication
schemes, in addition to the source node, one or more nodes
are employed to aid the source in improving the data rate of
its secure transmissions. These additional nodes are used as
relays, jammers or as both. The role of relays in improving
transmission rates in wireless networks is well established
in the literature [3], [4]. In contrast, jamming in wireless
networks is a double-edged sword. While it can effectively
degrade the signal-to-noise ratio (SNR) at eavesdroppers, if
not used carefully, it can also degrade reception at legitimate
receivers. A workaround to this issue is to either null the

jamming signal at the destination with the help of multiple
jammers, or pass information about the jamming signal to
the legitimate receiver [5], [6], [7]. While the use of multiple
jammers is a quick and easy fix, it almost always leads to
synchronization related issues. On the other hand, making the
the jamming signal available at the legitimate receiver a priori
is not very practical.

In many real-world wireless networks, it is desirable to
transfer messages to a selected node, while keeping other
nodes in the network ignorant of the information contained
within the messages (e.g. Pay TV broadcast, Wi-fi access
networks). In such networks, every node (user) in the network
can be considered as an adversary (eavesdropper) with respect
to every other node. Such nodes are resource limited (e.g.
power and memory constrained sensor nodes), and do not wish
to invest much of their resources for eavesdropping. The notion
of similar weak adversaries has appeared in the literature
before [8], [9]. Motivated by this, we present a framework
where a previously transmitted secure message is used as the
jamming signal, to improve the secrecy rate of the current
message. The main contributions of this paper are as follows
• We incorporate two well-appreciated cooperative

schemes, beamforming and signal nulling, into a single
power allocation framework for improving secrecy rate.

• We pose the problem of maximizing the average achiev-
able secrecy rate, subject to an overall power budget.

• By exploiting the structure of the optimization problem,
we propose an approach to obtain an achievable average
rate.

The remainder of the paper is organized as follows. In
Section II, we compare and contrast our approach with similar
schemes existing in the literature. In Section III, we present
the system model. In Section IV, we discuss our two phase
cooperative scheme and the formulation of our optimization
problem, in detail. In Section V, we present a lower bound
for the problem formulated in Section IV. The numerical
evaluations of various schemes are presented in Section VI.
Finally, we conclude the paper in Section VII.

II. RELATED WORKS

In recent years, several researchers have demonstrated the
potential of cooperative schemes in improving the achievable
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secrecy rates of wireless systems [10], [11], [12], [13]. In [10],
[11], [12], the authors use cooperative nodes to inject weighted
jamming signals, to degrade the eavesdropper channel. In
[13], the authors study scenarios where the destination itself
injects artificial noise and uses self-interference subtraction to
confound the eavesdroppers. Several variants of the destination
assisted secure communication scheme can also be found in
[14], [15], [16].

While the cooperative scheme presented in this paper can
be classified as cooperative relaying and jamming for decode-
and-forward (DF) relay networks studied in [17], [18], [19],
[20], we would like to highlight the fact that the problem
we have looked at is significantly different from the ones
addressed by the above mentioned papers. In [17], [18], [19],
[20], the authors have considered separate relays and jammers,
and then evaluated the achievable secrecy rate under power
constraints. In contrast, we do not have any dedicated jammer
in our model.

The first phase of our proposed scheme is similar to the
scheme in [15]. However, unlike them, we do not assume
the availability of information regarding the jamming noise
signal at the receiver. In our scheme, we use the previous
securely-transmitted message for jamming. But such a scheme
may result in information leakage. Therefore, to limit the
information leaked, we devise an optimal power allocation
problem with leakage constraints. Similar leakage constrained
power allocation problems have also been considered in [21].

The second phase of our scheme is similar to cooperative
beamforming. In [22], [11] the authors have highlighted the
role of cooperative beamforming in improving the secrecy rate
of decode and forward networks with total and individual
power constraints. While the cooperative schemes in [22],
[11] beamform just one signal, we simultaneously beamform
two signals to the destination. Though such an approach
resembles the artificial noise assisted transmission considered
in [5], [23], [24], we use the previous securely-transmitted
message in place of artificial noise. Since the previous secure
message is available only at the legitimate destination and not
at the eavesdropper, our scheme will only degrade the SNR at
eavesdropper and not at the legitimate destination.

III. SYSTEM MODEL

We consider a Decode-and-Forward (DF) relay network
consisting of a source s, a trusted relay node r, a legitimate
destination d (see Fig. 1). All the nodes in the network are
equipped with a single antenna and function in half-duplex
mode. In this paper, for simplicity, we consider a single
eavesdropper e. However, the cooperative scheme presented
in this paper can be extended to networks with multiple
eavesdroppers. We note that memoryless eavesdroppers are a
special case of resource constrained eavesdroppers. Therefore,
for ease of illustration, as in [9], we assume the eavesdropper
to be memoryless.

The background noise at node i ∈ {d, r, e} is assumed to be
Zi ∼ CN (0, σ2) i.e., a circularly symmetric complex Gaussian

Source

Relay

Destination

Eavesdropper

Fig. 1. A network with a trusted relay, a passive eavesdropper and a source
destination pair

noise. All channels are assumed to undergo flat fading. Let
hij ∈ C denote the complex baseband channel gain between
nodes i ∈ {s, r, d} and j ∈ {r, d, e}. Information about the
eavesdropper’s channel can be obtained in networks where
the eavesdroppers themselves are users in the network [11].
Therefore, as in [11], [25], [6], we assume perfect channel state
information (CSI). We also assume that the source and relay
have knowledge of the eavesdropper’s channel condition. This
assumption is especially valid in networks with broadcast and
unicast transmission, where each terminal acts as a legitimate
receiver for one signal and as an eavesdropper for some other
signal.

We would like to transfer a sequence of independent mes-
sage {Wj , j ≥ 0} from the source to the destination using
physical layer security, keeping the eavesdropper ignorant of
the information contained in the messages. A source encoder
maps message Wj to an independent Gaussian codeword
Xn
j ∈ Xn. A codeword Xn

j consists of n symbols, each of
them belonging to the alphabet set X ⊂ C. Without loss of
generality, we assume that for all j ≥ 0, E[Xn

j ] = 0n×1 and
1
nE[||X

n
j ||22] = 1. The encoding, decoding and the cooperative

scheme are public knowledge, only the information contained
in the messages is private. As in [11], we consider a time
division multiple access system, in which there are n time units
in each transmission slot. Let Yn

i,l denote the signal recieved
by node i ∈ {r, d, e} in the lth transmission slot.

IV. A COOPERATIVE TWO PHASE SCHEME

s→ r r → d A B A B . . .

Xn
0

Xn
0

Xn
1

Xn
1

Xn
2

1 2 3 4 5 6

Fig. 2. Figure denoting the codewords and the schemes used in different
transmission slots; (A) and (B) phases are used in alternating transmission
slots. The codewords at the top of figure denote the new codewords being
transferred, and those at the bottom are used to improve the secrecy rate.

A simple scheme to transfer the codewords from the source
to the destination is via direct source-destination transmission,

2015 13th International Symposium on Modeling and Optimization in Mobile, Ad Hoc, and Wireless Networks (WiOpt)

168



which requires only n time units (one transmission slot).
However such a naive scheme may result in poor secrecy rates.
To achieve better secrecy rates, we propose a cooperative two
phase transmission scheme that transmits the codeword using
signal nulling and beamforming.

In our two phase scheme, with the help of the securely
transferred previous message, we alternatively use A and
B phases to transfer new messages from the source to the
destination (see Fig. 2 for a detailed illustration).

A. Consequence of Memoryless Eavesdropper

As in [9], we consider the eavesdropper to be memoryless
i.e., the eavesdropper decodes the message only from the
signal received in the current transmission slot. A direct
consequence of this assumption is the following ∀j ≥ 0

Ij = I(Wj ; {Yn
i,l, l ≥ 1})

(a)

≤ max
l≥1

I(Wj ;Y
n
i,l)

(b)
= max
l∈{2j+1,2j+2,2j+3,2j+4}

I(Wj ;Y
n
i,l) (1)

where I(J ;K) denotes the mutual information between ran-
dom variables J and K, and (b) follows due to the fact that
codeword corresponding to message Wj , j ≥ 0 is used only
in four transmission slots i.e., slots 2j + 1, 2j + 2, 2j + 3
and 2j + 4 (see Fig.2). We note that inequality (a) supplies
an upper bound on the leakage Ij . For ease of analysis, we
replace inequality (a) with equality, thereby considering the
case with the maximum possible information leakage.

B. Transferring the initial message W0

For our scheme to work, we need to transfer the initial
message W0 securely from the source to the legitimate desti-
nation via the trusted relay. For ease of analysis, we transfer
message W0 using the two hop scheme. Under an average
power constraint of pmax units per time unit per message, the
achievable secrecy rate with respect to message W0 is given
as [22]

R0 = max
0≤p+q≤2pmax

1

2
·

[
min

{
log2

(
σ2 + |hsr|2 · p
σ2 + |hse|2 · p

)
,

log2

(
σ2 + |hrd|2 · q
σ2 + |hre|2 · q

)}]+
(2)

where [·]+ denotes the projection onto the set of non-negative
real numbers. The first term in the RHS of (2) represents the
secrecy rate of source-relay (SR) channel and the second term
represents the secrecy rate of relay-destination (RD) channel
[2]. Since the eavesdropper is memoryless, we can write the
end-to-end secrecy rate as the minimum of the secrecy rate of
the SR and RD channels.

The factor 1/2 appears in (2) due to the fact that two
transmission slots are needed to transfer message W0 from
the source to the destination. Let the 2-tuple (p∗, q∗) denote
the optimizer of problem (2). Then, the maximum information

leaked to the memoryless eavesdropper about message W0 in
the first two transmission slots is given as

I(W0;Y
n
e,1,Y

n
e,2) = log2

(
1 +

max{|hse|2p∗, |hre|2q∗}
σ2

)
Now, we present the detailed cooperative transmission

scheme for message Wj , j ≥ 1.

C. Phase A (Signal Nulling)

In the (2j + 1)th transmission slot, the source transmits
βj ·Xn

j + αj ·Xn
j−1 and the destination transmits γj ·Xn

j−1,
simultaneously. Here αj , βj , γj ∈ C. The signal received at
the eavesdropper and the relay, in this slot, is given as

Yn
i,2j+1 = hsi(αj ·Xn

j−1 + βj ·Xn
j ) + hdi · γj ·Xn

j−1 + Zni

= (hsi · αj + hdi · γj) ·Xn
j−1 + hsi · βj ·Xj + Zni , (3)

for all i ∈ {r, e}. Here, Zni is a n× 1 vector of i.i.d random
variables sampled from the circularly symmetric complex
Gaussian distribution with variance σ2.

Since the relay has already obtained the message corre-
sponding to codeword Xn

j−1 two slots ago, the source and the
destination can choose αj and γj such that codeword Xn

j−1 has
an effective gain of zero at the relay i.e., hsrαj + hdrγj = 0.
Now, substituting γj = −hsr

hdr
· αj in equation (3), we obtain

Yn
r,2j+1 = hsr · βj ·Xn

j + Znr

Yn
e,2j+1 =

αj(hsehdr − hsrhde)
hdr

Xn
j−1 + hseβj ·Xn

j + Zne

Let pj1 units be the average power constraint for the trans-
missions in the odd transmission slot. Then, we have the
following equalities

pj1 =
1

n

(
E
[
||αj ·Xn

j−1 + βj ·Xn
j ||22
]
+ E

[
||γj ·Xn

j−1||22
])

(c)
= |αj |2 + |βj |2 + |γj |2 = (1 + |hsr|2/|hdr|2) · aj + bj

where aj = |αj |2, bj = |βj |2 and (c) follows since the
codewords are independent of each other. Further, we also
have

I(Wj ;Y
n
r,2j+1) = log2

(
1 +
|hsr|2 · bj

σ2

)
I(Wj ;Y

n
e,2j+1) = log2

(
1 +

|hse|2 · bj
(σ2 + η · aj)

)
I(Wj−1;Y

n
e,2j+1) = log2

(
1 +

η · aj
(σ2 + |hse|2 · bj)

)
where η = |hsehdr − hsrhde|2/|hdr|2

D. Phase B (Beamforming)

After the (2j+1)th transmission slot, the relay node success-
fully decodes the received signal Yn

r,2j+1 to obtain message
Wj . Then in the (2j + 2)th transmission slot, the source and
the relay transmit u1,j · (Xn

j +Xn
j−1) and u2,j · (Xn

j +Xn
j−1),

respectively. Here, u1,j , u2,j ∈ C. The signal received at the
destination and the eavesdropper is

Yn
i,2j+2 = hTi uj · (Xn

j +Xn
j−1) + Zni i ∈ {d, e}
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where hi = [hsi, hri]
T and uj = [u1,j , u2,j ]

T . Since the
destination has successfully decoded message Wj−1 at the end
of the (2j)th transmission slot, it can subtract an appropriate
scaled version of codeword Xn

j−1 from Yn
d,2j+2, to obtain the

following signal

Yn
d,2j+2 = hTi uj ·Xn

j + Znd

Let pj2 units be the average power constraint for the trans-
missions in an even transmission slot. Then, we have the
following inequalities

pj2 =
1

n
(E
[
||u1,j(X

n
j +Xn

j−1)||22
]
+ E

[
||u2,j(X

n
j +Xn

j−1)||22
]
)

(d)
= 2u†juj

where (d) follows since the codewords are independent of each
other. Further, we also have the following equalities

I(Wj ;Y
n
d,2j+2) = log2

(
1 +

u†jHduj

σ2

)

I(Wj ;Y
n
e,2j+2) = log2

(
1 +

u†jHeuj

σ2 + u†jHeuj

)

I(Wj−1;Y
n
e,2j+2) = log2

(
1 +

u†jHeuj

σ2 + u†jHeuj

)

where Hi = hih
†
i , ∀i ∈ {d, e}.

Proposition 1. For all j ≥ 1, we have

I(Wj ;Y
n
e,2j+2) = I(Wj−1;Y

n
e,2j+2) ≤ log2

(
1 + f(he, p

j
2)
)

(4)

where f(he, p
j
2) =

(
1 + 2σ2

pj2·(h
†
ehe)

)−1
Proof: Refer to the appendix for the proof.

When pj2 is large, it can be shown that the bound given
by inequality (4) is tight. Therefore, for ease of analysis, we
replace the inequality in (4) with equality.

E. Problem Formulation

Since wireless networks are often subject to power con-
straints, we seek to maximize the average secrecy rate of
the messages subject to an average power budget of pmax
units per time unit per message. In our scheme, message
transfers from the source to the destination happens in two
transmission slots. Therefore, the effective capacity of the
end-to-end main channel is given as the minimum of the
capacity of the individual channels. After m message have
been transferred from the source to the destination, it can be
shown that the secrecy rate achievable with respect to message
Wi, 0 ≤ i ≤ m− 1 is given as

main channel capacity− eavesdropper channel capacity =

1

2

[
min

{
I(Wj ;Y

n
d,1, · · · ,Y

n
d,2m), I(Wj ;Y

n
r,1, · · · ,Y

n
r,2m)

}
−

I(Wj ;Y
n
e,1, · · · ,Y

n
e,2m+2)

]+
(5)

The factor 1/2 appears in the above expression due to the
fact that two transmission slots are required to transfer every

message from the source to the legitimate destination. Now,
our problem of maximizing the achievable average secrecy can
be formally stated as

max lim inf
m→∞

1

m

(
R0 +

m−1∑
j=1

1

2

[
min

{
I(Wj ;Y

n
d,1, · · · ,Yn

d,2m),

I(Wj ;Y
n
r,1, · · · ,Yn

r,2m)
}
− I(Wj ;Y

n
e,1, · · · ,Yn

e,2m+2)
]+)

(6)

Subject to:
I(W0;Y

n
e,3) ≤ I(W0;Y

n
e,1,Y

n
e,2) (7)

I(W0;Y
n
e,4) ≤ I(W0;Y

n
e,1,Y

n
e,2) (8)

(1 + |hsr|2/|hdr|2) · aj + bj + 2u†juj ≤ 2pmax (9)

aj ≥ 0, bj ≥ 0,uj ∈ C2 ∀j ≥ 1

Since the scheme for initial message message W0 is fixed
and different from other messages, constraints (7) and (8)
are needed to ensure that message W0 has a secrecy rate of
R0 units. The factor 1/2 appears in the above optimization
problem due to the fact that two transmission slots are needed
to securely transfer the messages from the source to the
destination.

Since the relay node successfully decodes message Wj in
the (2j + 1)th transmission slot, we have

I(Wj ;Y
n
r,1, · · · ,Yn

r,2m) = I(Wj ;Y
n
r,2j+1)

= log2

(
1 +
|hsr|2 · bj

σ2

)
(10)

Due to the independence of the messages and the fact
that the destination receives the codeword corresponding to
message Wj , 1 ≤ j ≤ m−1 only in the (2j+2)nd transmission
slot, we have

I(Wj ;Y
n
d,1, · · · ,Yn

d,2m) = I(Wj ;Y
n
d,2j+2)

= log2

(
1 +

u†jHduj

σ2

)
(11)

After plugging in equations (1), (11) and (10) in (6), we
obtain the following, simplified, optimization problem

max lim inf
m→∞

1

m

(
R0 +

m−1∑
j=1

1

2
[log2 (1 + g(uj , bj))− Ij ]+

)
(12)

Subject to:
I(W0;Y

n
e,3) ≤ I(W0;Y

n
e,1,Y

n
e,2)

I(W0;Y
n
e,4) ≤ I(W0;Y

n
e,1,Y

n
e,2)

pj1 + pj2 ≤ 2pmax (13)

(1 + |hsr|2/|hdr|2) · aj + bj = pj1 , 2u†juj = pj2

aj ≥ 0, bj ≥ 0,uj ∈ C2 ∀j ≥ 1

where g(uj , bj) = min{u†jHduj , |hsr|2bj}/σ2 denotes the
effective SNR of the virtual source-destination channel. The
maximum leakage of message Wj , j ≥ 1 after using its
codeword in four transmission slots is given as
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Ij = max

{
log2

(
1 +

|hse|2 · bj
(σ2 + η · aj)

)
, log2

(
1 + f(he, p

j
2)
)

log2

(
1 +

η · aj+1

(σ2 + |hse|2 · bj+1)

)
, log2(1 + f(he, p

j+1
2 ))

}
(14)

Proposition 2. There exists an optimal solution

{(aj , bj ,uj), j ≥ 1} of (12), such that bj =
u†jHduj

|hsr|2 ∀j ≥ 1

Proof: Refer to the appendix for the proof.

V. AN ACHIEVABLE AVERAGE RATE

While the optimization problem (12) can be solved opti-
mally for small values of m, for larger values, the optimiza-
tion problem becomes intractable. Therefore, in this section,
we propose an online sequential problem that computes an
achievable average rate of problem (12).

To help us obtain an achievable average rate, for each j ≥ 1,
we replace Ij with Îj in the objective function (12) and add
the following constraint to the optimization problem (12).

log2

(
1 +

η · aj
(σ2 + |hse|2 · bj)

)
≤ Îj−1 ∀j ≥ 1 (15)

log2(1 + f(he, p
j
2)) ≤ Îj−1 ∀j ≥ 1 (16)

where

Îj =

max
{
log2

(
1 +

|hse|2bj
(σ2+η·aj)

)
, log2

(
1 + f(he, p

j
2)
)}

j ≥ 1

log2

(
1 + max{|hse|2p∗,|hre|2q∗}

σ2

)
j = 0

Corollary 1. For all j ≥ 1, we have[
log2

(
1 +

min{u†jHduj , |hsr|2bj}
σ2

)
− Îj

]+
= min{Rj1(aj , bj), R

j
2(uj , p

j
2)}

where

Rj1(aj , bj) =

[
log2

(
(σ2 + |hsr|2bj) · (σ2 + ηaj)

σ2(σ2 + ηaj + |hse|2bj)

)]+
Rj2(uj , p

j
2) =

[
log2

(
σ2 + u†jHduj

σ2(1 + f(he, p
j
2))

)]+
Proof: By rearranging the mutual information terms in

the objective function (12), and by applying Proposition 2,
the result follows.

We would like to remark that Rj1(aj , bj) and Rj2(uj , p
j
2)

represent the secrecy rate of source-relay and relay-destination
channel, respectively. Now, we can obtain an achievable
average secrecy rate, by solving the following optimization
problem

max lim inf
t→∞

1

m

(
R0 +

m−1∑
j=1

1

2
min

{
Rj1(aj , bj), R

j
2(uj , p

j
2)
})

(17)
Subject to:

log2

(
1 +

η · aj
(σ2 + |hse|2 · bj)

)
≤ Îj−1 j ≥ 1

log2(1 + f(he, pj,2)) ≤ Îj−1 j ≥ 1

pj1 + pj2 ≤ 2pmax

(1 + |hsr|2/|hdr|2) · aj + bj = pj1 , 2u†juj = pj2

aj ≥ 0, bj ≥ 0,uj ∈ C2 ∀j ≥ 1

We note that to solve problem (17), we need to jointly
optimize the variable over the sequence {(aj , bj ,uj), j ≥ 1}.
However, such an optimization problem may not be tractable
for larger values of m. Therefore, we present a causal ver-
sion of the above problem; where the achievable rate in the
jth transmission slot is maximized by considering only the
previous (j − 1) transmission slot

Ravg = lim inf
m→∞

1

m

(
R0 +

m−1∑
j=1

Rj

)
(18)

where for all j ≥ 1, we have

Rj = max
aj ,bj ,uj ,p

j
2

1

2
min

{
Rj1(aj , bj), R

j
2(uj , p

j
2)
}

Subject to:

log2

(
1 +

η · aj
(σ2 + |hse|2 · bj)

)
≤ Îj−1

log2(1 + f(he, pj,2)) ≤ Îj−1

pj1 + pj2 ≤ 2pmax

(1 + |hsr|2/|hdr|2) · aj + bj = pj1 , 2u†juj = pj2

aj ≥ 0, bj ≥ 0,uj ∈ C2

Proposition 3. The average rate Ravg is achievable.

Proof: Let {(aj , bj ,uj), j ≥ 1} be the optimizer of
problem (18). Since the constraints in problem (18) and (17)
are identical, the sequence {(aj , bj ,uj), j ≥ 1} is a feasible
point of problem (18). Also, for every j ≥ 1, we have
min

{
Rj1(pj,1), R

j
2(pj,2)

}
= Rj

Since we have established that the average secrecy rate
obtained by the causal formulation is achievable, we focus
our attention on solving the jth step optimization problem i.e.,
obtaining Rj . We note that

Rj = max
aj ,bj ,uj ,p

j
2

1

2
min

{
Rj1(aj , bj), R

j
2(uj , p

j
2)
}

=
1

2
min

{
max
aj ,bj

Rj1(aj , bj),max
uj ,p

j
2

Rj2(uj , p
j
2)

}
Now, we decompose the problem of computing Rj into the

following two subproblems.

A. Phase A Subproblem

The first subproblem is as follows

max
aj ,bj

Rj1(aj , bj) (19)

Subject to:

log2

(
1 +

η · aj
(σ2 + |hse|2 · bj)

)
≤ Îj−1 (20)
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(1 + |hsr|2/|hdr|2) · aj + bj = pj1 (21)
aj ≥ 0, bj ≥ 0

Now, substituting (21) in (19) and (20), we can rewrite
the Phase A subproblem as the following one dimensional
optimization problem

φj(pj1) = max
aj

[
log2

(
(σ2 + |hsr|2(pj1 − aj)) · (σ2 + ηaj)

σ2(σ2 + ηaj + |hse|2(pj1 − aj))

)]+
Subject to: 0 ≤ aj ≤ min

{
pj1,

(σ2 + |hse|2 · pj1)
(|hse|2 + η · (2Îj−1 − 1)−1)

}

Proposition 4. For all j ≥ 1, φj(pj1) is an increasing concave
function of pj1.

Proof: Refer to the appendix for the proof.

B. Phase B Subproblem

The other subproblem is given as

max
uj

Rj2(uj, p
j
2)

Subject to:

2u†juj = pj2 and uj ∈ C2

After plugging in the values of Rj2(uj, p
j
2), we can rewrite

the Phase B optimization problem as

ψj(pj2) = max
uj

[
log2

(
σ2 + u†jHduj

σ2(1 + f(he, p
j
2))

)]+
Subject to:

2u†juj = pj2 and uj ∈ C2

With a bit of effort, it can be shown that the optimum of
the above problem is given as

ψj(pj2) =

[
log2

(
(2σ2 + (h†dhd) · p

j
2)(2σ

2 + h†ehe · pj2)
4σ2 · (σ2 + (h†ehe) · pj2)

)]+

≥

[
log2

(
1 +

(h†dhd) · p
j
2

2σ2

)]+
∀pj2 ≥ 0 (22)

For ease of analysis, we replace inequality in (22) with
equality. We note that by replacing inequality (22) with
equality, we obtain a lower bound on the achievable average
rate. We also note that this lower bound is an increasing strictly
concave function in pj2.

C. Optimal Solution

Now, we can rewrite the causal optimization problem in the
jth transmission slot as

P1 : max
pj1,p

j
2

1

2
min{φj(pj1), ψj(p

j
2)}

Subject to:

pj1 + pj2 ≤ 2pmax (23)

log2(1 + f(he, pj,2)) ≤ Îj−1

At optimality, in problem P1, it can be shown that inequality
(23) is active. Therefore, we can rewrite problem P1 as follows

P2 : max
0≤pj

1

2
min{φj(2pmax − pj), ψj(pj)}

Subject to: pj ≤

{
2pmax if Îj−1 ∈ (0, 1)

2σ2

((2Îj−1−1)−1−1)·h†ehe

otherwise

Proposition 5. Problem P2 has a unique global maximizer.

Proof: min{φj(2pmax−x), ψj(x)} is strictly concave in
x, since it is the minimum of a concave and a strictly concave
functions. Since problem D2 maximizes a concave function
over an interval (a convex set), the proposition follows.

Since P2 is a concave function defined over an interval,
we perform golden section [26] line search over the interval
[0, 2pmax], to obtain the optimizer for problem P2.

Let p∗j be the optimizer of problem P2, and a∗j be the
optimizer of φj(2pmax − p∗j ). Then, we have

Îj = max

{
log2

(
1 +
|hse|2(2pmax − p∗j − a∗j )

(σ2 + η · a∗j )

)
,

log2
(
1 + f(he, p

∗
j )
)}

We would like to remark the fact that our initial formula-
tion (6) has been transformed (by substituting equalities for
inequalities, Îj instead of Ij , etc) into problem P2. We would
also like to highlight that these transformations have enabled
us to obtain a computationally tractable optimization problem,
the solution of which gives us an achievable average rate (see
Proposition 3).

VI. NUMERICAL EVALUATION

In this section, we investigate the performance of the
proposed cooperative two phase scheme through numerical
evaluations. We evaluate the achievable secrecy rate for four
schemes namely; Direct: where the source transmits directly
to the destination, Two-hop: where the source transmits to the
destination via the relay node, Beamforming: the conventional
two-phase beamforming method proposed in [11][Section
IV.A] and Our scheme (the relaxed formulation): is the two
phase method presented in Section IV of this paper.

We consider a simple two-dimensional node placement.
The positions of the source and the legitimate destination are
fixed at (−35m, 0) and (35m, 0), respectively. To highlight the
effect of distances on channel gains, as in [11], we assume the
channel gain between nodes i and j to be hij ∼ CN (0, d

−c/2
ij ),

where dij is the Euclidean distance between nodes i and
j and c = 4 is the path loss exponent. The noise power
σ2 is chosen to be −60 dBm. We performed Monte Carlo
experiments consisting of 104 independent trials to obtain the
average results. Error bars in the plots have been suppressed,
to enhance legibility.

First, we consider a scenario with an eavesdropper located
at (0m,−50m). We fixed the power budget pmax at 27 dBm
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Fig. 3. Achievable secrecy rate of the four schemes as a function of the relay
position; pmax is set as 27 dBm, source node is at (−35m, 0), destination
is at (35m, 0), and the eavesdropper is at (0m,−50m).
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Fig. 4. Achievable secrecy rate of four schemes as a function of power budget
pmax; relay node is fixed at (−40m, 50m), source node is at (−35m, 0),
destination is at (35m, 0), and the eavesdropper is at (0m,−50m).

and move the relay node along the straight line with endpoints
(−60m, 50m) and (40m, 50m). The results for this scenario
are shown in Fig. 3. As expected, the Direct scheme is unable
to achieve non-zero secrecy rate. This is due to the fact that
the main channel is more degraded than the eavesdropper’s
channel. While the Two-Hop and Beamforming schemes are
able to achieve good secrecy rates, they fail to achieve non-
zero secrecy rate for cases when the relay node is beyond
the point (0m, 50m). This is due to the fact that in such
cases, the highly degraded source-relay channel is unable to
provide non-zero secrecy rate between the source and the relay.
However, the scheme proposed in this paper is able to provide
higher secrecy for every relay position, thus demonstrating its
superior performance.

Next, we fix the relay node at (−40m, 50m) and evaluate
the achievable secrecy rate of four schemes for different power
budgets (pmax). The results of the evaluation are presented in
Fig. 4. From Fig. 4, we can see that the scheme proposed in
this paper performs better than the other three conventional

schemes.

VII. CONCLUSION

In this paper, we have presented a scheme to improve the
equivocation in wireless relay networks with resource con-
strained eavesdropper. Assuming global channel state informa-
tion and the decode-and-forward relaying strategy, we posed
the problem of maximizing the average achievable secrecy
rate, subject to an overall power budget per message. Further,
by exploiting the structure of the optimization problem, we
also propose an approach to obtain an achievable average rate.
Finally, through numerical evaluation, we demonstrated that
our scheme out performs other conventional schemes in the
setting of weak eavesdropper.

In the future, we would like to study the performance of
networks with incomplete CSI and with multiple relay nodes.

APPENDIX A
PROOF OF PROPOSITION 1

Since pj2 is the second phase power budget, we have ∀uj ∈
C2

u†jHeuj

σ2 + u†jHeuj
≤ max

v
†
jv
†
j=

p
j
2
2

v†jHevj

σ2 + v†jHevj
= λmax

where λmax is the largest scalar λ that satisfies the following
equation

Hex = λ

(
He +

2σ2

pj2
· I
)
x

After rearranging the above equation, we obtain the following

Hex = β · x where β =
2λσ2

(1− λ)pj2
Note that β is the Eigen value of matrix He. Since He is a

rank one matrix, the only possible value for β are 0 and h†ehe.

This in turn implies that λ ∈
{
0,
(
1 + 2σ2

pj2·(h
†
ehe)

)−1}
PROOF OF PROPOSITION 2

We will prove this lemma by construction. Let
{(aj , bj ,uj), j ≥ 1} be an optimal solution of
(12), such that for some index j0 ≥ 1, we have
u†j0Hduj0 6= |hsr|2bj0 . We only provide the proof for
the case when u†j0Hduj0 < |hsr|2bj0 . The other case can be
proved in a similar manner.

Let us define b̂j0 =
u†j0

Hduj0

|hsr|2 and âj0 = 2pmax − b̂j0 −
2u†juj . It is easy to see that b̂j0 < bj0 and âj0 > aj0 .
Therefore, we have

min{u†j0Hduj0 , |hsr|
2bj0} = u†j0Hduj0

= min{u†j0Hduj0 , |hsr|
2b̂j0}

Further, from equation (14), we can see that Ij evaluated
at bj = b̂j0 and aj = âj0 is less than or equal to Ij
evaluated at bj = bj0 and aj = aj0 . Therefore, the sequence
(âj0 , b̂j0 , ûj0)∪{(aj , bj ,uj), j ≥ 1, j 6= j0} is able to achieve
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a higher secrecy rate, than the optimum of (12). This in turn
implies that the sequence (âj0 , b̂j0 , ûj0) ∪ {(aj , bj ,uj), j ≥
1, j 6= j0} is also an optimizer of (12).

PROOF OF PROPOSITION 4

Let

f(pj1, aj) = log2

(
(σ2 + |hsr|2(pj1 − aj)) · (σ2 + ηaj)

σ2(σ2 + ηaj + |hse|2(pj1 − aj))

)
Let us define the set

S =

{
b : 0 ≤ b ≤ min

{
pj1,

(σ2 + |hse|2 · pj1)

(|hse|2 + η · (2Îj−1 − 1)−1)

}
,

f(p1, b) > 0

}

Since we have non-zero secrecy between the source the
cooperative node, we have f(pj1, 0) = log2

(
σ2+|hsr|2pj1
σ2+|hse|2pj1

)
> 0.

Now, by taking the first and second partial derivative of
f(pj1, aj) with respect to aj , we can see that

∂f(pj1, aj)

∂aj
≥ 0 and

∂2f(pj1, aj)

∂(aj)2
≤ 0 ∀aj ∈ S

Let aj(p
j
1) be an optimizer of φj(pj1). It is clear that

aj(p
j
1) ∈ S . Then, by the application of Taylor series and

differential calculus, we can obtain the following

d(φj(pj1))

d(pj1)
=
∂f(pj1, aj)

∂aj

∣∣∣
aj=aj(p

j
1)
≥ 0

d2(φj(pj1))

d(pj1)
2

=
∂2f(pj1, aj)

∂(aj)2

∣∣∣
aj=aj(p

j
1)
≤ 0
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