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Abstract. THOTL represents a conservative extension of HOTL (Hypothe-
ses and Observations Testing Logic) to deal with systems where time plays a
fundamental role. We adapt some of the HOTL rules to cope with the new
framework. In addition, we introduce several specific hypotheses and rules
to appropriately express time assumptions. We provide a correctness result
of THOTL with respect to a general notion of timed conformance.

1 Introduction

In order to determine the correctness of an implementation with respect to a given
specification we can use a notion of conformance: An implementation conforms to
a specification if the former shows a behavior similar to that of the latter. In order
to check this property we may use formal testing techniques to extract tests from
the specification. Each test represents a desirable behavior that the implementation
under test (in the following IUT) must fulfill. In fact, the existence of such a formal
framework facilitates the automation of the testing process. In order to limit the
(possibly infinite) time devoted to testing, testers add some reasonable assumptions
about the structure of the IUT. For example, the tester can assume that the imple-
mentation can be represented by means of a deterministic finite state machine, that
it has at most n states, etc. In this line, a wide range of testing methodologies have
been proposed which, for a specific set of initial hypotheses, guarantee that a test
suite extracted from the specification is correct and complete to check the confor-
mance of the IUT (e.g. [4,15,19,6]). However, a framework of hypotheses established
in advance is very strict and limits the applicability of a specific testing methodol-
ogy. For example, it could be desirable that, in a concrete environment, the tester
make complex assumptions such as “non-deterministic states of the implementation
cannot show outputs that the machine did not show once the state has been tested 100
times.” In a different scenario the tester could not believe this assumption but think
that “if she observes two sequences of length 200 and all their inputs and outputs
coincide then they actually traverse the same IUT states.” Let us remark that these
are hypotheses that the tester is assuming. Thus, she might be wrong and reach a
wrong conclusion. However, this is similar to the case when the tester assumes that
the implementation is deterministic or that it has at most n states and, in reality,
this is not the case.

The logical framework HOTL [20,21] (Hypotheses and Observations Testing
Logic) was introduced to cope with the rigidity of other testing frameworks. HOTL
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alms to assess whether a given set of observations implies the correctness of the IUT
under the assumption of a given set of hypotheses. The methodology consists of two
phases. The first phase consists in the classical application of tests to the IUT. By
using any of the available methods in the literature, a test suite will be derived from
the specification. If the application of this test suite finds an unexpected result then
the testing process stops: The TUT is not conforming. However, if such a wrong be-
havior is not detected then the tester cannot be sure that the IUT is correct. In this
case, the second phase begins, that is, the tester applies HOTL to infer whether
passing these tests implies that the IUT is correct if a given set of hypotheses is
assumed. If it does then the IUT is assumed to be correct; otherwise, the tester may
be interested in either applying more tests or in assuming more hypotheses (in the
latter case, on the cost of feasibility) and then applying the logic again until the
correctness of the IUT is effectively granted.

HOTL provides two types of hypotheses: Concerning specific parts (states) of the
IUT and concerning the whole IUT. In order to unambiguously denote the states
regarded by the former, they will be attached to the corresponding observations
that reached these states. For example, if the IUT was showing the sequence of
outputs 01,09,...,0, as answer to the sequence of inputs i1,1s,...,%,, the tester
may think that the state reached after performing /01 is deterministic or that
the state reached after performing the sequence iy/01,i2/02 is the same as the one
reached after performing the whole sequence i/01,i2/02,...,in/0,. In addition to
using hypotheses associated to observations, the tester can also consider global hy-
potheses that concern the whole IUT. These are assumptions such as the ones that
we mentioned before: Assuming that the IUT is deterministic, that it has at most
n states, that it has a unique initial state, etc. In order to denote the assumption of
this kind of hypotheses, specific logic predicates will be used.

Let us remark that even though we work with rules and properties, HO7L, and
its timed extension presented in this paper, is not related to model checking [8] since
we do not check the validity of properties: We assume that they hold and we infer
results about the conformity of the IUT by using this assumption. In the same way,
this work is not related to some recent work on passive testing where the validity
of a set of properties (expressed by means of invariants) is checked by passively
observing the execution of the system (e.g. [3,14]).

The main goal of this paper is to extend HOTL to deal with timed systems.
Even though there exist several proposals to test timed systems (for example,
[22,11,7,10,9,12,5,13,2,17]), these proposals suffer from the same rigidity previously
commented. The first decision to define the new framework, that we call THOTL,
is to consider a formal language to represent timed systems. The natural candidate
would be to consider timed automata [1]. However, since HOTL is oriented to deal
with a language with a strict alternation between inputs and outputs, we decided to
consider a timed extension of finite state machines in order to reuse, as much as pos-
sible, the definition of the predicates and rules. Intuitively, transitions in finite state
machines indicate that if the machine is in a state s and receives an input ¢ then it

will produce and output o and it will change its state to s’. An appropriate notation
for such a transition could be s ﬂ s’. If we consider a timed extension of finite

. . i/o ;e g . . .
state machines, transitions as s —— 4 s’ indicate that the time between receiving
the input ¢ and returning the output o is given by d, where d belongs to a certain
time domain. Usually, d is considered to be a simple value (e.g. a non-negative real



number). However, we would like to use a more sophisticated time domain. Our first
choice was to consider a stochastic version of finite state machines [18] where a tran-

sition s Lg s’ indicates that the time elapsed between ¢ and o is equal to ¢t with
probability F¢(t), where F¢ is the probability distribution function associated with
the random variable £. However, this choice strongly complicated the definition of
some rules and the notion of observation. In fact, the added complication was such
that it would deviate the attention from the main goal of the paper: Introduce time
in HOTL. Thus, we decided to choose a simpler approach but richer than singles

values: Time intervals. Thus, a transition s i, [d1,ds] s" indicates that the time
elapsed from the moment i is offered until the moment o is produced is at most do
time units and at least d; time units. Actually, time intervals represent a simplifi-
cation of random variables where the different weight given to each possible time
value is not quantified.

Once the language and a notion of timed conformance were fixed, we had to
work on how to adapt HOTL to the new setting. Initially, we thought that this
task would be straightforward, consisting in modifying some of the rules so that
time values were appropriately added and dealt with. However, once we started to
work in the proposal, we realized that to develop the new framework would be much
more involved than a simple rewriting of the non-timed framework. First, we had
to adapt the notion of observation to take into account not only assumptions about
the possible time interval governing transitions but also to record the observed time
values: Since we consider time intervals, different observations of the very same tran-
sition can produce different time values. Next, we had to modify the existing rules.
The addition of time complicated the rules linked to the accounting of observations.
Finally, we introduced new hypotheses to express specific temporal constraints.

This paper represents an extension of [16] where we presented a preliminary
timed extension of HOTL. In particular, [16] concentrated on adapting existing
HOTL hypotheses and rules to cope with a timed model. However, new hypotheses
and rules to deal with specific time issues, what strongly complicates the theoretical
development, were not included in [16].

The rest of the paper is organized as follows. In Section 2 we introduce our
extension of finite state machines to model timed systems and define two implemen-
tation relations. In Section 3, we define the basics of the new logical framework. In
Section 4, we introduce new hypotheses and provide a correctness result. Finally, in
Section 5 we present our conclusions and some directions for further research.

2 A Timed extension of FSMs

In this section we present our timed extension of the classical finite state machine
model. The main difference with respect to usual FSMs consists in the addition of
time to indicate the lapse between offering an input and receiving an output. As
we already indicated in the introduction, time intervals will be used to express time
constraints associated with the performance of actions. First we need to introduce
notation, related to time intervals and multisets, that we will use during the rest of
the paper.

Definition 1. We say that @ = [a1, as] is a time interval if a; € Ry, as € Ry U{oc},
and a; < ay. We assume that for all » € R4 we have r < oo and 7 + 0o = co. We



consider that Zr, denotes the set of time intervals. Let a = [a1, a2] and b= [b1, b2]

be time intervals. We write & C b if we have both by < a; and as < bs. In addition,
@ 4 b denotes the interval [a; + by, as + by] and m;(a), for i € {1,2}, denotes the
value a;.

We will use the delimiters { and | to denote multisets. We denote by p(IR™) the
multisets of elements belonging to R*. Given H € p(R™), for all r € R we have
that H(r) denotes the multiplicity of r in H. Given two multisets Hy, Hy € p(R™),
H, W Hy denotes the union of Hy and Hs, and it is formally defined as (H;WH>)(r) =
Hy(r) + Ho(r) for all r € RY. 0

Let us note that in the case of [t1, 0] and [0, c0] we are abusing the notation since
these intervals are in fact half-closed intervals, that is, they represent the intervals
[t1,00) and [0, 00), respectively.

Definition 2. A Timed Finite State Machine, in the following TFSM, is a tuple
M = (S, inputs, outputs,Z, 7 ) where S is a finite set of states, inputs is the set
of input actions, outputs is the set of output actions, 7 is the set of transitions,
and 7 is the set of initial states.

A transition belonging to 7 is a tuple (s, s, 4, 0, (j) where s, s’ € S are the initial
and final states of the transition, respectively, ¢ € inputs and o € outputs are the
input and output actions, respectively, and de IR, denotes the possible time values
the transition needs to be completed. We usually denote transitions by s e, is-

We say that (s, s, (i1/01,...,i/0), d) is a timed trace, or simply trace, of M if
there exist (s, s1,41,01,d1),..., ($y-1,8',ir,0r,d,) € T, such that d =3 d;.

We say that ((i1/01,...,4,/0.),d) is a timed evolution of M if there exists s;,, €
such that (si, s, (i1/01, ... ,ir/0r),d) is a trace of M. We denote by TEvol(M) the
set of timed evolutions of M. In addition, we say that (i1/01,...,4./0,) is a non-
timed evolution, or simply evolution, of M and we denote by NTEvol(M) the set of
non-timed evolutions of M.

Let us consider s,s” € S. We say that the state s’ is reachable from s, denoted by

isReachable(M, s, s'), if either there exist u, 1, o, d such that s e ju €T and

isReachable(M, u,s’) holds, or s = s’. The set reachableStates(M, s) contains
all s’ € S such that isReachable(M, s, s’).

Let s € S and i € inputs. The set outs(M, s,4) contains the outputs that can
be produced in s in response to i, that is, {o| 3 s'd:s JLJ s'eT}.

Finally, we say that s € S is deterministic, denoted by isDet(M, s), if there do

. ! . /!
. /0 /o
not exist s — ishs / g 8" €T such that o' # 0" or 5" # s". O

Intuitively, a transition (s,s’,4,0,d) indicates that if the machine is in state s
and receives the input ¢ then, after a time belonging to the interval 627 the ma-
chine emits the output o and moves to s’. Traces are sequences of transitions.
The time associated with the trace is computed by adding the intervals associ-
ated with each of the transitions conforming the trace. We allow machines to be
non-deterministic. We assume that both implementations and specifications can be
represented by appropriate TFSMs and we consider that IUTs are input-enabled.
During the rest of the paper we will assume that a generic specification is given by

spec = (Ssp607 inputsspec, outputsspec,zspec, 7;1)50)-



Next we introduce our first timed implementation relation. In addition to the
untimed conformance of the implementation, we require some time conditions to
hold. Intuitively, an TUT is conforming if it does not invent behaviors for those
traces that can be executed by the specification and time values are as expected.

Definition 3. Let I and S be TFSMs. We say that I conforms to S, denoted by
I conf S, if for all p; = (i1/01,...,in—1/0n—-1,4n/0n) € NTEvol(S), with n > 1, we
have pa = (i1/01,...,in—1/0n—-1,in/0,) € NTEvol(I) implies p2 € NTEvol(S). We
say that I conforms in time to S, denoted by I conf,, , S, if I conf S and for all
e € NTEvol(I) N NTEvol(S) and d € Zg, , we have that (e,d) € TEvol(I) implies
(e,d) € TEvol(S). 0

Even though this is a very reasonable notion of conformance, a black-box testing
framework disallows us to check whether the corresponding time intervals coincide.
The problem is that we cannot compare in a direct way timed requirements of the
real implementation with those established in the specification. In fact, we can see
the time interval defining a given transition in the specification, but we cannot do the
same with the corresponding transition of the implementation, since we do not have
access to it. Thus, we have to give a more realistic implementation relation based
on a finite set of observations. We will present an implementation relation being
less accurate but checkable. Specifically, we will check that the observed time values
(from the implementation) belong to the time interval indicated in the specification.

Definition 4. Let I be a TFSM. We say that ((i1/01,...,in/0,),t) is an observed
timed execution of I, or simply timed execution, if the observation of I shows that
the sequence (i1/01,...,i,/0y) is performed in time ¢.

Let & = {e1,...,en} be a set of input/output sequences and let us consider a
multiset of timed executions H = {(e},t1), ..., (e}, t)}. We say that Sampling p 4
& — p(RT) is a sampling application of H for & if for all e € & we have
Sampling ; 4)(€) = {t| (e, t) € H}. 0

Timed executions are input/output sequences together with the time that it took
to perform the sequence. In a certain sense, timed executions can be seen as instances
of the evolutions that the implementation can perform. Regarding the definition of
sampling applications, we just associate with each evolution the multiset of observed
execution time values.

Definition 5. Let I and S be two TFSMs, H be a multiset of timed executions of
I,and @ ={e | It:(e,t) € H} NNTEvol(S). For all non-timed evolution e € ¢ we
define the sample interval of e in H as

~

S(r,e) = [min(Sampling  4)(e)), max(Sampling ; 4 (e))]

We say that I H—timely conforms to S, denoted by I conf!, S, if I conf S and for

nt
~

alle € ® and d € TIr, we have that (e, d) € TEvol(S) implies S(H,e) C d. O

3 THOTL: An extension of HOTL with time

In this section we present the new formalism THOTL. This framework represents
an extension and adaption of HOTL to cope with systems where time plays a fun-
damental role. While some of the rules remain the same (the rules dealing with the



internal functional structure of the implementation), THOTL constitutes a com-
plete new formalism. Next, we briefly describe the main contributions with respect
to HOTL. First, we have to redefine most components of the logic to consider tem-
poral aspects. Observations will include the time values that the IUT takes to emit
an output since an input is received. Additionally, the model will be extended to
take into account the different time values appearing in the observations for each
input/output outgoing from a state. We will add new hypotheses to allow the tester
to represent assumptions about temporal behaviors concerning both specific states
and the whole IUT. Finally, we will modify the deduction rules as well as include
new rules to add the new hypotheses to the models. During the rest of the paper
Obs denotes the multiset of observations collected during the preliminary interac-
tion with the IUT while Hyp denotes the set of hypotheses the tester has assumed.
In this latter set, we will not consider the hypotheses that are implicitly introduced
by means of observations.

3.1 Temporal Observations

In our framework we consider that temporal observations follow the format ob =

(a1,i1/01/t1,a9, ..., an,in/0n/tn, ante1) € Obs. This expression denotes that when
the sequence of inputs i1,...,4, was proposed from an initial state of the im-
plementation, the sequence o1, ...,0, was obtained as response in tq,...,t, time

units, respectively. Moreover, for all 1 < j < n + 1, a; represents a set of spe-
cial attributes concerning the state of the implementation reached after performing
i1/01,...,1j—1/0j—1 in this observation. Attributes denote our assumptions about
this state. The attributes belonging to the set a; are of the form imp(g) or det, where
imp(q) denotes that the implementation state reached after iy /o1,...,4;-1/0;_1 is
associated to a state identifier name ¢ and det denotes that the implementation
state reached after i1/01,...,4;-1/0;—1 in this observation is deterministic. State
identifier names are used to match equal states: If two states are associated with the
same state identifier name then they represent the same state of the implementation.
The set of all state identifier names will be denoted by Q. In addition, attributes
belonging to a,+1 can also be of the form spec(s) denoting that the implementation
state reached after i1/01,...,i,/0, is such that the subgraph that can be reached
from it is isomorphic to the subgraph that can be reached from the state s of the
specification. Thus, the behavior of the implementation from that point on is known
and there is no need to check its correctness. In addition to the previous attributes,
already defined in HOTL, temporal observations may include a new type of at-
tribute that represents our assumption about the time interval in which a transition
can be performed. For all 1 < j < n, the attributes in the set a; can be also of
the form int(d), with d € Zg - Such an attribute denotes that the time that the
implementation takes from the state reached after performing ii/o1,...,%;-1/0;_1,
to emit the output o; after it received the input 7; belongs to the interval d. We
assume that this attribute cannot appear in the set a1, since the implementation is
in an initial state, and no actions have taken place yet.

3.2 Model Predicates

Temporal observations will allow to create model predicates that denote our knowl-
edge about the implementation. A model predicate is denoted by model (m), where



m = (§,7,7,A,E,D,0). As in HOTL, S is the set of states appearing in the
model, 7 is the set of transitions appearing in the graph of the model, £ is the set of
equalities relating states belonging to S, D is the set of deterministic states, and O
is the set of observations we have used so far for the construction of this model. In
addition, Z is the set of states that are initial in the model. Two additional symbols
may appear in Z. The first special symbol, «, denotes that any state in S could
eventually be initial. The second symbol, 3, denotes that not only states belonging
to & but also other states not explicitly represented in & could be initial. Finally,
A is the set of accounting registers of the model. An accounting register is a tuple
(s,i,outs, f,0,n) denoting that in state s € S the input ¢ has been offered n times
and we have obtained the outputs belonging to the set outs. Besides, for each tran-
sition departing from state s and labelled with input ¢, the function f : 7 — IN
returns the number of times the transition has been observed. If, due to the hypothe-
ses that we consider, we infer that the number of times we observed an input is high
enough to believe that the implementation cannot react to that input either with an
output that was not produced before or leading to a state that was not taken before,
then the value n is set to T. In this case, we say that the behavior at state s for the
input 7 is closed. The only change we need to introduce with respect to HOTL is
that each register includes a function 6 : 7 — I, x p(R™) that computes for each
transition departing from state s with input ¢ and output o € outs the time interval,
according to our knowledge up to now, in which the transition could be performed
and the set of time values the implementation took to perform the transition. If no
assumptions about the interval are made by means of temporal observations, it will
be set to [0,00]. In the case of transitions not fulfilling the conditions about s, 4,
and outs, an arbitrary value is returned. Let us remark that as new hypotheses and
temporal observations are included in the model, the intervals will be reduced.

3.3 Basic THOTL Rules

First, we will include a new rule denoting how a model can be constructed from a
temporal observation.

(tobser) ob = (a1,%1/01/t1,a2,...,an,in/0n/tn,ant1) € Obs A S1,...,Snt1 [resh states
{51,..‘7Sn+1}U8/,
{Sl Zﬁ)l 8§2,...,8n Z’ﬁ;ﬂ 8n+1} UT’,{Sl,ﬁ},

model {(Sjaijv{oj}vfsjdsjvl)|1§j§n}u"4lv
{sjisqj1 <j<n+1 A imp(g)) € a;},
{s;]1<j<n+1 A det €a;} UD', {ob}

where f,, (tr) is equal to 1 if tr = s; i/ s;+1 and equal to 0 otherwise; and

(dA7 {[tj]}) if tr = Sj Zﬂg Sj+1 A int(d) € CL]'+1

s, (tr) = ([0, 00], {t;}) if tr =s; /0 sj41 A int(ci) ¢ aji1

([0, o], 0) otherwise

The sets of states, transitions, accounting registers, and deterministic states will
be extended with some extra elements, taken from the specification, if the tester



assumes that the last state of the observation is isomorphic to a state of the specifi-
cation (i.e., spec(s), for some s € Sgpec). The new states and transitions S" and 77,
respectively, will copy the structure existing among the states that can be reached
from s in the specification. The new accounting, A’, will denote that the knowl-
edge concerning the new states is closed for all inputs, that is, the only transitions
departing from these states are those we copy from the specification and no other
transitions will be added in the future. Additionally, accounting registers will reflect
the time intervals associated to the transitions that are copied from the specification.
Finally, those model states that correspond to deterministic specification states will
be included in the set D’ of deterministic states of the model. The formal definition
of 8, T', A', and D’ follows. If there does not exist s’ such that spec(s’) € an41
then (8,7, A", D) = (0,0,0,0). Otherwise, that is, if spec(s) € a,,1 for some
5 € Sgpec, let us consider the following set of states:

U = {u; | uj is a fresh state A 1 < j < |reachableStates(spec, s)|}

and a bijective function g : reachableStates(spec,s) — U U {s,+1} such that g(s)
Sn+1. Then, (8, 7', A',D’) is equal to

U,

{g9(5) ile, g(s")|3d:s .iLg s” € Typee N isReachable(spec,s,s’)},

u,i,_l . u€UU{sp1} A i€ inputsg,.. A
outs(spec, g~ (u), i), , Cw e (0
gt T Ju" € U,o € outputs,,.: v —u €

{g(s")|isReachable(spec, s,s’) A isDet(spec,s’)}

where fi(tr) is equal to 1 if there exist o/, u’ such that tr = u Y9 W e T and equal
to 0 otherwise; and
‘ (d,{a| a € d}) if 30’,u’:tr:ui/_o>u’e']”/\
(5u(t7‘) = gil(u) Z/—O)Li gfl(u/) c 7—spec
([0, 0], 0) otherwise

We can join different models, created from different observations, into a single
model by means of the (fusion) rule. The components of the new model are the
union of the components of each model.

model (S1,71,71, A1, &1, D1,01) A
model (SQ,?’Q,IQ,AQ,&‘Q,DQ,OQ) AN O1NOy = 0

(fusion)
model (81 US, 71 UT5, 71 UZs, Ay U A2, E1 U E2, D1 UDs, O UOQ)

The iterative application of this rule allows us to join different models created
from different temporal observations into a single model.

At this point, the inclusion of those hypotheses that are not covered by obser-
vations will begin. During this new phase, we will usually need several models to
represent all the FSMs that are compatible with a set of observations and hypothe-
ses. Some of the rules use the modelElim function. If we discover that a state of



the model coincides with another one, we will eliminate one of the states and will
allocate all of its constraints to the other one. The modelElim function modifies the
components that define the model, in particular the accounting set. A similar func-
tion appeared in the original formulation of HO7L. However, due to the inclusion
of time issues, this function must be adapted to deal with the new considerations.
The modelElim function is constructed in two steps. First, we define how to modify
the accounting. The countElim(A, s1,s2) function shows how an accounting A is
updated when a state s is modified because it is equal to another state s;. Basi-
cally, we move all the accounting information from ss to s;. The new accounting set
is constructed by joining two sets. The first set denotes the accounting for all states
different from s; and so. A register (s,i,outs, f,0,n) € A, with s # s; and s # sa,
will change only if there exists a registered transition from s to se with input ¢, that

is, if f(s e, s2) > 0 for some o € outs. In this case, the information provided by f
must denote the replacement of sy by s1: We set f(s LA s2) = 0 and we increase

the value of f(s ile, s1). Additionally, we need to update the temporal information
provided by the 0 function. Finally, all information concerning s, is removed. Let us
note that this operation may lead to inconsistent models from a temporal point of

view. It can happen that for the state s with input ¢ the pairs (s e, s1) = ((fl, Hy)

and d(s e, S9) = (d}, H,) are incompatible, either because dy N dy = 0 or because
HyWHy & dyNds, where W denotes the union of multisets introduced in Definition 1.

Definition 6. Let p = (dy, H), ¢ = (d1, Hy) € Ir, % p(R"). We denote by p + ¢
the pair defined as

L {(cflﬁcig,HltﬂHg) ifczlﬂd}#@/\HlL‘ﬂHggdAlﬁdAg
pPTqg=

error otherwise

Let A be a set of accounting registers and si, so be states. Then, we have

countElim(A, s1, $2) =

s & {s1,82} A (s,i,0uts, f,n) € AN
) f(sﬂsl) if s';ésl,sQ
f/( ﬂ) /) _ i/o i/o
y 5)= f(s == s1) + f(s = s2) if s' = 51
. r_
(s,i,0uts, f', 8, n) A 0 if 5 =82
) é(sms’) if 8’ # 51,82
§'(s /o, s') = i/o i/o L
0(s == s1) +0(s = s2) if s = 51
([0, 00], 0) if 5’ = 59
3p,4,9,h,01,02:
1 g ((s1,1,0uts1,g,01,p) € A V (s2,1,0utsz, h,d2,q) € A) A
1,70,
(out31 Uoutsz,) n=73 {m|(s,i,outs, f,6,m) € A,;s € {s1,s2}} A
fhéhn f(tr) = SS{f(tr)|(s, i, outs, f,6,m) € A, s € {s1,82}} A

& (tr) = S {6(tr)|(s, i, outs, f,6,m) € A, s € {s1,52}}



We assume that for all n € IN we have n + T = T. O

The previous function is auxiliary to define how to eliminate a state s when we
discover that this state is equal to another state s’. In the following we will denote
by [z/y] the renaming of any occurrence of z by y. As before, we can reach an
inconsistent result. For example, if the behavior of the state s with input 7 is closed,
that is, (s,i,outs, f, T) € A, and s has an outgoing transition labelled with i/o,
being o & outs, then the model resulting by joining s and s’ would be inconsistent
because it would not preserve the closed behavior of s. In this case, an empty
set of models will be returned (see case (a) of the following definition). The same
happens if there exists (s, i, outs, f,d, m) € countElim(A, s1, s3) such that for some
tr € T[sz/s1] we have §(tr) = error (see case (b)). Otherwise, the new model is
obtained by substituting all occurrences of the state to be eliminated by the state
that will stay (see case (c)). In the next definition we use the following property:
For all index j € {1,2}, the expression 3 — j always denotes the other number of the
set.

Definition 7. Let m = (S§,7,Z,A,E,D,0) be a model and s1,s5 € S. We de-
fine the predicate modelElim(m, s1, s2) as models (M), where M is constructed as
follows:

(a) If there exist 4, outs, f,0,s, and j € {1,2} such that s3_, e, seT,(sj,i,0outs, f,T) €
A, and o & outs, then M = ().

(b) If there exists (s,i,outs, f,0,m) € countElim(A, sy, ss) such that for some
tr € T[s2/s1] we have §(tr) = error, then M = ().

S\{s2}, T[s2/s1], Z]s2/s1],
(¢) Otherwise, M = countElim(A, s1, $2), E[s2/51],
D[32/51],O

The previous function can be generalized to operate over sets of states as follows.
Let S C S be a set of states. We have

delElim( S) {m} 5 =0
foGesEI I, 5,5 = U§:1 modelElim(mj, s, {s2,...,sn}) if S ={s1,...,sn}

where {m/,...,m}} =modelElim(m, s, s1). O

The rest of the rules belonging to HOTL do not vary in their formulation. It is
only necessary to consider that those rules using countElim have to consider the
temporal version of this function (that is, temporal issues are transparent in the
formulation of those rules).

4 New THOTL hypotheses

In this section we will extend the repertory of hypotheses to include assumptions
about temporal constraints of the transitions. The tester may assume that “the
IUT cannot spend more (less) than ¢ time units for producing the output o after
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it receives the input ¢” or “the pair i/o never takes more (less) than ¢ time units.”
This kind of hypotheses affects the whole TUT, so they will be included in the set
Hyp. Besides, we need to define specific rules to apply the different hypotheses to
our models and reflect how they are affected by their application.

Some of the new rules use the updTime function. Its role is to update the ac-
counting set in the model to reflect the constrains established by the considered
temporal hypotheses. The new accounting set is constructed by joining two sets.
The first set denotes the accounting for all registers of states that either do not
belong to S or have an input that does not belong to I. These registers will never
change. The second set denotes the new registers. A register will change only if there
exists a registered transition from s € S with input ¢ € I such that o € O N outs,

that is, if f(s Mo, g ) > 0 for some s'. In this case, the information provided by ¢
must denote the temporal constraint. One more time, we can reach an inconsistency
if §(s e, s = (cZ, H) and the temporal restriction imposed by the hypothesis,
given by a time interval d’, is incompatible due to either dNd’ = 0 or H ¢ dnd.
In this case, the function § will return error. Then, the resulting model would be
inconsistent because it would not preserve the timed behavior for some transition.
In this case, an empty set of models will be returned by the function.

First, we introduce a function to update the temporal functions of the accounting
registers.

Definition 8. Let A be a set of accounting registers, S C S, I C inputs,.,

O C outputs,,,., and d e Ir,. We define accTime(A, S,1,0,d") as the set of
accounting registers

{(s',i, outs, f,6,n) ! (s"¢Svi' ¢l VoutsnO=0) A (s',7,outs, f,6,n) € A}

U

3 f,outs,d,n :
(s,i,outs, f,o,n) EA N s€SANIe] AN outsNO £ A
(57i70/Ut37 5(5/25”) ifs'¢SVvi'¢gl Vo ¢gousnO
f767n i/o

§(tr)={ dnd H)  if §(s =)= (d,H) A
dnd #0 AN HCdnd
error otherwise

O

Let m = (S,7,Z,A,E,D,0) be a model. We define updTime(m,S,I,O,d’) as
the model

(a) 0, if there exist (s, 1, outs, f,d,n) € accTime(A, S, I, O, J’) and tr € 7 such that
0(tr) = error;

(b) (S,7,Z,accTime(A, S, 1,0,d"),E,D,O), otherwise.

Next we introduce new hypotheses. The first two ones allow us to assume that
the implementation never takes more (less) than ¢ time units to produce the output o
since it receives the input 1.

model (S8,7,Z, A,E,D,0bs) A maxTime(i,o0,t) € Hyp

(maaTime) models (updTime(m, S, {i}, {0}, [0,t]))

11



model (S,7,Z, A,E,D,0bs) A minTime(i,0,t) € Hyp
models (updTime(m, S, {i}, {0}, [t, >]))

(minTime)
The tester can assume that the performance of the pair i/o always consumes
exactly t time units.

model (S,7,Z,A,E,D,0bs) A oclockTime(s,0,t) € Hyp
models (updTime(m, S, {i}, {0}, [t, t]))

(oclockTime)

The logic THOTL allows to consider other temporal hypotheses about the TUT.
For example, the predicate alwMax(t) (resp. alwMin(t)) assumes that all pair i/o is
performed in at most (resp. at least) ¢ time units.

model (§,7,7,A,E,D,0bs) A aluwMax(t) € Hyp
models (updTime(m, S,Z, O, [0,t]))

(alwaysMazx)

model (S,7,7,A,E,D,0bs) A alwMin(t) € Hyp
models (updTime(m,S,Z, O, [t, c0]))

(alwaysMin)

Another plausible assumption is that all actions that can be performed from a
state s spend at least/most ¢ time units.

model (S,7,Z, A,E,D,0bs) A allOutMax(s,t) € Hyp

(aliOutMaz) models (updTime(m, {s},Z, O, [0,t]))

model (§,7,Z,A,&E,D,0bs) A allOutMin(s,t) € Hyp
models (updTime(m, {s},Z, O, [t, c0]))

(allOutMin)

The allTimes(n) hypothesis allows to assume that if an input/output pair is
produced n times at a given state then all the time values that the implementation
may take at this state to perform this pair will belong to the interval delimited by
the minimum and maximum observed time values.

model (S,7,Z,A,E,D,0bs) A n € N A allTimes(n) € Hyp

(allTimes) models ({(S,7,Z, A’,&,S,0bs)})

where
A" = {(s,i,outs, f,5,n))|(s,4,outs, f,6,n') € A A n' <n}
U

(s,i,outs, f,6,n'y e A A n' >nA
Vo€outs:y {f(tr)|tr=s e, s't<n

U

(s,i,0uts, f,6,n') € A A n' >nA
Jo€outs: Y {f(tr)tr =s e, st>n

{(s, i,outs, f,0,n")

{(87 Z.7 OUt57 f7 6;7 n/)
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and

i’ /o’

5(s1 — s2) if s1#£sVi #iV
i i’/ i/o’
Si(s1 L2 52) = S{ftr)tr = s LS s} < n)

(d, m2(6(s1 e, s2))) otherwise

min{t| 3 s1 o site m2(0(s1 e, SN,
max{t| 3 s1 L% 5"t € ma(6(s1 L 8'))}

d=
The new accounting set A’ is the union of three set of registers. The first set
collects those registers that do not change because they correspond to states whose
outgoing transitions have been observed less than n times. The second set gathers the
registers associated to states whose outgoing transitions have been observed at least
n times, but all input/output pairs attached to them have been observed less than n
times. The third set introduces the assumption for those registers (s, 4, outs, f,d,n’)
that present more than n observations of some pair i/o in the transitions outgoing
from s. In this case, we must update the temporal function. For all transition ¢r
leaving the state s and labelled by i/o we change the associated interval. This
interval, d, has as lower (resp. upper) bound the minimum (resp. maximum) time
values observed in all the transitions outgoing from s and labelled by i/o.

We have shown some rules that may lead to inconsistent models. In some of
these cases, an empty set of models is produced, that is, the inconsistent model
is eliminated. Before granting conformance, we need to be sure that at least one
model belonging to the set is consistent. HOTL already provides us with a rule that
labels a model as consistent. Let us note that the inconsistences created by a rule
can be detected by the subsequent applications of rules. Thus, a model is free of
inconsistencies if for any other rule either it is not applicable to the model or the
application does not modify the model (that is, it deduces the same model). Due
to space limitations we do not include the details of this rule (the formal definition
can be found in [21]).

Similar to HOTL, in order to check whether a model conforms to the specification
we have to take into account that only the conformance of consistent models will
be considered. In addition, given a consistent model, we will check its conformance
with respect to the specification by considering the worst instance of the model, that
is, if this instance conforms to the specification then any other instance extracted
from the model does so. This worst instance is constructed as follows: For each
state s and input i such that the behavior of s for i is not closed and either s is
not deterministic or no transition with input 7 exists in the model, a new malicious
transition is created. The new transition is labelled with a special output error that
does not belong to outputs,,... This transition leads to a new state L having no
outgoing transitions. Since the specification cannot produce the output error, this
worst instance will conform to the specification only if the unspecified parts of the
model are not relevant for the correctness of the IUT it represents.

Definition 9. Let m = (S§,7,Z,A,E,D,0bs) be a model. We define the worst
temporal instance of the model m with respect to the considered specification spec,
denoted by worstTempCase(m), as the TFSM
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SU{L},inputs outputs U {error},

spec?
sﬂs/ eT A
i s | Jouts, f,0,n: (s,i,outs, f,6,n) € AN

o€ outs N m1(d(s e, N =d

spec

i/o
—_

U

s €S A i€ inputs A

spec

_error oy L| Bouts: (s outs, f,6, T) € AN b 1
(s¢gDV ﬁs’,o:sﬂs/)

Thus, the rule for indicating the correctness of a model is

m=(S,7,Z,A,E,D,0bs) A consistent(m) A
H = reduce(0bs) A worstTempCase(m) confl, spec

(correct) models ({correct(m)})

where

reduce(0bs) = {(i1/01/t1, ... in/on/tn)|(a1,91/01/t1,. .., an,in/0n/tn,ant1) € Obs}

Now we can consider the conformance of a set of models. A set conforms to the
specification if all the elements do so and the set contains at least one element. Note
that an empty set of models denotes that all the models were inconsistent.

models (M) A M #£ (0 AN M = {correct(m1),...,correct(mn)}

(allCorrect)
allModelsCorrect

Now that we have presented the set of deduction rules, we introduce a correctness
criterion. In the next definition, in order to uniquely denote observations, fresh
names are assigned to them.

Definition 10. Let spec be a TFSM, Obs be a set of observations, and Hyp be a set
of hypotheses. Let A = {ob = o] obis a freshname A o € Obs} and B = {h; €
Hyp, ..., h, € Hyp}, where Hyp = {h1,..., hy}.

If the deduction rules allow to infer al1ModelsCorrect from the set of predicates
C = AU B, then we say that C logically conforms to spec and we denote it by
C logicConf spec. a

In order to prove the validity of our method, we have to relate the deductions
obtained by using our logic with the notion of conformance introduced in Defini-
tion 5. The semantics of a predicate is described in terms of the set of TFSMs that
fulfill the requirements given by the predicate; given a predicate p, we denote this
set by v(p). Due to space limitations we cannot include the definition of v (despite
the differences, the construction is similar to that in [21] for classical finite state ma-
chines). Let us consider that P is the conjunction of all the considered observation
and hypothesis predicates. Intuitively, the set v(P) denotes all the TFSMs that can
produce these observations and fulfill these hypotheses, that is, all the TFSMs that,
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according to our knowledge, can define the IUT. So, if our logic deduces that these
TFSMs conform to the specification (i.e., allModelsCorrect is obtained) then the
IUT actually conforms to the specification.

Theorem 1. Let spec be a TFSM, Obs be a set of observations, and Hyp be a set of
hypotheses. Let A = {0b = o | obis a freshname A o € Obs} # () and B = {hy €
Hyp, ..., h, € Hyp}, where Hyp = {h1,...,h,}. Let C = AU B be a set of predicates
and H = reduce(0bs). Then, C' logicConf spec iff for all TFSM M € v(A ) we

have M conffflt spec and V(/\pec) # 0.

Corollary 1. Let TUT and spec be TFSMs, Obs be a set of observations, and Hyp
be a set of hypotheses. Let A = {0b = o] 0b is a fresh name A o € Obs} # () and
B = {hy € Hyp,...,h, € Hyp}, where Hyp = {h1,...,h,}. Let C = AU B and
H = reduce(Obs). If IUT € v(A ) then C logicConf spec implies IUT confi,
spec. If there exists M € v(/ ,cc) such that M contfl, spec does not hold then
C' logicConf spec does not hold.

5 Conclusions and Future Work

In this paper we have presented THOTL: A timed extension of HOTL to deal with
systems presenting temporal information. What started as a simple exercise, where
only a couple of rules were going to be modified, became a much more difficult task.
The inclusion of time complicated not only the original framework, with a more
involved definition of the accounting and the functions that modify it, but added
some new complexity with the inclusion of new rules. The first task for future work
is to produce a longer version of this paper were all the issues that either could
not be included or could not be explained with enough details, are considered. This
includes to elaborate on the semantics of predicates. The second task is to construct,
taking as basis the current paper and [18], a stochastic version of HOTL.
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