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Abstract— Internet of Medical Things (IoMT) have 
improved individuals' quality of life by enabling IoMT-based 
healthcare monitoring systems to grow dramatically in recent 
years. Therefore, cutting-edge security techniques are needed to 
address the security risks of IoMT networks effectively and in a 
timely manner. On the other hand, blockchain technology has 
the potential to play a significant role in both securing IoMT 
devices and preventing unauthorized access during data 
transmission and it has been anticipated by the industry and the 
research community to be a disruptive technology that can be 
incorporated into novel security solutions for IoMT networks. 
In this regard, the goal of this research work is to demonstrate 
the integration of blockchain technology into novel security 
solutions for IoMT networks and to deploy a Hyperledger 
Fabric-based blockchain security architecture for IoMT-based 
healthcare monitoring systems by utilizing the features of the 
Hyperledger Fabric Platform, its utilities, and its lightweight 
consensus nature in order to: i) improve security in IoMT-based 
healthcare monitoring systems, ii) provide secure data storage 
in a decentralized way, and iii) eliminate single point of failure. 
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I. INTRODUCTION 

The Internet of Medical Things (IoMT), in which medical 
Internet of Things (IoT) devices are interconnected so that 
anyone may have access to them from anywhere and at any 
time, has been emerged in recent years thanks to IoT 
technology. This technology has transformed the healthcare 
industry and brought significant benefits to the healthcare 
sector [1]. The development and expansion of IoMT can 
significantly contribute to improving people's quality of life 
by enabling IoMT-based healthcare monitoring systems to 
provide personalized and user-centric healthcare services 
despite time and location constraints [2], [3]. However, the 
wide range of communication technologies (e.g., WLANs, 
Bluetooth, and Zigbee) and IoMT device types (i.e., bio-

sensors, actuators) used in IoMT-based healthcare monitoring 
systems as well as the fact that personal and confidential 
healthcare information (i.e., patient's personal details and vital 
signs) is transmitted between patients and healthcare 
providers via the Internet are factors that raise many security 
concerns [4]–[7]. Therefore, for IoMT-based healthcare 
monitoring systems to be accepted and widely adopted in the 
upcoming years, security solutions that satisfy the 
fundamental security requirements (i.e., authentication, 
authorization/access control, data integrity, data 
confidentiality, and availability) are essential [8].  

However, IoMT edge devices, which are fundamental 
elements of IoMT-based healthcare monitoring systems, are 
resource-constrained and cannot support the high resource 
requirements of complex traditional security solutions [9], 
[10]. Furthermore, owing to the problem of single point of 
failure, the centralized approach, commonly upheld by 
contemporary security solutions, is unsuitable for the case of 
IoMT networks [11], [12]. Hence, before IoMT edge networks 
can earn the trust of all involved parties and provide their full 
potential in the healthcare industry, innovative security 
solutions are urgently needed to overcome the compelling 
security concerns they face [3].  

Blockchain technology has been foreseen, by industry and 
academia alike, to be a disruptive technology that can be 
integrated into novel security solutions for IoMT networks 
since it has the ability to play a significant role in: a) securing 
IoMT devices; and b) eliminating the single point of failure 
[17,18]. Researchers are focusing their efforts on the 
distributed features of IoT networks in order to discover a 
means to combine the topology of these networks with the 
distributed structure of blockchain in order to make IoT 
networks more secure [19]. Despite the significant benefits 
that blockchain technology can bring to IoMT-based health 
monitoring systems, in order to address their security 
challenges, these resource-constrained IoMT devices are 
unable to afford complex and energy inefficient operations 
(for example, the mining process in Proof of Work (PoW)) 
due to their limited processing power, storage capacity, and 
battery life [9]. 

Towards this direction, our research is focused on 
integrating blockchain technology in IoMT networks using 
more energy efficient blockchain frameworks such as the 
Hyperledger Fabric (HF) [13], [14], [15], [16]. In the present 
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research work, an HF-based architecture for securing IoMT-
based healthcare monitoring systems is proposed in regard to 
the previously addressed challenges, and an HF network that 
corresponds to this architecture is deployed. The main 
motivation of this study relies on the lack of blockchain-based 
security architectures for IoMT networks, notably for IoMT-
based healthcare monitoring systems. 

Following this introduction, we organise the paper as 
follows. In section II, we provide a literature review of HF 
implementations for securing IoT networks. In section III, we 
briefly explain the main components and functionalities of the 
HF platform. In section IV, we present our proposed HF-based 
blockchain security architecture for IoMT-based healthcare 
monitoring systems. In section V, we present the deployment 
of a HF network that corresponds to our proposed architecture. 
Finally, section VI concludes the paper. 

II. RELATED WORK 

In this section we present a literature review regarding HF 
implementations for securing IoT networks.  

Ning Lu et al. in [14], describe HF-Audit, a proposed 
decentralized data integrity auditing solution that employs HF 
to construct two distinct communication channels for User-
TPA(third-party auditor)-CSP (cloud service provider). The 
scheme publishes TPA credit information through the 
crediting channel and auditing information through the 
auditing channel. Shohei Kakei et al. in [15], propose a 
distributed authentication infrastructure that distributes trust 
points across several service providers and connects them via 
cross-certification. The proposed solution is presented by a 
cross-certification method that employs a smart contract on 
HF and a sophisticated Public Key Infrastructure (PKI). In 
[16], Siris V. et al. investigate interledger protocols for 
securely integrating transactions between two separate 
blockchains, one private or permissioned, Hyperledger Fabric, 
and one public, Rinkeby, to reduce execution cost and delay 
as compared to using a single public chain. 

The authors of [17] suggest a system for sharing sensitive 
company data on the Industrial Internet of Things Hyperledger 
Fabric (IIoT). Raw data gathered by IIoT businesses are 
encrypted using the Advanced Encryption Standard (AES) 
and saved on the peer-to-peer file system Inter-Planetary File 
System (IPFS). Han Liu et al. in [18], propose the design and 
implementation of fabic-iot, a HF-based access control system 
for IoT. (ABAC). Fabic-iot is able to track records, provide 
dynamic access control management, and solve the access 
control problem in IoT by simplifying the sharing and storing 
of device resources by utilizing a distributed architecture.  

The authors in [19], offer a novel strategy to enhance IIoT 
security by utilizing blockchain technology for access control. 
This paper provides a unique architecture based on smart 
contracts and attribute-based access control to limit the risk of 
man-in-the-middle attacks, device hijacking, distributed 
denial-of-service attacks, and permanent denial of service 
assaults. Authors in [20], proposes yet another access control 
solution for the Internet of Things that makes use of the 
features of HF. Authors establish the separation of people and 
devices with the suggested blockchain-based access control 
system based on Hyperledger Fabric by enforcing rules and 
programmatic access management in the chaincode. 

 Houshyar Pajooh et al. [21] propose a HF-based 
blockchain-based edge computing method for IoT networks. 

The suggested architecture enables safe communication and 
data sharing via channels and is intended to accommodate 
scalable IoT applications. Mutual authentication and 
authorization procedures assure the security of the networked 
devices. The authors of [22] propose and implement a secure 
data protection approach, Hyperledger Fabric lightweight 
group management (H-LGM), to safeguard critical data from 
unauthorized access, as well as lightweight rekeying to extend 
the lifetime of a network comprised of resource-constrained 
IoT devices.  

III. AN OVERVIEW OF HYPERLEDGER FABRIC 

A. Hyperledger Fabric 

HF is an open-source, business-oriented, permissioned, 
and built for use in enterprise contexts distributed ledger 
technology (DLT) platform proposed initially by E. 
Androulaki et al. [13] and established under Linux Foundation 
[23]. HF has a highly flexible and extensible design that 
allows for innovation, versatility, and optimization across a 
wide range of industry use cases. The HF platform is 
permissioned, which implies that the participants know each 
other rather than being anonymous, as in the case of a public 
blockchain, which does not require permission to access its 
resources and is thus completely untrusted. This means that 
even if the participants do not entirely trust one another (for 
example, competitors in the same market or business), an HF 
blockchain can nevertheless be operated by a governance 
model (e.g., transaction endorsement policies or chaincode) 
based on existing trust between participants. One of the HF 
platform's most notable functionalities is its support for 
pluggable consensus protocols. This capability allows the 
platform to be more successfully tailored to individual use 
cases and trust models. When deployed within a single 
organization or governed by a trusted authority, fully 
byzantine fault-tolerant consensus, for example, may be 
redundant and an unnecessary load on performance and 
throughput. In such cases, a crash fault-tolerant (CFT) 
consensus protocol may be sufficient; however, in a multi-
party, decentralized use case, a byzantine fault-tolerant (BFT) 
consensus protocol may be required [24]. For all of these 
reasons, Hyperledger Fabric could be a feasible blockchain 
platform on which to build lightweight blockchain-based 
security solutions for IoMT networks [9], [10].  

B. Hyperledger Fabric Components  

In this section we present the main components and 
functionalities of HF as well as the reasons why it constitutes 
a suitable platform for deploying blockchain-based security 
architectures for IoMT-based healthcare monitoring systems.  

Blockchain Network: It is a P2P network where nodes 
share a distributed ledger and follow a consensus protocol. 
The HF network includes chaincodes for generating 
transactions which are recorded immutably on each peer 
node's copy of the ledger. 

Peer: It is an essential component of the blockchain 
network that hosts the distributed ledger and chaincode. Peers 
can also offer SDK and APIs for user interaction. Two types 
of peers exist: anchor peers and endorsement peers. Anchor 
peers distribute blocks to endorsement peers who endorse 
invoked chaincode on behalf of clients. Chaincode specifies 
endorsement policies that dictate the required number of peers 
to execute and endorse it. 



Ordering Service: In contrast to permissionless 
blockchains such as Bitcoin and Ethereum, which rely on 
probabilistic processes to achieve consensus, HF employs an 
ordering node to define the order of transactions. This node is 
part of the ordering service, a group of nodes responsible for 
transaction ordering before the deterministic consensus 
process takes place. Ordering is distinct from endorsement, 
which occurs on peers. HF offers three ordering service 
consensus protocols: Solo, Kafka, and Raft. Solo has one 
ordering node and is suitable for testing but not for production. 
Kafka uses a leader-follower approach and Zookeeper 
coordination, while Raft uses the Raft protocol and is easier to 
set up than Kafka [25]. 

Certificate Authority (CA): CA generates X.509 
certificates to identify admins, users, peers, orderers, and 
applications on a blockchain network [26]. These certificates 
also specify the network privileges of each entity.  

Chaincode: As chaincode can be defined the code that 
functions as an application and offers capabilities to the 
blockchain network, packaged within a Docker container. 
While node.js is used in this implementation, other languages 
like Go or Java can be used to write chaincode. 

Channels: They facilitate communication between nodes 
in a blockchain network, consisting of organizations, member 
peers, the distributed ledger, and chaincode. Transactions are 
proposed and processed within channels. In Hyperledger 
Fabric, a node can join multiple channels, allowing for private 
transmission of data and information.   

Endorsement policies: They determine the minimum 
number of channel peers required to execute and endorse a 
transaction's chaincode for it to be considered valid. During 
transaction validation, endorsing peers confirm that the 
transaction has the required number of endorsements.  

Membership Service Provider (MSP): HF abstracts 
membership operations, separating cryptographic processes 

such as certificate issuance, validation, and authentication. It 
enables peers to authenticate incoming transaction requests 
from clients and sign transaction outcomes. MSP defines its  
own identity and rules for identity management, while CA 
generates certificates for MSP operations. 

All in all, HF is a scalable platform designed for 
permissioned blockchains, with changeable trust assumptions 
that can support various industrial use cases, including 
healthcare. Its lightweight nature and features make it a 
suitable choice for blockchain-based security architectures for 
IoMT-based healthcare monitoring systems, considering the 
design needs and resource constraints of IoMT nodes. 

IV. PROPOSED ARCHITECTURE 

In this current research work, we have expanded upon our 
previous works [9], [10] and further improved our initial 
design and proceed with an HF-based blockchain security 
architecture for IoMT-based healthcare monitoring systems. 
This architecture is based on the initial system model which 
refers to the perception domain (i.e., edge network) described 
in [10]. The proposed architecture is generic and can include 
multiple organizations, depending on the parties involved or 
the needs of a given scenario, and each organization can have 
a number of orderers and/or peers that transfer data within the 
blockchain network. In Fig. 1, we present an example 
topology consisting of three organizations. 

Organization 1 (Org1): contains 3 peers, each belonging to 
a corresponding perception domain (i.e., edge network). 
These peers are responsible for the transactions initiated in 
their own perception domain, while also responsible for 
holding the ledger of the channels that they are involved in.  
Organization 2 (Org2): contains 2 peers and a 
corresponding CA. As an example, we can define that one 
peer belongs to a healthcare provider (i.e., 
Peer1.org2.iomt.com) while the other to a patient (i.e., 
Peer1.org2.iomt.com).  

 
Fig.  1 A generic Hyperledger Fabric architecture for IoMT healthcare systems 



Organization 3 (Org3): contains only an orderer. Each 
organization does not have obligatory components and the 
number of peers/orderers can be adjusted to the needs of the 
organization.  

V. IMPLEMENTATION 

In order to implement our architecture in an actual 
application, we have taken the initial step of constructing an 
HF network, as shown in Fig. 2, corresponding to the proposed 
HF-based blockchain security architecture for IoMT-based 
healthcare monitoring systems. This section details the 
process we undertook to create the network as a tutorial. In 
table I. we present the parameters of the VM in which we have 
developed the network.  

TABLE I.  VIRTUAL ENVIRONMENT PARAMETERS 

Feature Specifications 

Operating System Ubuntu 20.04.1 AMD 64 

RAM 4096 MB 

Hyperledger Fabric 1.4.4 

Docker 18.09.1 built 4c52b90 

Node.js v.10.24.0 

 

The logic behind the selected network topology, shown in 
Fig. 2, is that there is an established organisation (i.e., 
Organization 2) that contains the orderers that will be used for 
the ordering of transactions in the network, and another 
organisation (i.e., Organization 1) of the network that provides 
just a peer (i.e. gateway). As already mentioned, it is not 
required for every organisation to have the exact same 
components in order to be part of the network. The number of 
nodes inside the organisation are corresponding to its needs 
and functionalities. In particular, the deployed HF network for 
the proposed scenario includes the following components:  

 Certificate Authority (CA);  

 a Transport Layer Security (TLS) CA for client and 
node certificates for secure communication;  

 the organization "org1" that contains the peer node, 
and;  

 the organization "org2" that hosts three orderers. 

The process of the creation of the network is described in 
the following steps:  

1) To set up the network, we first launch the Fabric CA 
servers, which are provided by the HF, in order to generate all 
the necessary certificates for the orderers and peers. We use 
two Fabric CA servers: one for the CA and one for the TLS-
CA. We launch these servers using Docker containers, with 
the CA server running on port 7054 and the TLS-CA running 
on port 8054, as shown in Fig. 3.   

2) After setting up the Fabric CA servers, we proceed to 
generate the TLS and MSP certificates. We use the official HF 
implementation to create a similar MSP structure for peers and 
orderers. According to the HF documentation [27], the 
following folders are essential components of the org1 and 
org2 MSP structure: admincerts, cacerts, signcerts, and 
keystore. We create these folders and generate an admin 
certificate for the CA server, which will be used to register the 
peer and orderers as shown in Fig. 4.  

3) As a next step we generate the MSP and TLS certificates 
for the orderers, the peer, and each organization. The 
generation of both types of certificates is implemented by the 
fabric/binary provided by the HF. The process for generating 
TLS certificates is similar to the process for generating MSP 
certificates, with the main difference being that we use a TLS-
CA server instead of a CA server.  

4) After generating the certificates, the next step is to 
initiate the orderers. To do this, we need to create a genesis 
block that contains information about the network, including 
the MSPs and organizations that will be able to join the 
network as show in Fig. 5. To generate the genesis block, we 
use the files we created for the MSPs of org1 and org2 in step 
3 and follow the following sub-steps: 

 we create the configtx.yaml file that contains the 
necessary configuration,  

 we create a folder channel-artifacts to store the 
channel’s genesis block file, and  

 we generate the genesis block and a channel using the 
configtxgen binary.  

 
Fig.  3 The Fabric CA servers containers (step 1) 

 
Fig.  4 Generating admin certificates for CA (step 2) 

Fig.  2 The deployed HF network for the proposed scenario 



 5) As a next step we configure the peer. To achieve this, 
we create a docker-compose.yaml file that contains the 
necessary configuration of the peer.  

 6) As a final step, we access the peer cli using the 
command docker exec -it cli. Through the peer cli we initiate 
the connection of the peer to the channel, as shown in Fig. 6.  

 

Fig. 7 depicts the successful connection of the peer to the 
channel, while in Fig. 8 we present the entities that have been 
developed in the process as Docker containers. 

The aforementioned HF architecture can be secure and 
effective against eavesdropping, spoofing and masquerading 
attacks due to the deployed Certificate Authority that provides 
TLS and MSP certificates to the nodes (peers, orderers) 
connected to the network. These certificates are necessary in 
order for a node to be able to securely communicate, transmit 
or receive information in the channel. Therefore, a non-
certified, by these entities, node is unable to participate in the 
network.  

VI. CONCLUSION AND FUTURE WORK 

In this research work we have demonstrated the 
deployment of a HF network as a part of a an HF-based 
architecture for securing IoMT-based healthcare monitoring 
systems. We have identified the suitability of HF, as a 
permissioned blockchain, for IoMT networks and proceeded 
with the deployment of the network on a virtual environment. 
As future work, following the creation of the secured channel, 
as described above, to complete the functionality of the 
proposed HF architecture, the architecture should be further 
deployed via the proper chaincode on the setup HF network 
and be evaluated in terms of performance metrics such as 

transaction throughput, resource consumption, network use 
and latency.  
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