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Abstract—Network Function Virtualization (NFV) enables soft-
ware implementations of middleboxes such as load balancing,
traffic engineering and quality of service. These often rely on
network measurement such as per-flow frequency estimation,
bandwidth estimation, counting distinct elements and estimating
the traffic entropy. Keeping up with the line speed is an
active challenge for NFV measurement techniques, and library
algorithms are simply too slow.

Sampling is a natural technique to increase the measurement
throughput, but it requires a certain amount of traffic before
accuracy is guaranteed. In this work, we introduce a throughput
acceleration method that preserves accuracy from the very
first packet. This technique works with a variety of existing
measurement algorithms (e.g., the ones mentioned above), and
improves their throughput while guaranteeing their correctness
throughout the entire measurement. Our work includes a rigors
analysis, an extensive evaluation with real network traces, and a
real DPDK enabled Open vSwitch implementation.

I. INTRODUCTION

Network algorithms such as traffic engineering, load bal-
ancing, quality of service, caching and anomaly detection [1]–
[4] are used to optimize various aspects of networks and to
provide users with better service. These algorithms base their
decisions on network measurement; e.g., load balancers often
place flows on the least congested path [4]. Measurement is a
well-researched problem, as algorithms are required to handle
rapid line speed and massive data volumes.

Emerging technologies such as Network Function Virtual-
ization (NFV) can potentially reduce costs by running net-
work algorithms on virtual machines. This improves over the
current state where network functionalities are supplied with
dedicated, proprietary, and typically expensive hardware. In
addition, NFV enables dynamic deployment and modification
of network functionalities without hardware changes [5].

NFV introduces a difficult challenge to network measure-
ments, as we require software algorithms to match the per-
formance of custom-made hardware. Moreover, the design as-
sumptions of software algorithms differ from those of custom
hardware. For example, in hardware, a common approach is to
reduce space consumption in order to use the fast but scarce
(SRAM) memory [6]. In software, we have no direct control
over the memory type that is used and therefore we require
different methods to improve operation speed. We argue that
faster software measurements are essential for NFV.

This work is about accelerating the performance of software
measurement algorithms while ensuring the accuracy guar-

Fig. 1: An existing black-box algorithm is accelerated by
ignoring a large portion of the traffic. The sample ratio is
dynamically adjusted to boost performance while maintaining
accuracy guarantees.

antees of the original algorithm. Illustrated in Figure 1, our
acceleration method reuses the code of existing algorithms as
a black-box while adding an external sampler that is indifferent
to the underlying algorithm. The sampling probability of our
sampler varies dynamically, resulting in faster algorithms that
can seamlessly replace the existing ones as they provide the
same accuracy guarantees. Unlike traditional uniform sam-
pling approaches [7], our algorithms are accurate throughout
the entire measurement and have no convergence time. Further,
we show that our approach allows estimating the number of
distinct elements and entropy – types of measurements that
cannot be reconstructed from uniform samples [7].

Our Contribution: We focus on the per-flow frequency
estimation problem and introduce an acceleration method
which is formally analyzed and extensively evaluated on real
packet traces. We show a speedup of up 12x without a
significant impact on empirical accuracy. Next, we integrate
our method into the popular Open vSwitch (OVS) and evaluate
two measurement options – in data plane and in a dedicated
VM. We demonstrate +16% higher throughput for OVS data
plane measurement and +19% for the VM alternative.

Finally, we show the generality of our approach by acceler-
ating per-flow volume estimation, L2-heavy hitters, hierarchi-
cal heavy hitters and universal monitoring – a unified solution
for multiple measurements such as Count Distinct, Entropy,
and Change Detection.

II. RELATED WORK

Frequency Estimation Algorithms are used to find the
most frequent elements in a stream and are traditionally
divided into sketch algorithms and counter algorithms. Sketch
algorithms use an array of counters and a set of hash functions
and for every packet, each function selects a counter to be up-
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dated. Sketches estimate the frequency of an element based on
the values of its associated counters. Classical sketches include
Count Sketch (CS) [8] and Count Min Sketch (CMS) [9]. They
are widely used in practice as they are simple and efficient
to implement both in hardware and software. Recent sketch
algorithms include Counter Braids [10], Randomized Counter
Sharing [11] and Counter Tree [12] which optimize the update
time and accuracy at the expense of query speed.

Counter algorithms maintain a small flow cache with a ded-
icated line for each monitored flow. These methods accurately
monitor the cached flows and thus attempt to identify the most
frequent flows to maximize their precision and accurately mon-
itor as much of the traffic as possible. Examples include Lossy
Counting [13], Frequent [14] and Space Saving (SS) [15].
SketchVisor [16] combines counter and sketch algorithms in
a fast path slow path technique. They observe that SS works
faster than sketches, and when the sketch cannot meet the line
rate they use it to aggregate updates that are then merged into
the sketch. Our work is complimentary since it can make both
the sketch and the counter algorithm fast enough to meet the
line’s rate.

Sampling Algorithms: Many networking devices offer
the 1 out of N random packet sampling [17], [18]. The
work of [19] shows that diverse statistical metrics can be
monitored with sampling, and [20] shows how to efficiently
partition a limited sample budget to satisfy multiple objec-
tives. Other methods such as Sample and hold and Sticky
sampling [13], [21] combine samples and counter algorithms.
These methods update their data structures for every packet
of each monitored flow. This design choice makes their
improvement workload dependent.

III. STATISTICAL ACCELERATION

Our goal is to enable a black-box acceleration of legacy fre-
quency estimation algorithms while preserving their accuracy
guarantees as much as possible. Toward this goal, our Skipper
algorithm dynamically lowers the sampling probability as the
stream progresses.

Intuitively, uniform sampling where each packet is sampled
with a fixed probability can also be used to accelerate fre-
quency estimation algorithms. While this approach is practical
and is covered in our statistical analysis it is not a black-box
acceleration method. The problem with uniform samples is
that it requires a certain amount of traffic to converge before
it provides accuracy guarantees. This means, that accelerating
a legacy algorithm in this manner is not transparent to the
user. Specifically, the consuming application needs to be
aware of the concrete algorithm configuration to know when
the measurement results can be reliably queried. Therefore,
applications need to be updated to cope with the additional
complexity of the acceleration method which is expensive.

In contrast, Skipper assures that the accuracy is preserved at
any time during the measurement. Thus, the user application
cannot distinguish between the output of the accelerated algo-
rithm and that of a legacy algorithm. It supports measurements
where the collected data is used during the measurement rather

than just at the end. This kind of measurement is often referred
to as “online” in the literature and is especially useful for near
real-time decision making algorithms [22], [23].

Notations and Definitions: We start with the necessary
notations and definitions. A stream S is a sequence of elements
x0, x1, . . . , xN such that every element is a member of the
domain U ; We denote by N the current number packets in
the stream. For example, a stream might contain the source IP
addresses of incoming packets, and the domain will be all 32-
bit binary vectors (U , {0, 1}32). Alternatively, applications
often consider 5-tuples (source ip, destination ip, source port,
destination port and protocol) as the identifier of a flow.
Given a flow id, (x) we denote the frequency of x by
fx , |{i | xi = x}|. Our proposed algorithm, Skipper, which
is described in Section III takes as input two parameters εs, δs
which affect a trade-off between the accuracy and its update
speed. We denote by Γ , dε−2

s 3 ln 1
2δs
e a quantity which

depends on the parameters εs, δs and frequently appears in the
paper. This constant arises from the analysis and determines
the minimal sampling rate needed for the accuracy guarantees.
Additionally, Skipper takes a measurement algorithm A that
is used as a black box; we assume that A takes as input
parameters εa, δa which determines its accuracy, and their
exact definition appears below; Table I summarize notations
used in this work.

Symbol Meaning
S Stream
N Current number of packets (in all flows)
Six Six = 1 if the i’th packet is sampled.
Sx The number of sampled packets from flow x.
SN Total number of sampled packets from all flows.
U The domain of ids.
pi The i’th packet in the stream.
fx Total number of packets in flow x

f̂x An estimation of fx
ε Accuracy parameter
εa Measurement algorithm’s accuracy
εs Sample’s accuracy
δ Confidence parameter
δa Measurement algorithm’s confidence
δs Sample’s error probability
τ Average packet sampling probability
Γ Sampling constant

(
dε−2
s 3 ln 1

2δs
e
)

TABLE I: List of Symbols

Frequency Estimation Algorithms We consider algorithms
with the following methods:
UPDATE(x): Reports an arrival of packet x.
ESTIMATE(x): returns an estimator f̂x of fx, the total number
of packets from flow x.

Some algorithms support weighted updates, where each
arriving packet is associated with a weight. In this case, fx
is defined as the total weight of x, and the UPDATE(x,w)
operation receives a weight parameter w.

Definition III.1. An algorithm solves the (ε, δ) - FRE-
QUENCY ESTIMATION problem if for any flow (x):
Pr
[∣∣∣fx − f̂x∣∣∣ ≤ εN] ≥ 1− δ.

Note that frequency estimation is general and we can find
heavy hitters by returning all flows whose estimated frequency
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is as above (θ − ε)N , where θ is a threshold provided by the
user. This returned a set contains all flows whose frequency is
above θN , and no flow whose frequency is below (θ − ε)N .

Skipper: We now present the Skipper meta algorithm that
provides black-box acceleration of legacy frequency estimation
algorithms. When the user updates Skipper with a packet,
Skipper may either update the underlying algorithm or ignore
the packet altogether. The decision is done in a manner that
preserves the accuracy from the first packet onward, which
means that accelerated algorithms enjoy the performance ben-
efits of sampling without many of its drawbacks.

Formally, Skipper accelerates an off-the-shelf (weighted)
frequency estimation algorithm A, that solves the FREQUENCY
ESTIMATION problem (for εa and δa). We show that the
accelerated version of A (ACC(A)), solves the (ε, δ) - FRE-
QUENCY ESTIMATION problem while operating significantly
faster. Here, ε , εa + εs and δ , δa + 2δs, where εs, δs
are the input parameters for Skipper and affect a run time vs.
accuracy trade-off.

Algorithm 1 provides pseudo code for Skipper. When packet
N arrives, Skipper computes a sample probability τ(N) and
ignores the packet with probability 1 − τ(N). In case the
packet is sampled, the corresponding flow id is updated in
A with weight of τ−1(N), so that each occurrence increases
the expected weight added to A by 1. The sampling probability
τ(N) is defined as min

{
1, dN/Γe−1

}
and decreases as the

stream grow larger and we use smaller sampling probabilities.

Algorithm 1 Skipper(A, εa, δa, εs, δs)
Initialization:
N ← 0 . Current number of packets.
Γ← dε−2

s 3 ln 1
2δs
e . Skipper’s decision interval.

A← A(εa, δa) . Initialize underlying algorithm.
1: function ADD(x)
2: N ← N + 1
3: τ(N)← min

{
1,
⌈
N
Γ

⌉−1
}

4: if U(0, 1) < τ(N) then . With prob τ(N)
5: A.UPDATE(x, τ−1(N))

6: function QUERY(x)
7: return A.ESTIMATE(x)

IV. ANALYSIS

Formally, Skipper wraps an algorithm that solves the fre-
quency estimation problem and the accelerated algorithm
solves the (ε, δ) - FREQUENCY ESTIMATION problem for
larger δ and ε that factors both the sampling error and the
algorithmic error. This analysis formally proves this trade-off.

A. Frequency Estimation from Samples

We start by deriving bounds for frequency estimation from
uniform samples with a (fixed) sampling probability τ . These
would later allow us to dynamically set the sampling probabil-
ity. Theorem IV.1 shows that for any given εs, δs and sampling
probability (τ ), the sample solves (εs, δs) - FREQUENCY

ESTIMATION after enough packets have passed. The proof of
this theorem is deferred to the full version of the paper due to
lack of space.

Theorem IV.1. If N ≥ Γτ−1, then a random sample solves
the (εs, δs) - FREQUENCY ESTIMATION problem.

Corollary IV.2. Given εs, δs and N , random sample solves
the (εs, δs) - FREQUENCY ESTIMATION problem as long as
τ ≥ τmin defined as τmin , min{1, Γ

N }

Proof. If τ = 1 then we observe the entire stream and
clearly solve the problem. Otherwise, the proof is derived by
extracting τ as function of N , εs and δs. We use Theorem IV.1
and deduce that τ ≥ Γ/N . Therefore as long as τ ≥ Γ/N we
get that: Pr

(∣∣∣fx − f̂x∣∣∣ ≤ εsN) ≥ 1− δs.

B. Combining Samples and Estimation Algorithms

Measurement algorithms guarantee that their estimation er-
ror is proportional to the number of updates (or the number of
packets). However, when we sample packets, the sample size
varies and thus we need to prove an upper bound on the sample
size (which we then use to bound the algorithmic error). We
address this issue by allocating slightly more space to the algo-
rithm, as explained below. We start by binding the probability
of over sampling; we denote by SN the sample size.

Corollary IV.3. Consider random sample with probability τ ,
and stream of length N ≥ Γτ−1, then
Pr (SN ≤ τN (1 + εs)) ≥ 1− δs
Proof. Note that the expected number of sampled packets is
E(SN ) = τ · N , and that N ≥ Γτ−1. Therefore, we use
Theorem IV.1 to complete the proof.

Using Corollary IV.3, we can guarantee that although the
number of packets fluctuates the actual sample size is bounded.
Given an error parameter ε′a and algorithm A that solves
the (εa, δa) - FREQUENCY ESTIMATION problem, we define
εa , ε′a

1+εs
. According to Corollary IV.3, with probability

1− δs the number of sampled packets is at most (1 + εs)Nτ .
According to the union bound with probability 1− δa− δs we
get: ERR(A) ≤ ε′a (1 + εs) τN = εa(1+εs)

1+εs
Nτ = εaNτ. For

example, Space Saving [15] normally requires 1, 000 counters
for εa = 0.001; with a random sample that satisfies εs = 0.001
we now require 1001 counters.

Hereafter, we assume that the algorithm is configured
correctly to handle the over sampling problem. Next, we
prove that by applying an off the shelf algorithm on a
random sample, we still solve the (ε, δ) - FREQUENCY
ESTIMATION problem. Intuitively, we have two sources
of error – first, the input is only a sample; second, we
apply an approximation algorithm.

Theorem IV.4. Consider an algorithm (A) that solves the
(εa, δa) - FREQUENCY ESTIMATION problem . If the input to
A is a τ random sample and N > Γτ−1, then for δ ≥ δa+2·δs
and ε ≥ εa + εs, A solves (ε, δ) - FREQUENCY ESTIMATION.
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Proof. Since N > Γτ−1, we can use Theorem IV.1 to get:

Pr
[∣∣fx − Sxτ−1

∣∣ ≥ εsN] ≤ δs. (1)

Similarly, A solves the (εa, δa) - FREQUENCY ESTIMATION

problem and provides us with an estimator Ŝx that approxi-
mates Sx – the number of samples from flow x. According to
Corollary IV.3: Pr

(∣∣∣Sx − Ŝx

∣∣∣ ≤ εaNτ
)
≥ 1−δa−δs.Therefore:

Pr
(∣∣∣Sx − Ŝx∣∣∣ ≥ εaNτ) ≤ δa+δs. Multiplying by τ−1 gives:

Pr
(∣∣∣Sxτ−1 − Ŝxτ−1

∣∣∣ ≥ εaN) ≤ δa + δs. (2)

We need to prove that: Pr
(∣∣∣fx − τ−1Ŝx

∣∣∣ ≤ εN) ≥ 1 − δ.

Recall that: fx = E(Sx)τ−1 and that f̂x = Ŝxτ
−1 is the

estimated frequency of x. Thus,

Pr
(∣∣∣fx − f̂x∣∣∣ ≥ εN) = Pr

(∣∣∣fx − τ−1
Ŝx

∣∣∣ ≥ εN)
= Pr

(∣∣∣fx +
(
τ
−1
Sx − τ−1

Sx
)
− τ−1

Ŝx

∣∣∣ ≥ (εa + εs)N
)

(3)

≤Pr
([∣∣∣fx − τ−1

Sx

∣∣∣ ≥ εsN] ∨ [∣∣∣Sxτ−1 − Ŝxτ−1
∣∣∣ ≥ εaN])

Where the last inequality follows from the fact that in order
for the error of (3) to exceed εN , at least one of the events has
to occur. We use the union bound to get the following bound:
Pr
(∣∣fx − τ−1Sx

∣∣ ≥ εsN)+Pr
(∣∣∣Sxτ−1 − Ŝxτ−1

∣∣∣ ≥ εaN).
Thus, from Equation 1 and Equation 2 we get

Pr
(∣∣∣fx − f̂x∣∣∣ ≥ εN) ≤ δa + 2δs.

C. Analysis of Skipper

We are now ready to analyze Skipper. We first prove that
τ(N) used by Skipper is always larger or equal to τmin derived
by Corollary IV.2.

Lemma IV.5. ∀N, τ(N) ≥ τmin.

Proof. According to Corollary IV.2, τmin = min{1, Γ
N }, and

τ(N) = min
{

1,
⌈
N
Γ

⌉−1
}

. If N < Γ then τmin = τ(N) = 1;
else, τmin = Γ/N ≤ dN/Γe−1 = τ(N).

We are now ready to prove Theorem IV.6 that shows that
Skipper is correct.

Theorem IV.6. Given an algorithm A that solves the (εa, δa)
- FREQUENCY ESTIMATION problem, and parameters εs, δs,
Skipper solves the (ε, δ) - FREQUENCY ESTIMATION problem
for δ = δa + 2δs and ε = εa + εs for any stream size N .

Proof. We prove by induction on the values of τ−1(N).
Base: Initially, τ(N) = 1 and the claim holds trivially.
Hypothesis: For streams of length N such that
τ−1(N) ≤ k, Skipper solves the problem as needed.
Step: Assume that the claim holds until τ(N) = 1

k and prove
that it continues to hold for τ(N) = 1

k+1 . For every packet
that is sampled with the new τ(N), Lemma IV.5 satisfies that
we can apply Theorem IV.4. When a packet is sampled, A is
updated with weight τ−1(N). Therefore, if the estimation was
within margin at the beginning, Theorem IV.4 guarantees that
it remains within the error margin for the new τ(N).

Next, we show that Skipper samples a logarithmic number
of packets. Recall that SN is the random variable representing
the number of packets sampled on an N -sized stream.
Theorem IV.7. The number of sampled packets satisfies
E[SN ] = O(Γ log (N/Γ)) = O

(
log
(
δ−1
s

)
ε−2
s log

(
Nε2s log δs

))
.

Proof. Recall that the i’th packet is sampled with probability
τ(i). The overall expected number of sampled packets is thus:

E[SN ] =
N∑
i=1

τ(i) =
N∑
i=1

min

{
1,

⌈
i

Γ

⌉−1
}

=

bΓc∑
i=1

1 +

N∑
i=bΓc+1

⌈
i

Γ

⌉−1

≤
bΓc∑
i=1

1 +

N∑
i=bΓc+1

Γ

i

=

bΓc∑
i=1

1 + Γ

N∑
i=bΓc+1

1

i
≤ Γ ·

(
1 +HN −HbΓc

)
+ 1

≤ Γ (ln (N/Γ) + 2) = O(Γ log (N/Γ)).

Here, Hn is the n′th harmonic number which is known to
satisfy Hn ,

∑n
i=1 i

−1 = lnn+γ+O(1/n), where γ ≈ 0.577
is the Euler-Mascheroni constant.

We now use the result derived in Theorem IV.7 to bound
the expected amortized time of our algorithm.

Lemma IV.8. Let A be an algorithm that solves the (εa, δa) -
FREQUENCY ESTIMATION problem, whose update complexity
is O(f(εa, δa)). The expected run time complexity of the
Skipper acceleration of A for a stream of length N , is
O
(

1 + f(εa, δa) · Γ log(N/Γ)
N

)
.

Proof. The processing of each packet takes Ω(1) time re-
gardless of whether it is sampled or not. Additionally, E[SN ]
packets are sampled from a N -sized stream. This means that
the expected overall processing time is t(N) , O(N +
E[SN ] · f(εa, δa)), and that the amortized time per packet is
t(N)
N = O(1 + f(εa, δa) · E[SN ]/N).

We use an additional lemma that is helpful in bounding the
minimal stream size to obtain constant runtime.

Lemma IV.9. Let a, b ∈ R+ such that b > 10 and a ≥ b ln b,
then 2a ≥ b ln a.

Finally, we use this lemma to provide bounds on the
minimal stream length that allows various algorithms to run
in constant amortized time.

Theorem IV.10. Let A be an algorithm that solves the
(εa, δa) - FREQUENCY ESTIMATION problem, whose up-
date runtime complexity is O(f(εa, δa)) and let N =
Ω (Γf(εa, δa) log f(εa, δa))
= Ω

(
ε−2
s log δs

−1f(εa, δa) log f(εa, δa)
)
. The Skipper accel-

eration of A operates in expected amortized constant time for
N sized streams.
Proof. According to Lemma IV.8, our runtime is

O

(
1 +

f(εa, δa) log
(
δ−1
s

)
ε−2
s log

(
Nε2s log δs

)
N

)

=O

(
1 +

f(εa, δa)Γ log (N/Γ)

N

)
.
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Our choice of N satisfies: f(εa,δa)Γ log(N/Γ)
N = O(1) and

thus the runtime is constant. Notice that this is equivalent
to demanding f(εa, δa) log (N/Γ) = O

(
N
Γ

)
. We denote

b , f(εa, δa), and a , N
Γ , and show that b log a =

O(a). Recall that N = Ω (Γf(εa, δa) log (f(εa, δa))) , and
thus a = Ω (f(εa, δa) log (f(εa, δa))) . Hence, according to
Lemma IV.9: b ln a = O(a).

Next, we note that the heap implementation of Space Saving
(SSH) [24] supports weights and operates at f(εa, δa) =
O(log 1/εa) time. Similarly, Count Sketch and Count Min
Sketch operate at f(εa, δa) = O(log 1/δa). Finally, we con-
clude that our bounds on the stream size allows expected
constant amortized time for the accelerated algorithms.

Corollary IV.11. The Skipper acceleration of the Space Sav-
ing algorithm achieves expected amortized constant update
time when N = Ω(Γ log 1/εa log log 1/εa). Similarly, if N =
Ω(Γ log 1/δa log log 1/δa) then the amortized update time of
accelerated CS and CMS to O(1).

V. EVALUATION

Our evaluation includes four datasets, each containing a mix
of 1 billion UDP, TCP, and ICMP packets. The datasets were
collected from major backbone routers in Chicago [25] and
San Jose [26] in the years 2014-2016. We use the On-Arrival
error model suggested by [23], [27]–[29]. That is, we query
each packet to estimate its flow’s frequency. This metric is
motivated by requiring high estimation accuracy throughout
the entire measurement period and is attractive for applications
that make real time decisions. We measure the Root Mean
Square Error (RMSE) of the algorithm, i.e.,

RMSE(Alg)
∆
=

√
1
N

N∑
t=1

(f̂xt − fxt )
2
,where xt is the flow iden-

tifier of the tth packet. We compare with the following
algorithms: Count min sketch [9] (CMS); Count Sketch [8]
(CS); and Space Saving [15] (SS). SS has two implementa-
tions, a heap implementation that supports weights and runs
in logarithmic complexity (SSH) [30] and an unweighted
implementation that operates in O(1) (SSL) [15]. We configure
both CS and CMS to use 5 lines which is shown to be effective
in practice [31]. This means that the sketches are allocated
about (5 · e) times as many counters as Space Saving. This
additional space is partially compensated by not maintaining
an explicit flow to counter association but means that they use
3− 4 times as much space in practice.

Skipper enhanced algorithms are denoted – ACC(CMS),
accelerated CMS, ACC(CS) for accelerated CS, and ACC(SS)
for accelerated SSH. Note that we cannot accelerate SSL since
it does not support weights. Further, SSL implements the fast
path of Sketchvisor [16], thus its performance is an upper
bound on Sketchviosr’s update speed. Our evaluation is done
in C++ using the widely used library published by [30] for its
CMS, SSH and SSL implementations; CS and Skipper were
implemented by us. Skipper uses an algorithm as a black-box
and runs same code for sampled packets. Our code is generic
and receives a frequency estimation algorithm as parameter.

The evaluation was performed on a PC with an Intel Core
i7-3930K processor (@3.2GHz) and 32GB of RAM, running
a Windows 7 platform. For each data point, we averaged the
result of 50 runs. All algorithms used a single thread and did
not run in parallel.

A. Evaluation of Operation Throughput

We evaluate the throughput in updates per second.
Speed as function of the number of packets. We start with
a comparative evaluation of the update speed of various al-
gorithms and their accelerated versions. Intuitively, we expect
better performance on longer streams, as Skipper dynamically
adjusts the measurement probability. Figure 2a and Figure 2b
illustrate the operation speed for ε = 0.01 on two real traces.
The figures shows that the operation speed of accelerated
algorithms is indeed increased as expected with the number
of packets. Overall, we improve the throughput by up to 12x.

Throughput and accuracy guarantee. When εs is small,
Skipper needs to sample more packets in order to guarantee
accuracy and therefore less speedup is gained. Figure 2c and
Figure 2d present results for a range of error parameters
εa. The number of packets is set to 1 Billion packets and
δs = 0.01% and εs = εa. This means that the accelerated
algorithms are allocated the same number of counters but their
error guarantee is doubled as ε = εa + εs. As the figure
shows, the graphs are relatively similar and large values of
ε allow for significant speedup. In these measurements, Γ is
set to be roughly 14.38 · ε−2. This means that for ε value
of 2−15, we have Γ > 1B, and thus no sampling takes
place. In this case, the “accelerated” algorithms degenerate to
the unaccelerated versions and thus become slightly slower
due to Skipper’s overheads. Yet, for a wide range of ε
values, the achieved speedup is between 2x and 12x. We
can also see that the speed of the sketch-based algorithms
(CS/CMS/ACC(CS)/ACC(CMS)) is barely affected by the
skew. On the other hand, SS and ACC(SS) are faster on skewed
traces and slower on heavy tailed ones. Note that ACC(CMS)
has a slightly weaker guarantee than CMS – its estimator is
no longer a deterministic lower bound on the true frequency.

B. Evaluation of Empirical Accuracy

On real traces, most measurement algorithms provide con-
siderably better accuracy than guaranteed by their worst case
analysis. Therefore, empirical accuracy is often the deciding
factor favoring one algorithm over the other. Further, for real
time algorithms, it is important to show that the accuracy
is preserved throughout the entire trace. We note that CS
uses O(ε−2

a ) counters but provides a stronger guarantee than
(ε, δ) - FREQUENCY ESTIMATION. Its error is bounded by
F2 · εa, where F2 is the second norm of the frequency vector.
For a fair comparison, we use CS with the same number of
counters as CMS, and not the same εa parameter. Further, we
only show the error of SSH as SSL and SSH are different
implementations of the Space Saving algorithm and have
exactly the same error.
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Fig. 2: (a) and (b): Relation between measurement length and throughput (εs = εa = 1%). (c) and (d): Relation between εs
and the throughput for a measurement length of 1 Billion packets.

(a) Chicago16 - Length (b) SanJose14 - Length (c) Chicago16 - Guarantee (d) SanJose14 - Guarantee

Fig. 3: (a), (b) Relation between the empirical error and the measurement length. (c),(d) Relation between the empirical error
and the algorithm’s error guarantee (εa) with a measurement length of 1 Billion packets. The accelerated algorithms are

configured with the same number of counters as the unaccelerated ones.

Accuracy as function of the number of packets Figure 3a
and Figure 3b show the empirical accuracy as function of the
stream length. We use εa = εs = 0.01 and δs = 0.05. As
illustrated, ACC(CS) and ACC(CMS) achieve similar RMSE
as CS and CMS for all tested values of N . Surprisingly,
ACC(SSH) improves over SSH on all datasets and N values.
In particular, in Chicago15, Chicago16, and SanJose14, it is
the most accurate algorithm for large streams. A possible
explanation for this phenomenon offered by [27] that showed
how sampling can reduce the error of Space Saving.

Accuracy as function of guarantee (ε) Figure 3c and
Figure 3d describe experiments to evaluate the empirical error
for a given guarantee εa. We used εs = εa and thus the
guaranteed accuracy of the accelerated versions is only half as
good. This means that each accelerated algorithm is allocated
the same number of counters as its unaccelerated counterpart.
Nevertheless, the accuracy of the accelerated algorithms is
similar and sometimes better than the unaccelerated versions.
As before, ACC(SSH) is more accurate than SSH when ε is
large enough to allow sampling.

VI. OPEN VSWITCH IMPLEMENTATION

Virtual switching is an essential building block in NFV
environments. It allows interconnecting multiple Virtual Net-
work Functions (VNFs) in a flexible manner and enables other
traffic steering technologies such as SDN. Virtual switches
are required to steer network traffic at line rate which is

enabled by sophisticated optimizations. In practice, high-speed
virtual switching is enabled by various software and hardware
acceleration technologies such as Netmap [32] and Intel’s
DPDK [33], our implementation uses the DPDK-based OVS.

In that version, control and data planes are performed in
user space. Network packets ingress the datapath either from
a physical port connected to the physical NIC or from a virtual
port connected to a remote host (e.g., a VNF). OVS then parses
the headers and determines the set of actions to be applied
(e.g., forwarding or rewrite a specific header). The interested
reader is referred to [34] for additional information.

Design Choices: The OVS project does not have data plane
sampling capabilities. Thus, we implemented this functionality
through a simple forwarding action which is active for sampled
packets. That is, we perform Skipper’s sampling in data plane
but evaluate two alternatives for the measurement itself. First,
we perform it in the data plane to minimize overheads. The
drawback of this alternative is that it creates coupling between
the measurement algorithm and the virtual switch. Second, we
perform the measurement in a separate machine. This option
also offers more flexibility but has larger switching overheads.
The two implementation options are illustrated in Figure 4.

Skipper’s OVS Evaluation: Our evaluation consists of two
identical HP ProLiant servers each with an Intel Xeon E3-
1220v2 processor that has four 3.1 GHz physical cores, 8 GB
RAM, and a DPDK-enabled Intel 82599ES 10 Gbit/s network
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Fig. 4: Traffic enters OVS at the left port, traverses through
two VNFs, and passed to Skipper. In (1), Skipper forwards
the sampled packets to a measurement VNF. In (2) the
measurement algorithm part of the OVS data plane. Finally,
the processed traffic is then sent back to the traffic generator
on a second port.

(a) VM (b) Data plane

Fig. 5: OVS throughput (δs = 0.01%, εs = 1%).
device with two interconnected interfaces (physical ports). The
servers run CentOS 7.2.1511, Linux kernel 3.10.0.

We test one server and use the other as a traffic generator.
We use Open vSwitch 2.6 compiled with Intel DPDK 16.07.
VNFs are configured with Fedora 22 operating system, Linux
kernel 4.0.4 – running on top of qemu 2.6, configured with
a single virtual CPU (pinned to a specific physical core) and
512MB of RAM. We use the MoonGen traffic generator [35]
to send packets through one interface. We receive the packets
on the other one after being processed by OVS.

OVS evaluation’s considered scenario: We consider a case
where an NFV service chain is deployed in parallel to network
monitoring. The service chain has two VNFs in line which
are forwarding the received network traffic back to the traffic
generator. Additionally, traffic sent by the second VNF is
sampled by Skipper which forwards sampled packets either to
a measurement VNF or to an in-data plane algorithm. Figure 4
depicts this scenario.

OVS evaluation’s results: We evaluate two deployment op-
tions, in the first the measurement is performed in a dedicated
virtual machine and in the second it is performed in the data
plane. We compare Skipper, to the fastest unaccelerated algo-
rithm, SSH (Space Saving with a heap), we used ACC(SSH)
for Skipper.

Figure 5 shows the average end-to-end OVS throughput on
the SanJose14 trace for the two designs. Similar results were
obtained for the other network traces.

The virtual machine deployment, in Figure 5a, shows that
using an unaccelerated algorithm requires the switch to for-
ward all packets which hurts the throughput. In contrast, using
Skipper improves the OVS throughput by 16% as less traffic

is pushed to the measurement VM.
Data plane deployment is evaluated in Figure 5b for both

SSH and ACC(SSH). As can be observed, deploying the
fastest unaccelerated algorithm in OVS’s data plane still re-
duces its throughput by over 20%. However, when OVS uses
ACC(SSH) its throughput is improved by 19%. This solution
yields only 4% less throughput than not performing measure-
ment at all! Thus, Skipper considerably mitigates measurement
overheads and enables efficient network measurements.

VII. EXTENSIONS

Weighted Skipper: The weighted variant of the heavy hitter
problem [28], [29], [36], [37] is about estimating per-flow byte
volume. In these settings, every packet (z, w) is associated
with a flow identifier z and a weight w, our goal is to to
estimate the total weight per flow. The usage of uniform
samples for this task is problematic, as uniform sampling
samples small packets with the same probability as large
packets and therefore the accuracy of the method depends on
the size variance of the packet’s [38]. Such a dependence is
undesirable as the size variance is workload dependent and
not under our control. Instead, we introduce Weighted Skipper
(WS) that extends Skipper to weighted streams. For this, WS
utilizes a legacy weighted heavy hitters algorithm A such
as [28], [36]; that is, we accelerate an algorithm with constant
update time for weighted streams. WS treats a packet (z, w) as
a sequence of w weight 1 bytes and a flow-identifier z. Clearly,
the frequency of each flow in the byte-stream is identical
to its volume in the weighted stream. For each packet, WS
samples each of its bytes with probability β until possibly
one is sampled. This is implemented by drawing a geometric
random variable G ∼ Geo(β) with mean β−1 that indicates
how many bytes are not sampled in a row. Theorem IV.4
ensures that as long as the β is at least min

{
1, dN/Γe−1

}
the

correctness is guaranteed. Once a byte is sampled, WS also
samples the remaining bytes in the packet with probability 1
which is larger than β and is therefore also correct. The value
of β is dynamically determined, similarly to τ in Skipper,
according to the number of bytes (B) in the measurement in
a way that satisfies Theorem IV.4. Algorithm 2 provides the
technical details for this approach.

It is worth mentioning that while E[G] = β−1, inserting the
packet with weight w instead of β−1 + w − G in Line 6 is
incorrect as the distribution of G given that G ≤ w is not
geometric anymore and its expectation is lower than β−1. Also
note that if all packets are of unit weight then WS degenerates
and becomes mathematically identical to Skipper.

Accelerating L2-Heavy Hitter Sketches: An alternative ac-
curacy guarantee for frequency estimation is the L2 guarantee.
Here, L2 ,

√∑
x∈U f

2
x is the second norm of the frequency

vector and was first proposed in [8]. Formally, an algorithm
solves the (ε, δ)−L2 - FREQUENCY ESTIMATION problem if

for any flow (x):Pr

[∣∣∣∣(fx)
2 −

(
f̂x

)2
∣∣∣∣ ≤ εL2

]
≥ 1− δ.

This problem requires Θ∗(ε−2) [8] space, where the Θ∗

notation hides poly-logarithmic factors. Since
√
N ≤ L2 ≤
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Algorithm 2 Weighted Skipper(A, εa, δa, εs, δs)
Initialization:
B ← 0 . Current number of bytes.
Γ← dε−2

s 3 ln 1
2δs
e . Skipper’s decision interval.

A← A(εa, δa) . Initialize underlying algorithm.
1: function ADD(z, w)
2: B ← B + w
3: β ← min

{
1,
⌈
B
Γ

⌉−1
}

4: G← Geo(β)
5: if G ≤ w then
6: A.UPDATE(z, β−1 + w −G)

7: function QUERY(z)
8: return A.ESTIMATE(z)

N and sketches that provide an Nε approximation require
Θ∗(ε−1) space, L2 sketches are more space efficient when
L2 = O(εN). In [7], McGregor et al. showed that it is
possible to reconstruct the L2 frequency estimation and heavy
hitters from a sub-sampled stream. Namely, they showed one
can solve L2-Frequency Estimation if the stream satisfies
L2 = Ω∗(ε−3p−3/2) by feeding a uniform sample (with
sampling probability p) into a Count Sketch. The Count Sketch
requires more space and is is configured to provide L2ε/

√
p

approximation. Thus, we increase memory by a factor of p−1.
Here, we propose an alternative approach that has no

convergence time; as in Skipper, we start by sampling
all packets and gradually reduce the sampling rate. Our
algorithm can be summarized as follows: for a parame-
ter τ ∈ (0, 1] initialize a Count Sketch with O(ε−2τ−1)
columns and O(log δ−1) rows. At the N ’th packet, we set
L2 ←

√
N (a lower bound on the L2 of the stream) and

τ ← min

max

Cε−2

(
log
(
|U|δ−1

)
L2

)2/3

, τ

 , 1

 ,for the appropri-

ate constant C. That is, we set the sampling probability τ
to ensure that (1) it is always high enough to satisfy the
convergence rate condition of [7], and (2) it is always larger
than τ to ensure that we allocated enough space. Each update
with probability τ increases the counters by τ−1. Intuitively,
we start without sampling and gradually begin sampling until
we reach a sampling probability of τ and our algorithm merges
with [7]. Finally, by setting τ = 1/ log δ−1 we eventually get
a constant update time, we conclude with the following:

Theorem VII.1. For any τ ∈ (0, 1] there exists an algorithm
that uses O

(
ε−2 log δ−1τ−1

)
space and solves the (ε, δ)−L2

- Frequency Estimation problem. Further, it performs updates
in O

(
log δ−1τ

)
amortized time if the stream is long enough.

Universal Monitoring: Universal Monitoring (Univ-
Mon) [39] supports versatile measurements of multiple met-
rics within a single unified hierarchical sketch. Specifically,
UnivMon supports many measurements such as L2-heavy
hitters [8], [40], Count Distinct [41], [42], Entropy [43],
[44] and Change Detection [45]. UnivMon is composed of
log |U| instances of an L2 algorithm, each applied to a dif-

ferent substream of the incoming packets. Its implementation
utilizes Count Sketches for providing the L2 guarantee. By
replacing each Count Sketch with the algorithm suggested in
Section VII, we get an accelerated version of UnivMon. No
additional analysis is necessary since our algorithm provides
the same guarantees as the original Count Sketch does (while
requiring slightly more space).

Hierarchical Heavy Hitters Hierarchical Heavy Hitters
(HHH) are used to identify Distributed Denial of Service
(DDoS) attacks. In this scenario, many attacking devices
attempt to bring down an Internet service. However, each
device transmits a moderate amount of traffic and is not a
heavy hitter. HHH is motivated by observations that attacking
devices often share networks and sub-networks. Thus, it detect
such attacks by detecting networks that suddenly transmit
massive amounts of traffic [46]–[48].

Some HHH algorithms [37], [49]–[51] are composed of
multiple heavy hitters algorithms as building blocks. Thus,
they can be accelerated by Skipper. The state of the art method
(RHHH) [49], utilizes a variant of uniform sampling to meet
the line rates. It requires a large amount of traffic to provide
accuracy guarantee, whereas using Skipper provides accuracy
guarantee from the start and gradually improves throughput.

VIII. DISCUSSION

Our work is motivated by the increasing popularity of
NFV, which drives the need for efficient software-based
measurement techniques. We suggested a general black-box
acceleration approach that increases the throughput of existing
measurement algorithms for a variety of measurement tasks.
Specifically, we showed algorithms for per-flow frequency
estimation, per-flow volume estimation, L2-Heavy Hitters,
Hierarchical Heavy Hitters, and for Universal Monitoring
(UnivMon). Further, UnivMon is a unified sketch that concur-
rently solves a broad set of measurement problems including
Count Distinct, Entropy, and Change Detection.

Our approach is based on non-uniform sampling where the
sampling probability is dynamically adjusted as the measure-
ment progresses, which has distinct advantages over uniform
samples. For per-flow frequency estimation, our method sam-
ples asymptotically fewer packets than the uniform sampling
method provided by applied tools such as sFlow [18] and
sampled Netflow [17]. In the per-flow volume estimation
problem, the accuracy of uniform samples depends on the
packets’ size variance which is an uncontrollable and workload
dependent parameter. In contrast, our method has no such lim-
itations. Further, it is a strict improvement of a previous non-
uniform method [29] as it allows for more flexible sampling
probabilities. Markedly, by accelerating UnivMon, our work
allows for faster measurements for counting distinct elements
and entropy – two problems that do not to admit any constant
factor approximation given a uniform sample [7]! That is the
use of non-uniform samples allows us to accelerate metrics
that cannot be approximated from uniform samples.

We implemented a prototype of our algorithm for the fun-
damental problem of per-flow frequency estimation problem,
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presented rigors mathematical analysis and an extensive evalu-
ation over real packet traces. We also extended Open vSwitch
(OVS) to quantify the throughput increase obtainable by apply-
ing our approach for software measurement. Our results show
that by switching to the accelerated variants, the measurements
throughout overheads are reduced 5-fold to mere 4%.

Our work allows maximum code reuse of legacy algorithms.
Specifically, we use the existing code as a black-box without
requiring fundamental changes. This capability is likely to
shorten development time, testing time and integration time.
We believe that it makes our method accessible for many
network applications. Finally, we released our code as an open
source library [52] to benefit the community.
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