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Abstract. In recent years, overlay networks have emerged as an attractive alternative for supporting value-added services. Due to the difficulty
of supporting end-to-end QoS purely in end-user overlays, backbone overlays for QoS support have been proposed. In this paper, we describe a
backbone QoS overlay network architecture for scalable, efficient and
practical QoS support. In this architecture, we advocate the notion of
QoS overlay network (referred to as QSON) as the backbone service domain. The design of QSON relies on well-defined business relationships
between the QSON provider, network service providers and end users. A
key challenge in making QSON a reality consists of efficiently determining routes for end user QoS flows based on the service level agreements
between the QSON provider and network service providers. In this paper,
we propose and present a scalable and distributed QoS routing scheme
that can be used to efficiently route end user QoS flows through QSON.
We demonstrate the effectiveness of our solution through simulations.

1

Introduction

With the dramatic advances in multimedia technologies and the increasing popularity of real-time applications, Quality of Service (QoS) support in the Internet
has been in a great demand. However, due to many historical reasons, today’s Internet primarily provides best-effort connectivity service. To enhance the current
service model to provide QoS, researchers have proposed many seminal architectures represented by IntServ and DiffServ Unfortunately, realizing these QoS
architectures in the Internet is unlikely to be feasible in the long run. In addition,
there are no appropriate economic models for these architectures: although some
ISPs might be interested in providing QoS in their own domains, there are no
strong incentives for them to support QoS for users in other domains who are
not their customers.
In the past few years, overlay networks have emerged as an alternative mechanism for supporting value-added services such as fault tolerance, multicasting,
and security [3, 5, 12]. Many of these overlays are end-user overlays, namely,
overlays are constructed purely among the end hosts without support from intermediate nodes. Due to the difficulties of supporting end-to-end QoS purely
in end-user overlays, some recent work [7, 9, 15, 13, 16] proposes using backbone

overlays for QoS support, where overlays are managed by a third party provider
such as an ISP.
In this paper, we adopt the approach of backbone overlays, and present a
QoS overlay network architecture for scalable, efficient and practical QoS support. In this architecture, we advocate the notion of a QoS overlay network
(referred to as QSON) as the backbone service domain. The design of QSON
relies on well-defined business relationships between the QSON provider, network service providers (i.e., the underlying network domains which we also refer
to as underlying ISPs for short), and end users: the QSON provider provisions
its overlay network according to end user requests, purchases bandwidth from
the network service providers based on their service level agreements (SLAs),
and sells its QoS services to end users via service contracts. A key challenge in
making QSON a reality consists of efficiently determining routes which satisfy
the QoS requirements of end user flows based on the SLAs with the underlying
ISPs. In a QSON, a QoS flow will routinely straddle multiple domains. Thus,
existing QoS routing techniques which are designed primarily for flows within
a single a domain may not be applicable in QSON. In this paper, we present
a scalable and distributed QoS routing scheme that can be used to efficiently
route end user QoS flows through QSON. We demonstrate the effectiveness of
our solutions through simulations.
The layout of the paper is as follows. Section 2 describes the QSON architecture and discusses its main characteristics and advantages. Section 3 describes
the routing scheme for QSON and provides a formal analysis of the scheme. Section 4 presents the simulation results to evaluate the scalability of the scheme.
Section 5 provides an overview of the related work in the areas of QoS architectures and QoS routing. Section 6 offers concluding remarks and directions for
future research.

2

QoS Overlay Network Architecture

In this section, we describe the QoS overlay architecture for scalable, efficient,
and practical QoS support. In this architecture, a QSON (QoS Overlay Network)
is constructed as the backbone service domain, which consists of many strategically deployed proxies by the QSON provider. The overlay paths between proxies
are composed based on the SLAs between the QSON provider and the underlying
ISPs. Outside the QSON, end hosts in access domains subscribe to the QSON by
connecting to some edge proxies advertised by the QSON provider. A high level
illustration of QSON is shown in Fig. 1. Though QSON is an overlay network
across multiple domains, it is actually a single logical domain from the end user
point of view. End user flows are managed by QSON, and the underlying ISPs
only see “aggregated” flows traversing overlay paths.
2.1

Physical Network Structure

The underlying physical network structure from which QSON will be constructed
is composed of multiple domains, each of which is managed by an underlying
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Fig. 1. The QSON Architecture.

ISP. QSON proxies are strategically deployed between domains, and each proxy
may belong to multiple domains. We refer to non-proxy nodes as internal nodes.
Internal nodes can only be linked to nodes (internal nodes or QSON proxies)
within its domain, whereas a QSON proxy can be linked to nodes in all the
domains it belongs to. For example, in Fig. 1, QSON proxy P2 belongs to both
domain D1 and domain D2 . We refer to domains hosting end users as access
domains, such as domains D0 , D6 , D7 , and other domains used for data delivery as transit domains, such as D1 through D5 . The QSON proxies in access
domains are called edge proxies, which are usually advertised to end users by
the QSON provider. In addition, we refer to the edge proxy in the source (or
destination) access domain as source (or destination) edge proxy. Furthermore,
the two proxies in a transit domain along a path from the source to the destination are referred to as ingress proxy and egress proxy. As shown in Fig. 1, if a
connection originates in access domain D0 and terminates in access domain D6 ,
P1 is a source edge proxy, and P7 is a destination edge proxy. Also, P1 and P2
are respectively the ingress and egress proxies for domain D1 .
2.2

QSON Logical Network Structure

In order to route end user QoS flows through the QSON, for each domain
the QSON provider needs to know about the possible alternate paths between
ingress/egress proxy pairs and the amount of bandwidth available on each one of
these paths, which can be obtained from the SLAs negotiated between the QSON
provider and the underlying ISP. Note that the QSON provider does not need
to know the underlying topology. The logical view of the QSON thus consists of
paths between pairs of proxies in each domain, and each path may be annotated
by the bandwidth allocated by the ISP to the QSON. It is worth pointing out

that the ISP may also provide some other information about the quality of the
paths, such as the number of hops, which can be used by the QSON provider to
guide the selection of one path if multiple suitable paths exist. Generally speaking, the more information available for the possible paths in ISP domains, the
better QoS support can be provided by the QSON provider to the end users. In
later sections, for the ease of presentation, we mainly use the bandwidth metric
along with the number of hops to demonstrate our routing scheme. We have
also investigated how the QSON can be incrementally deployed in the current
“best-effort” Internet using the metrics of delay/jitter, bandwidth capacity, etc.
and implemented a prototype system in PlanetLab. Due to space limit, we will
not present these results in this paper. Interested readers can find more in our
technical report [6].
2.3

Network State in QSON

The QSON uses the bandwidth allocated along the paths between the proxies
to route end user QoS flows. As end user flows arrive and depart, the amount
of available bandwidth along each one of the paths between the proxies changes
dynamically. To handle such dynamic situations, each QSON proxy maintains
the amount of available bandwidth on all the paths to other proxies in the same
domain. Each proxy also stores a list of logical paths to the proxies in other domain(s). A logical path between the pair of proxies which do not belong to the
same domain consists of a sequence of proxy nodes. To limit the amount of information to be maintained, the QSON provider can eliminate some “lengthy” paths
by defining an appropriate management policy. It is usually useless to maintain
very lengthy paths: the end-to-end delay may become too long and end users
may not be satisfied with the service even though the available bandwidth meets
the basic request. For example, in Fig. 1, proxy P1 may know about the following logical paths P1 P2 P4 , P1 P2 P4 P7 , P1 P3 P5 , P1 P3 P5 P6 , P1 P3 P5 P6 P7 , P1 P3 P8 ,
P1 P3 P8 P6 , and P1 P3 P8 P6 P7 . However, the paths P1 P3 P5 P6 P4 and P1 P3 P8 P6 P4
may be eliminated, since these paths have twice the length (in terms of the
number of logical hops) of the shortest logical path P1 P2 P4 . Thus, the QSON
provider can pre-define a logical path length threshold lpth . For a logical path
between two proxies PA and PB , if its length is bigger than d(1 + lpth ), where d
is the length of the shortest logical path between PA and PB , then this logical
path is eliminated from PA and PB .
2.4

Advantages of QSON

The QSON architecture combines the benefits from overlay networks and QoSaware IP networks. On the one hand, it does not require the global deployment
of QoS-aware routers. On the other hand, it can take advantage of the information obtained from intermediate nodes (proxies) to facilitate QoS support. In
addition, it offers many other advantages. First, unlike end user overlays (which
can only support one application), a QSON provider can support a variety of
applications simultaneously. This provides an additional incentive for ISPs to

adopt QSON. Second, it simplifies the management of resources in the underlying networks, since network service providers only need to provide services to a
limited number of QSON providers instead of millions or billions of individual
users. This is facilitated because QSON decouples the end user service management and network resource management. This level of traffic aggregation, in the
long run, will make IntServ-like architectures practical.

3

Routing in QSON

In this section, we describe a distributed and scalable routing scheme, which is
based on a probing technique, to efficiently route end user QoS flows in QSON.
3.1

Description of the Scheme

An end user QoS flow originates at the source node in the source access domain,
traverses one or more QSON proxies in the transit domains, and terminates at
the destination node in the destination access domain. In order to route such
a QoS flow, an end-to-end path which satisfies the QoS constraints is obtained
by composing the paths through the source and destination access domains and
one or more transit domains in the QSON as explained below. In this section,
we assume that the end user flow expresses its QoS constraints in terms of
bandwidth for the purpose of demonstration.
Routing in Source Access Domain: To route an end user QoS flow, the
source node forwards probes along all the existing paths to the source edge proxy
within its domain. These probes are loaded with the bandwidth constraints of
the flow. Each probe computes the bottleneck bandwidth of the path it traverses
in the forward direction. Therefore, for each path between the source node and
the source edge proxy, a probe will reach the source edge proxy. The source edge
proxy then selects a suitable path that has sufficient bandwidth to satisfy the
constraints of the connection. If multiple suitable paths are available, then one
can be selected either randomly, or based on other criteria such as the number
of physical hops along the path, or the actual bottleneck capacity of the path.
Routing Across Transit Domains: Departing from the source access domain,
the probe is forwarded by the source edge proxy to other proxies in the same
domain. The proxies chosen to forward the probes are such that they lie along
the possible multi-domain logical paths leading to the destination edge proxy. To
choose the possible multi-domain paths, we suggest a criteria of coarse-grained
delay threshold based on the user request (especially if the user has explicit
delay requirement): for a possible multi-domain logical path, the number of
logical hops should not exceed the specified delay threshold. In this manner, the
overhead incurred in forwarding the probe on paths that may not satisfy the
user requirements is reduced. Before forwarding the probe to the next proxy,
the source edge proxy composes the bandwidth of the path carried by the probe
with the bandwidth of a suitable path between itself and the next proxy, and
loads the probe with this bandwidth. A suitable path in a transit domain can be

selected based on criteria similar to those described for the selection of a path
in the source access domain. If no path between the chosen ingress/egress proxy
pair has sufficient bandwidth to satisfy the requirement, the probe is pruned and
not forwarded further. Otherwise it is forwarded to the next proxy along the
selected path. This continues until the probe reaches the destination edge proxy.
Note that, starting from the source edge proxy, it may be likely that multiple
possible logical paths leading to the destination edge proxy exist and these paths
share a common portion at the beginning. For example, in Fig. 1, P1 P3 P5 P6 P7 ,
and P1 P3 P8 P6 P7 share the first logical link P1 P3 (for the case when P1 is the
source edge proxy, and P7 is the destination edge proxy). In this case, the probe
is forwarded only once along the shared path. This technique is called probe aggregation, which aids in the reduction of the overhead associated with forwarding
the probes.
In summary, for each domain along a possible logical path, the ingress proxy
forwards the probe to the egress proxy in the domain. Before forwarding the
probe, the ingress proxy updates the bandwidth of the path carried by the probe
with the bandwidth of a suitable path between itself and the egress proxy.
Routing in Destination Access Domain: When a probe reaches the destination edge proxy, it carries the bandwidth of a path between the source node
and itself. The destination edge proxy then forwards the probe to the destination node along all the possible paths (probe flooding as in the source access
domain). After receiving the probes, the destination node then selects a path
based on the QoS metrics of the path(s) (i.e., the bottleneck bandwidth) and
the bandwidth requirement of the connection.
3.2

An Illustrative Example

We explain the QSON routing scheme described above with the help of an example. Referring to Fig. 1, we consider a flow originating at the source node Ns in
domain D0 which is to be routed to the destination node Nd in domain D6 . The
QoS constraints of the flow are expressed in terms of the required bandwidth,
say b units. In order to route this flow, the source node Ns floods probes along
the path Ns R0 R1 towards source edge proxy P1 . At node Ns , the bandwidth
of the path Ns R0 is compared with b units, and since this bandwidth is higher
than b units, the probe is forwarded to node R0 . At node R0 , the bandwidth of
the path Ns R0 R1 is composed, and upon determining that it is greater than b
units, the probe is forwarded to node R1 . The same process is repeated at node
R1 , and the probe is forwarded to the source edge proxy P1 .
At proxy P1 , three possible paths which satisfy the pre-specified delay threshold exist to the destination edge proxy P7 : P1 P2 P4 P7 , P1 P3 P5 P6 P7 , and P1 P3 P8 P6 P7 .
For the first path, proxy P1 composes the bandwidth of the path Ns R0 R1 P1 with
the bandwidth of the path between itself and P2 , finds that the bandwidth of
the entire path Ns R0 R1 P1 P2 to be greater than b units and hence forwards
the probe to proxy P2 . The second and the third paths share a common egress
proxy P3 . As a result, a single probe is forwarded to proxy P3 by proxy P1 upon
determining that the bandwidth of Ns R0 R1 P1 P3 is greater than b units.

For the first path P1 P2 P4 P7 , when the probe reaches proxy P2 , P2 determines that the path between Ns and P4 satisfies the bandwidth constraints and
forwards the probe to proxy P4 . For the second and third paths, however, the
probe is pruned because the bottleneck bandwidth of the paths between P3 and
the egress proxies P5 and P8 is not sufficient.
The probe that reaches proxy P4 continues to traverse to the destination
proxy P7 . When a probe reaches the destination proxy P7 , probes are once again
flooded to the destination node Nd along all the existing paths.
3.3

Correctness and Complexity Analysis

Complexity Analysis Given an overlay network G = (V, E), where V is the
set of QSON proxies, and E is the set of logical links connecting QSON proxies.
Let |V | = n and |E| = m. For each logical link ei ∈ E (1 ≤ i ≤ m), it is
assigned a value phi , which represents the number of physical paths connecting
the two QSON proxies of ei . We assume phi is bounded by phB . The diameter
of G, i.e., the length of the longest shortest logical path between any pair of
QSON proxies, is represented by D. Further, we denote the pre-defined logical
path length threshold (compared with the shortest logical paths) as lpth and the
maximum number of logical paths between any pair of proxies as W .
In the proposed QSON routing scheme, for any end user QoS flow, the number
of probe messages can be bounded by W D(1 + lpth ), where D(1 + lpth ) denotes
the maximum length of a logical path. To set up a reference point, we choose
an intuitive inter-domain QoS distributed routing scheme, in which probes are
flooded along all paths across the domains. We refer this approach to as all-pathflood inter-domain distributed routing or all-path-flood routing in short. In this
D(1+lpth ) 3
algorithm, the number of probe messages has an upper bound of W phB
.
This simple analysis demonstrates the dramatic difference between these two
schemes: the control message overhead of the QSON routing scheme increases
much more slowly to the delay threshold lpth than that of the all-path-flood
routing scheme. Note that the probe messages included here are only those inside
QSON, i.e., in transit domains, and they do not include probe messages in access
domains, which are actually the same for both QSON routing and all-path-flood
routing. In fact, in QSON routing, the probe overhead can be reduced further
by employing probe aggregation and pruning techniques. In Section 4, we will
evaluate the scalability of QSON routing using simulations.
Correctness Analysis Claim 1: Given the logical path length threshold lpth ,
if there exits one path lp1 which satisfies the end user request (say, b units of
bandwidth), then QSON routing will find at least one suitable path.
This claim can be easily proved as follows: If we assume QSON routing can
not find any path for the end user QoS flow, then the probe along the path lp1
3

Various techniques have been developed to improve the performance of the all-pathflood routing algorithm. However, unless a similar hierarchical routing structure to
that of QSON is adopted, its routing overhead can not be reduced significantly by
orders of magnitude.

must have been pruned (probe pruning is the only possible exit point for a probe
before reaching the destination). However, according to the given property: lp1
satisfies the end user request, i.e., the bottleneck bandwidth along lp1 is greater
than b. In order words, the probe cannot be pruned along the path lp1 , as it
conflicts with the above premise. Thus, QSON routing will find at least one
suitable path.

4

Performance Evaluation

In this section, we evaluate the scalability of QSON routing via simulations.
We compare QSON routing with all-path-flood inter-domain distributed routing. Further, we investigate how the probe aggregation and pruning techniques
help to improve the performance.
4.1 Simulation Settings
We implement the QSON routing in a simulator built using C++. In the simulations, we use two types of network topologies, a real AT&T backbone network
with 120 nodes [1] and 10 random networks with 100 nodes generated using the
Waxman model [17]. Each node in the topologies represents a proxy, and each
edge denotes a logical link between two proxies in the same domain. We use the
delay threshold lpth to compute the logical paths: a logical path from a source
proxy to a destination proxy should be no more than lpth logical hops longer
than the shortest logical path between them. We vary the delay threshold from
0 to 4 logical hops.
We assume that the number of physical paths connecting two neighbor proxies follows a uniform distribution in the range of [1, 10]. To evaluate the effectiveness of the probe pruning technique, we set the available bandwidth between
two neighbor proxies to be uniformly distributed between 1 and 20 units. Unless
otherwise specified, an end user QoS flow requires 10 units of bandwidth. For
each topology, we generate 1000 QoS flows in each simulation run. For each flow,
the source and the destination are chosen randomly from all the nodes in the
network. We conduct 1000 simulation runs by varying the available bandwidth
of the logical paths. The results are averaged over the 1000 runs.
We use control overhead as the performance metric to evaluate the scalability
of QSON routing. It is defined as the total number of logical hops that probes
traverse. The lower the control overhead, the less the consumed bandwidth, and
hence the more efficient the scheme.
4.2 Results and Analysis
We conduct three sets of simulation experiments to examine the performance of
QSON routing, the probe aggregation and pruning techniques, respectively.
QSON routing We plot the results of QSON routing without probe aggregation and pruning vs. all-path-flood routing (denoted as “Non-QSON”) for the
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AT&T backbone and Waxman topologies in Fig. 2 and 3, respectively (Note
that the control overhead is plotted in the log scale). These two figures show
the same trends. First, it is clear that QSON routing effectively reduces the control overhead by sending only one probe between every involved ingress/egress
pair. For instance, when the delay threshold is 4, QSON decreases the control
overhead from 3.20 × 109 to 848 in the AT&T topology, and from 2.2 × 1011 to
1166 in the Waxman topologies, both corresponding to more than 99% overhead
reduction.
Second, as the delay threshold increases, more logical paths between neighbor
proxies become eligible. Consequently, both routing schemes result in a higher
control overhead. However, comparing the increasing trend of the two curves
in each figure, we observe that the overhead of all-path-flood routing grows
almost exponentially with the delay threshold, whereas that of QSON routing
grows much less rapidly. This difference is caused by the uncontrolled flooding
involved in the former scheme, and it is indeed consistent with our analysis in
Section 3.3.
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Probe Aggregation The results of QSON with and without the probe aggregation technique in the AT&T topology are shown in Fig. 4. This figure demonstrates that probe aggregation helps reduce the control overhead of QSON routing. In addition, the reduction in the overhead increases with the delay threshold, since more logical paths are likely to share a larger common portion at the
beginning of these paths. For example, when the delay threshold is 0, probe aggregation reduces the control overhead by less than 10%; when the threshold is
raised to 4, it decreases more than half of the overhead. The results for Waxman
graphs are similar and thus are not shown here to save space.
Probe Pruning Fig. 5 illustrates the benefit of using the probe pruning technique in the AT&T backbone when the QoS flows require 10 units of bandwidth.
Obviously, this technique improves the performance of QSON routing with respect to control overhead: when the delay threshold is varied, probe pruning
consistently decreases the overhead by more than 70%. Furthermore, this benefit becomes very distinguished when the delay threshold is higher: approximately
85% of the control overhead is reduced at a delay threshold of 4. In this case, the
logical paths tend to go through a larger number of proxies and it is more likely
that some portions of these paths can be pruned due to bandwidth deficiency.
Summary The results of our simulations reported in this section indicate that
QSON routing generates significantly less control overhead than all-path-flood
routing. In addition, both the probe aggregation and pruning techniques are
very effective in further reducing the control overhead, especially when the delay
threshold is high.

5

Related Work

In this section, we briefly review some related QoS overlay architectures and
QoS routing schemes along with their pros and cons.
5.1 QoS Overlay Architectures
Recently, overlay networks are proposed to support value-added services without
making changes to network routers. End-user overlays rely on end systems to
implement QoS features. For example, Resilient Overlay Networks (RONs) are
proposed to detect and recover from Internet path failures by actively monitoring the quality of overlay links and routing packets based on application-specific
metrics [3]. The Spine architecture applies TCP-like loss recovery and congestion control on each overlay link to reduce the latency and jitter of reliable
connections [2]. Though highly flexible, end-user overlays usually cannot provide end-to-end QoS guarantees, since they normally cross many uncontrolled
intermediate domains. Moreover, it is difficult to design an effective economic
model for ISPs to adopt end-user overlays.
To solve these problems, backbone overlays managed by third party providers
are advocated. Some example proposals are Service Overlay Network or SON [7],

OverQoS [15], QRON [13], and QUEST [9]. Unlike QSON, which well combines
the benefits of overlay networks and QoS-aware IP networks, these proposals either assume the guaranteed services from underlying networks, such as SON [7],
QRON [13], and QUEST [9], or try to infer the statistical bandwidth and loss
rate assurance along overlay links, e.g., OverQoS [15]. Moreover, none of these
proposals addresses the QoS routing issue in backbone overlays, which in fact is
the main problem of this paper.
5.2 QoS Routing
QoS routing techniques can be categorized into source routing and distributed
routing. In the former case, the source node is responsible for determining a
suitable path by applying graph algorithms to the link state information stored
at the source node [4]. A link state protocol is used to broadcast link state information through the network, which consumes an enormous amount of resource.
On the other hand, distributed routing is achieved by probe flooding, where the
source node floods probes towards the destination node searching for suitable
paths [4]. If multiple suitable paths satisfying the constraints exist, then the
shortest path is chosen to reduce delay and the probability of path degradation.
When used for inter-domain routing in large networks, the overhead associated with source and distributed routing is even aggravated. Aggregation techniques for source routing have been proposed to alleviate this issue [11], but it
may lead to inaccuracies, crankback, and reaggregation [10, 8]. The scalability
of inter-domain routing via probe flooding can be improved by precomputing
only the shortest paths [14]. However, even the number of shortest paths in the
case of a large network is likely to be very high. When a QoS flow is to be
routed through QSON, it will typically cross multiple domains. If aggregation
techniques are used, they will lead to inaccurate and sub-optimal solutions especially when the resource availability is low. If distributed routing via probe
flooding is to be used, then flooding probes across all the possible paths will
consume resources that could be otherwise used for supporting additional flows.
Due to these reasons, the existing QoS routing techniques cannot be used for
routing end user flows through QSON.

6

Conclusions and Future Work

In this paper, we presented a backbone QoS overlay network (QSON) architecture for scalable, efficient and practical QoS support. The major contributions
of this paper can be summarized as follows. (1) We advocate backbone overlays
for scalable QoS support, and present an integrated QSON architecture which
involves access domains and transit domains. (2) We propose a scalable and
distributed QSON routing scheme, which can reduce the probe overhead significantly compared with all-path-flood routing. (3) We conduct simulations to
evaluate the performance of QSON routing, and the results show that its probe
overhead is significantly reduced by more than 99% in the simulated scenarios.

We plan our future work in the following two directions. (1) Network design
for QSON: In this paper, we assume the overlay network is known. We do not
consider the overlay network design, i.e., where to place proxies and which logical
links to select. Clearly, overlay network design for QSON is a challenging issue to
investigate. (2) Comparison with various multihoming proposals: Multihoming
route control is closely related to overlay routing. It is worth investigating how
QSON performs compared with multihoming routing schemes.
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