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Abstract—The dynamic nature of the wireless channel
poses a challenge to services requiring seamless and uniform
network quality of service (QoS). Self-healing, a promis-
ing approach under the self-organizing networks (SON)
paradigm, and has been shown to deal with unexpected
network faults in cellular networks. In this paper, we use
simple machine learning (ML) algorithms inspired by SON
developments in cellular networks. Evaluation results show
that the proposed approach identifies the faulty APs. Our
proposed approach improves throughput by 63.6% and re-
duces packet loss rate by 16.6% compared with standard
802.11.

I. INTRODUCTION

Self-Organizing Networks (SON) is a promising au-
tomation technology used to simplify planning, con-
figuration, optimization and healing. The 3rd Genera-
tion Partnership Project (3GPP) has included SON as
part of recent standards of mobile communications net-
works such as Long Term Evolution(LTE). The SON
paradigm has outlines a set of principles and concepts
to add automation to cellular networks requiring lower
maintenance than traditional networks while improving
QoS [1].

In this paper, we use machine learning algorithms to
achieve self-healing in Wi-Fi networks. Several simple
algorithms such as K-nearest neighbor (KNN), Support
Vector Machine (SVM) and Local Outlier Factor (LOF)
are used to detect and locate faulty APs based on the
AP energy information in a typical campus Wi-Fi net-
work. Upon detection of a faulty AP, a central controller
retrieves the neighbor APs information from neighbor
list to trigger handover for network compensation.

II. BACKGROUND AND RELATED WORK

Algorithmic solutions to QoS in Wi-Fi have appeared
in the literature at least a decade ago [11], [12]. The
increasing popularity of machine learning techniques
have seen researchers applying them for optimizing self-
healing processes over wireless networks. Xue et al. [2]
built a cell outage detection (COD) method based on
the K Nearest Neighbor (KNN) algorithm while Zhang
et al.[5] used another approach called improved local
outlier factor (LOF) algorithm (M-LOF) to detect the

cell outage based on the number of Incoming Handover
(inHO) statistics in heterogeneous network. Simulation
results showed that using the inHo data is more reliable
than the traditional method using Manual Drive Tests
(MDT) measurement data.

The KNN and LOF algorithms for COD are compared
in [13]. It is observed that KNN outperforms LOF in
terms of speed and reliability since LOF can sometimes
misclassify normal cells.

Diffusion maps (DM) is proposed by Chernogorov et
al. [4] for dimensionality reduction whereby an unsu-
pervised K-mean clustering algorithm is employed for
further distinction between normal and abnormal data
samples. The authors in [3] build upon [4] and use a
dynamic clustering algorithm called Dynamic Affinity
Propagation (DAP) algorithm to detect the anomaly cells.
This DAP algorithm is better than the approach used
in [2] and [4] because it does not require prior labeled
training data as reference so as to save the storage of
self-healing module.

Feng et al. [6] present a COD mechanism based on
BP neural network to automatically detect outage cell
and apply the differential evolution (DE) algorithm to
improve the performance of standard Back Propagation
(BP). The simulation results demonstrate that the pro-
posed approach is more efficient and accurate compared
with the standard BP algorithm.

The summary of the comparisons of self-healing de-
tection and compensation are given in Table I and II,
respectively. We give comparison of different solutions
and their features. The method indicates the machine
learning type. The detailed approach is described in
sub method. The performance metrics show the key
performance information used in each approach. We also
summarised both advantages and drawbacks of different
approaches.

Based on the analysis in Tables I and II, we adopt the
KNN classification as the detection algorithm because it
is with high accuracy. At the same time, KNN is a lazy
learning method that requires zero training time because
the training instance is simply stored [14]. To be more ex-
act, the KNN does not assume any underlying statistical
model thus the training phase is fast and accurate thus978-3-903176-15-7 c© 2019 IFIP
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TABLE I: Summary of Self-healing detections
Solution Method Sub method Performance metrics Advantages Drawbacks

Outage Detection

Supervised learning KNN[2] RSRP, SINR Simple, Accurate Ambiguity in determining “k”
Unsupervised learning DAP[3] RSRP, RSRQ, CQI Automatically classify clusters Quadratic computational cost
Unsupervised learning K-means [4] RSRP, RSRQ, CQI, handover attempts Simple Ambiguity in determining “k”
Unsupervised learning LOF[5] inHO Simple Misclassify normal cell
Unsupervised learning Neural Networks[6] RSRP, RRC, DCR, HO, BCR Accurate Complicated

TABLE II: Summary of Self-healing compensations
Solution Method Sub method Performance metrics Advantages Drawbacks Optimization objective

Outage Compensation

Heuristic Immune Algorithm[7] SINR Fast compensation Sensitive to initial parameters Coverage and quality
Heuristic Genetic Algorithm[8] Capacity Immunity to initialization Long time to converge with large data Capacity unilization

Unsupervised learning Neural Networks[9] Bandwidth signal, servers status signals lower mean square error Complicated Spectral efficiency
Reinforcement learning Fuzzy-logic based RL[10] SINR Online learning Complicated Coverage

is suited for Wi-Fi network outage detection.

III. PROPOSED APPROACH

In this section, we detail our proposed self-healing
approach for Wi-Fi networks. The proposed approach
leverages the ideas from Software Defined Network
(SDN) by using an AP controller (APC) to collect the
measurement data from all APs. The AP controller uses
the OpenFlow 1.3 protocol [15] to communicate with
individual APs.

Measured AP data is polled periodically and recorded
in a table and stored the in APC. The neighbor APs
information of each AP which can be obtained based
the “Neighbor Report” mechanism specified in the IEEE
802.11k [16], [17] is saved in the table.

IV. SELF-DETECTION PROBLEM SETUP

In this section, a detailed description for the faulty AP
detection algorithms are presented. We first present the
problem formulation, and then introduce a supervised
learning algorithm (KNN) and unsupervised learning
(LOF) as solutions to the problem. Finally, we describe
the evaluation criteria to compare the performance of
KNN and LOF against the standard 802.11 performance.

A. Problem formulation

The aim of self-detection is to determine faulty APs
and allow the APC to handover on-going connections
to non faulty APs in the vicinity. This self-detection im-
proves the QoS through minimising throughput degra-
dation and packet loss during a handover.

Let Aj(ap) denote a set of APs in the network on the
jth TTI and Xj(n) denote the measured data of each AP
whereby AP is indexed by j such that 1 ≤ j ≤ n and
j ∈ Z+. The set of Aj(ap) and Xj(n) are expressed as
follows:

Aj(ap) = {apj,1, ..apj,k, ...apj,n}, apj,k ∈ N, (1)

Xj(n) = {xj,1, ..xj,k, ...xj,n}, (2)

where apj,k denotes the AP on the jth TTI with index k,
xj,k denotes the measurement data of apj,k and xj,k is a
three-tuple defined as:

xj,k = {APIDs, energys, APIDn1}, (3)

where APIDs denotes the serving AP, energys denotes
the remaining energy of the serving AP and APIDn1

denotes the first AP on neighbor list.
The real AP status include normal APs and faulty

APs. Therefore, the detection function can be defined as
follows:

y(xj,k) =

{
Normal if y(xj,k) ≤ θ
Faulty if y(xj,k) ≥ θ

, (4)

where xj,k is the measurement data reported by each
AP, threshold θ is used to learn the network behaviours
when an AP fault occurs, the results of y(xj,k) shows the
AP status.

The detection problem can be used machine learning
algorithm to predict the value y(xj,k), thus the loss
function can be defined as flows:

L(y(xj,k), f(xj,k)) =

{
0 if y(xj,k) 6= f(xj,k)

1 if y(xj,k) = f(xj,k)
, (5)

where f(xj,k) is the predicted value of AP status using
machine learning algorithm and y (xj,k) is the real value
of AP status.

The machine learning algorithms for the faulty AP
detection will be introduced in the following section.

B. Evaluation metrics
We use three metrics to evaluate machine learning

algorithms performance. The metrics include Precision-
Recall, F1 score and accuracy score.

Precision (P ) is defined as the number of true positives
(Tp) over the number of true positives plus the number
of false positives (Fp). Recall (R) is defined as the number
of true positives (Tp) over the number of true positives
plus the number of false negatives (Fn). These quantities
are also related to the (F1) score, which is defined as the
harmonic mean of precision and recall [18]: Precision (P )
is defined as follows:

P =
Tp

Tp + Fp
(6)

Recall (R) is defined as follows:

R =
Tp

Tp + Fn
(7)

The F1 score is defined as follows:

F1 = 2× R× P
R+ P

(8)
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The accuracy score function computes the accuracy,
either the fraction or the count of correct predictions. In
multilabel classification, the function returns the subset
accuracy. If the entire set of predicted labels for a sample
strictly match with the true set of labels, then the subset
accuracy is 1.0; otherwise it is 0.0 [18].

The fraction of correct predictions over nsamples is
defined as:

Accuracy(y, ŷ) =
1

nsamples

nsamples−1∑
i=0

1{ŷi=yi}, (9)

where ŷi is the predicted value of the i-th sample, yi
is the corresponding true value and 1 is an indicator
function.

V. EVALUATION

In this section, the performance of the proposed self-
healing approach using KNN algorithm is evaluated
compared with LOF and IEEE 802.11 standard.

A. Network setup

We implemented the proposed algorithms in ns-3
simulation.

TABLE III: Evaluation Parameters

Parameter Value Parameter Value
Sim. time (t) 3000s STA Speed 1m/s - 10m/s
Number of AP 12 APs separation 60m
Number of Nodes 1-35 ActiveProbing True
Standard 802.11k PacketSize 10000 byte
DataRate 50 Mbps AP power 46.0206dBm

B. Analysis of Results

At t = 35s, AP3 was set to sleep status and transmit
power was set to 0.1dBm to simulate hardware failures
for 10 seconds. During the sleep mode, there was no
energy consumption of AP3. We collected the remain-
ing energy logs of all APs every 10 TTIs to make the
temporal and spatial prediction.

1) Comparison of algorithms: In order to understand
the KNN algorithm well, we also compare the different
classification algorithms in Table IV. All three: KNN,
support vector machine(SVM) and Random forest are su-
pervised learning algorithms while K-mean and LOF are
unsupervised learning algorithms. The results show that
supervised learning can detects the abnormal APs with
a higher accuracy – KNN has the best performance with
accuracy at 99.28% and fast learning time of 0.01838s.

TABLE IV: Classifier comparison

Algorithms F-measurement Accuracy Learning time
KNN 0.99 99.28% 0.01838s
SVM 0.98 98.38 % 0.10421s
Random forest 0.98 98.38% 0.03901s
K-mean 0.57 56.87 % 0.04387s
LOF 0.92 88.35% 0.02832s

Fig. 1: Throughput for a typical 60s period.

2) Throughput: In Figure 1, we compared the through-
put of KNN with LOF and 802.11 standard, all nor-
malized to a maximum application level throughput
of 50 Mbps. There is no self-healing mechanism in
802.11 standard. The STAs associated with faulty AP
are disassociated when outage occurs in Wi-Fi networks
decreasing the average throughput by 37.4% (labeled as
802.11 in Fig. 1).

With the self-healing approach, all the machine learn-
ing algorithms show the improvement of throughput.
However, the average throughput of proposed KNN
method has been improved by 63.6% compared with
IEEE 802.11 standard while the average throughput of
LOF only improved by 57.9%. This is because KNN
detect the faulty AP faster than LOF and with high
accuracy.

3) Packet loss rate: When the AP is faulty, it causes
packet losses due to the momentary loss in connectivity.
In the results shown in Figure 2, we record and compare
the packet loss rate of KNN and LOF detection methods
with 802.11 standard as the STA speed increases from
2m/s to 6m/s.

The traditional 802.11 standard shows very high aver-
age packet loss rate at 22.1%. After the self-detection and
compensation for Wi-Fi networks, the average packet
loss rate of KNN has been reduced to 5.5%. The packet
loss rate of KNN is 16.6% lower than standard 802.11.
The line of KNN is more stable than other algorithms
such as SVM and random forest, which means the
KNN method is not affected by the speed changing
significantly. When the speed of STAs is slow, the SVM,
random forest and LOF show good performance as
KNN. However, when the speed of STAs increases, the
accuracy of other three supervised learning algorithms
decreases. Therefore, KNN is more suitable for the self-
detection in different Wi-Fi network scenarios.
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Fig. 2: Packet loss rate

4) Handover delay: Figure 3 shows the handover delay
vs. the average number of handover recorded. When the
number of handovers is low (1, 2 and handovers), all six
mechanisms achieve almost identical handover delays,
which is because there is no outage AP in the three
handovers. As the STAs continues to move to AP3, the
outage happens. As the number of handovers increases
(4, 5 and 6 handovers), KNN, random forest and LOF
achieve better handover performance. Although K-mean
detects the faulty AP at the fourth handover, STAs
lost connectivity after that because of lower detection
accuracy rate. The fourth handover of 802.11 is after
the outage restored. With five or more handovers, the
802.11 services is disconnected (hence no reading) while
KNN achieves the lowest delay among the five machine
learning algorithms.
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Fig. 3: Handover delay vs. average number of handovers
in a 3000s period.

VI. CONCLUSION

This paper proposed a self-healing method for Wi-
Fi networks to automatically detect the faulty APs and
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