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Abstract—Wi-Fi is widely used as an inexpensive way for
terminal service access, which brings a trend of Wi-Fi sharing.
However, the current Wi-Fi sharing mode has problems such as
low reliability and high cost. In order to cope with these problems,
this paper puts forward a decentralized Wi-Fi sharing mechanism
based on blockchain, including three sub-mechanisms of Wi-Fi
authentication, Wi-Fi sharing, and Wi-Fi usage charging. Specif-
ically, Wi-Fi owners first authenticate their Wi-Fi information
on the blockchain and only the authenticated Wi-Fi can be
connected. Then, the Wi-Fi users pay for the Wi-Fi usage through
the smart contracts. Finally, all transactions are registered on the
blockchain to ensure the security and reliability of Wi-Fi sharing
process. Simulation results show that the proposed mechanism
keeps a high Wi-Fi sharing success rate of more than 97 percent
at a high Wi-Fi request rate of 200 tps.

Index Terms—Blockchain, decentralized mechanism, Wi-Fi
sharing, Wi-Fi authentication, Wi-Fi charging

I. INTRODUCTION

Currently, the global Wi-Fi ecosystem consists of public Wi-

Fi and private Wi-Fi. Among them, public Wi-Fi is provided

by Wi-Fi merchants to their users and free of use. But it’s

hard to realize universal coverage due to high operating costs

without charging. So, more private Wi-Fi sharing should be

applied to increase Wi-Fi coverage and ease of use. However,

private Wi-Fi users are unwilling to provide their own Wi-Fi

to unknown people if the sharing is not profitable. So some

Wi-Fi sharing products appear, in which the central platform

charges for Wi-Fi usage and rewards the Wi-Fi providers.

But the problem regarding password leakage, information

asymmetry and opaque appear in centralized operation mode

for the central platform is not completely trustworthy. If the

Wi-Fi sharing mechanism is decentralized, the trust can be

decentralized. Therefore, there is a demand for a reliable

decentralized Wi-Fi sharing mechanism. At the same time,

an incentive method should be provided to encourage Wi-

Fi sharing and the security of Wi-Fi sharing should also be

ensured.

Motivated by the discussions above, several approaches have

been proposed to provide solutions. S. Kawade et al. have

proposed a paid Wi-Fi sharing mechanism to motivate private

Wi-Fi sharing in [1], and K. Nakauchi et al. have provided

a cloud-account-based Wi-Fi sharing method [2]. But they

both adopted a centralized operation mechanism which led

to information disclosure problem. To address the problem,
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we introduce the concept of blockchain. A blockchain is a

transaction database shared by all nodes participating in a

network based on a consensus protocol [3]. One key technical

feature is that it enables reliable transactions without a central-

ized management mechanism [4] even if there are unreliable

participants in the network [5]. For adopting a gossip peer-

to-peer (P2P) architecture, another great technical feature is

that the information of transactions can be accessed by every

peer which decentralizes the credibility. These properties make

the double-spending and data tampering difficult [5]. The

blockchain has recently attracted the interest of stakeholders

across a wide span of industries: from finance and healthcare,

to utilities, real estate, and the government sector [6]. Since

blockchain has great application prospects and excellent fea-

tures like transparency and security [7], we apply it in the

Wi-Fi sharing mechanism designing to implement secure and

reliable decentralized Wi-Fi sharing.

Based on blockchain, the Wi-Fi sharing process is decentral-

ized in which users can share Wi-Fi resources in a P2P manner.

Besides, the security of the Wi-Fi sharing and charging is

guaranteed by recording transactions on the blockchain. In

more detail, all kinds of Wi-Fi are encouraged to share for

compatibility firstly. Secondly, Wi-Fi is directly shared among

users in a P2P sharing network based on smart contract [8],

[9], the sharing system does not handle the keys to avoid

key leaking. Thirdly, to inspire more Wi-Fi sharing, the Wi-Fi

users reward the providers. Finally, the transactions generated

by P2P applications will be packaged to form new blocks

[10], thereby ensuring the transactions not be tampered with

even if there is no centralized platform with special privileges.

Although block generation may introduce some delay, the

experimental results in section V indicate that it can achieve

reliability with a tolerable delay. The main contributions of

the research are summarized as follows.

• This paper proposes a decentralized Wi-Fi sharing mech-

anism based on blockchain technology, which can guar-

antee the security and reliability of Wi-Fi sharing.

• We also propose to perform Wi-Fi charging transactions

for non-free Wi-Fis based on smart contracts to encourage

more Wi-Fi sharing while guaranteeing safety.

This paper is organized as follows: Section II reviews the

related work and discusses the use of blockchain in Wi-Fi

sharing. Section III presents the system model and section
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IV details the design and implementation of the proposed

blockchain-based Wi-Fi sharing mechanism. The evaluation

results are presented in Section V, followed by the conclusions

in Section VI.

II. RELATED WORK

Current Wi-Fi sharing mechanism faces problems like low

utilization, different Wi-Fi incompatibility, high cost and in-

secure Wi-Fi sharing, which has interested the researchers

recently. Several approaches have been proposed to provide

solutions.

L. Navarro et al. discussed the technological opportunities

of combining blockchain with Wi-Fi networks, the options

for pricing and investment models in [11]. Blockchains with

digital identities, claims, tokens and smart contracts enables

crowdfunding investment campaigns or direct peer transfers

[11]. What’s more, decentralised networking combined with

financial technologies allows building self-sustaining crowd-

sourced infrastructures [11]. In terms of organisational and

economic models, complementary perspectives were took into

consideration from the different alternative.

P. Antoniadis et al. proposed that blockchain could be

the underlying implementation solution for any alternative

currency in [12]. Then they advanced the work by exploring

two different ways through which an alternative currency

model could support an existing Community Network. Since

blockchains entail certain important threats, they discussed

separately recent blockchain solutions that are part of the

global cryptocurrency ecosystem.

[13] presented a model to enhance a specific collaborative

wireless sharing service. In order to exclude malicious users,

they used the SECURE model [13] for the collaborative Wi-Fi

sharing service. An appropriate cooperation incentive schema

was adopted to provide enough incentives for Wi-Fi sharing.

But it did not break the existing centralized Wi-Fi sharing

mechanism.

Motivated by existing researches, we integrate the league

blockchain into the design of the decentralized Wi-Fi sharing

mechanism. The blockchain works on authenticating the Wi-Fi

sharing and charging transactions to ensure system reliability

and security.

III. SYSTEM MODEL

Based on the analysis presented in the previous sections,

blockchain is introduced to provide a trusted environment for

Wi-Fi sharing. As shown in Fig. 1, there are three roles in

the network, the blockchain-based Wi-Fi sharing server, the

Wi-Fi sharer, and the Wi-Fi user. The Wi-Fi sharer is more

specifically divided into the public Wi-Fi sharer and the private

Wi-Fi sharer. Among them, public Wi-Fi can set the charging

rules as free, it is only propagated by the blockchain to be

visible to more users. Private Wi-Fi profits from charging

for others’ Wi-Fi usage via the blockchain. In addition, the

corresponding functions of the blockchain-based Wi-Fi sharing

server are realized by designing smart contracts.

In the Wi-Fi sharing process, Wi-Fi sharers register their

Wi-Fi information on the blockchain while providing Wi-Fi

resources, which will trigger the registration smart contract

to verify the sharers’ account information and the Wi-Fi

information. Then, the verified Wi-Fi information is registered

on the blockchain and the registration result is returned to the

sharer. All the Wi-Fi resources registered on the blockchain

are available to users. When there is a need for accessing

into Wi-Fi, the user sends the Wi-Fi connection request to

the blockchain including its favorite Wi-Fi’s SSID. Then, Wi-

Fi connection management smart contract is responsible for

establishing a P2P connection for the Wi-Fi sharer and the

user to exchange keys, it just monitors the key exchanging

process but does not handle the key. In order to reward

reliable providers with Wi-Fi resources [14], the Wi-Fi usage is

charged by charging smart contracts. Finally, transactions are

recorded in the blockchain which also contributes to credibility

[14]. The specific function implementation and smart contract

implementation will be introduced in the next section.

Private Wi-Fi Sharer

Registration Smart 
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Wi-Fi Connection 
Management Smart 

Contract

Wi-Fi Charging 
Smart Contract

2.Registration smart 
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5.Wi-Fi connection 
management smart 
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1.Register Wi-Fi 3. Return registration result

11. Time and cost 
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9.Wi-Fi connection 
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Fig. 1. Wi-Fi sharing based on blockchain.

IV. SYSTEM DESIGN AND IMPLEMENTATION

In this section, we will introduce the system design and

implementation by specifying the system function modules

and system business processes.

A. System Function Module

Fig. 2 presents the architecture of the proposed model,

which is categorized into the blockchain-based Wi-Fi shar-

ing server, the Wi-Fi sharing terminal, and the Wi-Fi using

terminal. The blockchain-based Wi-Fi sharing server acts as

an intermediary to authenticate the Wi-Fi sharers and the Wi-

Fi users. It propagates Wi-Fi resources from Wi-Fi sharers to

Wi-Fi users and charges for Wi-Fi usage according to the rules

set by Wi-Fi sharers. Next, we design functional modules to

realize functions of the three entities.
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Fig. 2. System function module division.

1) Blockchain-based Wi-Fi Sharing Server: The server can

be subdivided into six modules as Fig. 2. Among them,

account management, Wi-Fi authentication, Wi-Fi provision

and Wi-Fi charging module are implemented by designing

smart contracts. And transaction registration and encrypted

storage module are guaranteed by the nature of the blockchain.

The function of each module is detailed below.

• Account management: This module manages and verifies

account information. The account information includes

the account ID and the account key which will be verified

at the subsequent login, and the balance which is initially

set to be 0.

• Wi-Fi authentication: This module is responsible for

interacting with the Wi-Fi sharing terminal to register

Wi-Fi information on the blockchain. After receiving the

Wi-Fi registration request from the Wi-Fi sharer, the Wi-

Fi information is first authenticated and then registered

on the blockchain in encrypted storage.

• Wi-Fi provision: When receiving the Wi-Fi connection

request from the Wi-Fi user, this module establishes a

connection for the Wi-Fi user and the Wi-Fi sharer instead

of participating in key sharing. It issues a signature to the

Wi-Fi user which is used for the Wi-Fi sharer to verify

the identity of the Wi-Fi user. Only if the signature is

verified can the sharer provide the key.

• Wi-Fi charging: The payment module monitors users’ Wi-

Fi using time, and then the corresponding cost is deducted

from the Wi-Fi user’s account and transferred to the Wi-

Fi sharer’s account.

• Transaction registration: Wi-Fi registration, charging

transactions as mentioned above are broadcast to con-

sensus nodes by the blockchain. After the consistency

algorithm processing, the transaction becomes a valid one

and a new block is generated to confirm the transaction.

• Encrypted storage: The Wi-Fi information and transaction

data on the blockchain are encrypted by asymmetric

encryption, and only certain users with the private key

can access specific data.

2) Wi-Fi Sharing Terminal: The Wi-Fi sharing terminal is

the private mobile device or public base station which provides

available Wi-Fi. We divide the Wi-Fi sharing terminal into Wi-

Fi registration module and key provision module, which are

introduced below.

• Wi-Fi registration: When a Wi-Fi is first shared, this

module actively registers the Wi-Fi information on the

blockchain by sending a registration request including

Wi-Fi IP address, MAC address, SSID, network speed,

Wi-Fi GPS and charging rule.

• Key provision: This module monitors connection requests

from peer nodes in real time. After receiving the Wi-Fi

connection request, this module verifies the requester’s

signature to ensure that the requester is authenticated

by the blockchain. Then the Wi-Fi key is given to the

requester with valid signature in encrypted form. This

means that the blockchain only supervises key exchange

transactions but does not participate in key processing or

transmission, thus ensuring that only Wi-Fi sharers have

privacy and management rights to their own Wi-Fi.

3) Wi-Fi Using Terminal: Wi-Fi users access into Wi-Fi

through the Wi-Fi using terminal. For ease of use, Wi-Fi

selection, Wi-Fi request, and Wi-Fi seamless switching module

are designed for the Wi-Fi using terminal as follows.

• Wi-Fi selection: The Wi-Fi selection module selects a

suitable Wi-Fi from the available Wi-Fi list according to

the user preference. Users set preferences before logging

in to the client, which is, strong-signal-Wi-Fi preferred

or free Wi-Fi preferred.

• Wi-Fi request: This module connects to the Wi-Fi se-

lection module. After selecting a Wi-Fi, the Wi-Fi user

establishes connection with the Wi-Fi sharer to request

the Wi-Fi key. After the Wi-Fi sharer verifies the Wi-Fi

user’s identity, the Wi-Fi key is encrypted by the public

key and sent to the Wi-Fi user. At last, the Wi-Fi user

decrypts the Wi-Fi key with his private key.

• Wi-Fi seamless switching: If the user terminal switches

between different APs during the move, it needs to

constantly log in to connect to Wi-Fi. In order to avoid

this trouble, this module monitors the surrounding Wi-Fi

status in real time, and once the current Wi-Fi signal is

weakened, it notices the blockchain to get another Wi-

Fi information, thereby seamlessly switching to another

Wi-Fi.

B. System Business Process

Understanding the system function modules, the specific

workflow will be explained in this section. Two main events

in the system are Wi-Fi registration and Wi-Fi connection.
1) Wi-Fi registration: Wi-Fi registration workflow is dis-

played in Fig. 3 and the details are as follows.

• First, the Wi-Fi sharer logs in to the system via the

account ID and account password. After logging in, it

sets its charging rule to free or for a charge.

• Then the encrypted Wi-Fi information is sent to the server

to initiate a Wi-Fi registration request.

• After receiving a Wi-Fi registration request, the

blockchain authenticates the Wi-Fi resource by verifying

its security. Once the authentication is passed, it will be

registered as a digital asset by multiple block nodes on

the blockchain.
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• Finally, the registration transaction is broadcast to the

blockchain network for consensus. If the registration

transaction passes the consensus process, it will be

recorded in a new block. Then the blockchain returns

the Wi-Fi registration result.

Fig. 3. Wi-Fi registration workflow.

2) Wi-Fi connection: Fig. 4 presents the Wi-Fi connection

workflow, and the specific workflow is presented below.

• Wi-Fi request: The Wi-Fi using terminal selects the

most suitable Wi-Fi according to the user preference and

transmits the Wi-Fi connection request to the blockchain.

• Wi-Fi providing: After accepting a new Wi-Fi request

from the user, the blockchain sends the Wi-Fi information

to the Wi-Fi using terminal. The information is locally

formed into a Wi-Fi list according to the signal strength.

• Wi-Fi connection: Then the smart contract is called to

issue a signature to the Wi-Fi user and establish a P2P

connection between the Wi-Fi sharing terminal and the

Wi-Fi using terminal for key exchanging. In order to ver-

ify the Wi-Fi user’s identity, the Wi-Fi sharing terminal

verifies the signature. If the verification is passed, the key

is provided in encrypted form.

• Wi-Fi usage charging: Once the Wi-Fi is successfully

connected, the charging smart contract on the blockchain

begins to execute so that the Wi-Fi using terminal auto-

matically pays to the Wi-Fi sharers.

• Transaction certification: Blockchain broadcasts all the

transactions to other nodes. The nodes accepting the

transaction on the entire network execute the consensus

algorithm on the block. After passing the consensus

algorithm processing, the transaction becomes a valid

transaction and a new block is generated to confirm the

transaction.

V. EXPERIMENTAL RESULTS AND EVALUATION

Experimentally, so far, we implement the blockchain-based

Wi-Fi sharing system using Hyperledger Fabric [15] to write

smart contracts on the blockchain. It is an implementation of a

distributed ledger platform for running smart contracts. Lever-

aging familiar and proven technologies, it allows pluggable im-

plementations of various functions with a modular architecture

Fig. 4. Wi-Fi connection workflow.

[16]. The Fabric network is divided into four organizations,

each enables two peers. Each peer is installed on a x64 virtual

machine with 32 vCPUs. The PBFT [17]consensus algorithm

which is a classic distributed consensus algorithm that requires

at least 4 processing nodes is used for consensus.

A. Experimental Results

Fig. 5. Blockchain-based Wi-Fi sharing server demo.

For testing, we register some Wi-Fi information on the

blockchain. So through the server interface we can see all

registered Wi-Fi information arranged by registration time on

the blockchain as Fig. 5.

Users with Wi-Fi using clients can access to Wi-Fi. As

shown in Fig. 6, the client presents the user with a list

of available Wi-Fi information, and automatically selects the

strongest Wi-Fi named 402 for the user.

User account balance information are arranged by registra-

tion time as shown in Fig. 7. We choose dy and user2 account

to test, whose original balance are 10 and 40, as shown in Fig.

7(a). If the charging rule of dy is 1 token per minute, after

user2 connects to 402 whose account is dy for ten minutes, its

balance reduces to 30 while the dy user’s balance increases to

20 as Fig. 7(b). The experimental results show that the system

performs correctly.
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Fig. 6. Wi-Fi sharing client demo.

Fig. 7. Account information on blockchain.

B. System Evaluation

The system performance is measured by throughput, delay,

and success rate. Among them, throughput is the number of

transactions submitted to the ledger per second(tps), delay is

the blockchain response time, and success rate is the Wi-Fi

connection success rate.

We consider some parameters that have an impact on the

Wi-Fi connection service, such as the number of vCPUs

occupied by the server, the number of Fabric channels, and

the Wi-Fi request service arrival rate. Note that a channel is

a ”private” subnet of communication between several peers in

a Fabric [17]. Transactions on a Fabric channel are only seen

by peers and participants. Therefore, the channel implements

a degree of parallelism for transactions in Fabric. In our

experiment, the number of channels defaults to 4 and the vCPU

number defaults to 16. Next, we will discuss the effect of each

parameter on the system performance.

The relationship between request arrival rate and average

success rate is shown in Fig. 8. When the Wi-Fi request

arrival rate increases, the average success rate drops slightly.

This is because a Wi-Fi request contains multiple invoke and

query operations. High concurrency may bring a slight error

rate, but no more than 5 thousandths. In addition, Fabric with

8 channels has a higher average success rate than 4 and 2

channels, indicating that multiple channels improves system

concurrency.

Fig. 9. compares the average success rate for different vCPU

numbers with request arrival rates of 100 tps, 120 tps and 140
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Fig. 8. Wi-Fi request arrival rate and the average success rate of Wi-Fi
requests.
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Fig. 10. Wi-Fi request arrival rate and the response delay.

tps. As the number of vCPUs occupied by nodes increases,

the system achieves a higher average success rate. When the

number of vCPUs is less than the number of channels and the

service arrival rate reaches the saturation point, the average

success rate is slightly lower. For example, in the case of one

vCPU allocated, the average success rate is only 85.5 percent.

Therefore, realizing parallelism by assigning at least one vCPU

to each channel ensures higher quality of service.

In Fig. 10, when the arrival rate is below the saturation

point, as the arrival rate increases, the delay increases slightly.

But when the arrival rate is near or above the saturation

point, the delay increases significantly as the Wi-Fi arrival
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rate increases. This is reasonable because the transactions

wait longer in the waiting queue. What’s more, the fewer

the number of channels, the faster the transaction processing

volume reaches the saturation point. Fabric with 8 channels

arrives at the saturation point at 140 tps while Fabric with 2

channels reaches the saturation point at only 100 tps. So it is

recommended to open multiple channels to increase parallel

processing to reduce latency.

Considering the effect of vCPUs, Fig. 11. compares the

relationship between response delay and vCPU number. When

there are only one vCPU, the processing delay even exceeds

4500 milliseconds. With an increase in vCPU number, the

service delay decreases as expected. Due to that the more

vCPUs, the higher the ability to process transactions in par-

allel. Since each channel can get more vCPUs, it is faster

to perform verification transactions and submit ledgers, thus

reducing response delays observably.

Fig. 12. displays that with an increase in channel number,

both CPU utilization and throughput increase. In the multiple

channels case, each channel processes a portion of the block

generation transactions, so the verification phase and final

ledger update of multiple blocks executed in parallel increases

CPU utilization, resulting in higher throughput.

VI. CONCLUSION

In this paper, considering of the reliability, security and

utilization problem of traditional Wi-Fi sharing mode, we

integrate blockchain into the design of the decentralized Wi-

Fi sharing mechanism. Specifically, blockchain authenticates

the Wi-Fi resources and charges for Wi-Fi usage to provide

trusted service without a trusted intermediary. Registering

all transactions on the blockchain also contributes to system

security and reliability. Finally, we implement the proposed

mechanism on the Hyperledger Fabric, and the simulation

results show that the system performs well.
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