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Abstract. This paper describes an application of computational trust techniques 
to enhance the water-supply service information system of the Town of Cava de’ 
Tirreni, Italy. The study case covers a population of almost 52 000 people and 
about 23 000 consumption contracts. The Town Council is responsible for the 
water supply service and its billing process. A correct billing process requires 
gathering water consumption data of each citizen, task that is partially not 
controllable by Town Council personnel and therefore cannot be accomplished 
properly without the citizen’s cooperation. Bad or malicious data are potentially 
harmful for both parties. The aim of this experimentation is to exploit 
computational trust techniques to better manage the process of validation of the 
received data. Computational Trust added value is represented by its autonomic 
implementation and by its in-depth consideration of social and environmental 
variables that go beyond simple data validation. The evaluation section, covering 
6 years of data, will present the encouraging results obtained. 

1 Introduction 

This paper proposes an application of computational trust techniques for better 
managing specific tasks in a large public-sector information system. The study case 
described here refers to the water supply service in the Town of Cava de’ Tirreni, in 
southern Italy. The Town Council is the only responsible for the water supply service 
and the billing process. The billing process is computed on the basis of the actual 
amount of water used by a single user, traced by a counter installed in the user’s 
property. In order to accomplish its tasks, the Town Council needs the collaboration of 
the citizen.  
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The aim of this experimentation is to exploit computational trust techniques to 
better manage the process of analysing the validity and trustworthiness of the data that 
the Town Council received from its personnel or from citizens, that can be both 
affected by human mistaken, maliciousness, lack of experience, failures. An error in 
the data implies an error on the billing process, damaging the Town Council or the 
citizen, increasing the claims, delaying the payment process, delaying the Town 
Council procedures. The water service legislation has recently been changed and the 
modifications introduced make the present case study more meaningful. Under the new 
legislation, described in section 2, the right computation of each citizen consumption 
data became the critical process of the water service management.   

Town Council workers are used to gathering consumption data over council 
territory. However, workers are actually limited in number and not exclusively 
assigned to this specific task; usually a massive reading of data over the territory 
requires the employment of fixed term workers and can be accomplished about once a 
year. External causes (like the lack of accessibility to the property, or the absence of 
the citizen) can limit the number of data gathered using this channel. Thus, the 
collaboration of the citizen in such a process is critical. 

The analysis of the interactions involved in the service suggested to the authors an 
enhancement of the process using computational trust. The data transmitted by 
consumers are partially out of control of the Town Council and malicious values can 
damage the environment. This satisfies the main requirement for trust to be 
meaningful: there is a lack of monitoring of an action that may potentially hurt the 
parties involved or facilitate one party to the detriment of the other.  

The authors of this paper chose to use computational trust to enhance the data 
validation process. Moreover, the automatic way in which computational trust 
techniques can be embedded in our information system is seen as a helpful added 
value.  

We also expect what S. Marsh called the reduction of complexity [1], obtained by 
considering only trustworthy possibilities among a set of possible actions. 

Finally, the accomplishment of this work is also motivated by the lack of 
applications of computational trust in information system management and, according 
to many authors [2], a gap between recommendation/reputation systems and other 
applications.. 

The aim of such an experimentation is now described.  We seek  to investigate the 
use of computational trust techniques in a new application field, where the same task is 
accomplished by simple data validation procedures, expecting an improvement. The 
data available in our study case cover 6 years of service, three of which managed with 
traditional data validation and three with trust-enhanced techniques. This will allow us 
to compare the two approaches. Computational trust techniques are expected to obtain 
more accurate predictions and, as a long-term effect, an increasing trustworthiness of 
the service perceived by the citizens.  

Our application of computational trust techniques to information system 
management is a first effort to go beyond the data validation one. Many public bodies 
that manage a scenario similar to ours adopt data validation techniques to test the 
validity of data. These techniques in general do not go beyond a comparison among 
data values, possibly using statistical analysis.  

On the contrary, we assume that our situation is not a mere problem of data 
validation (are these data valid?), but it should also be treated as a problem of trust 
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(can I trust these data?). Stating this means a deeper and broader understanding of the 
situation. Trust is not only concerned with the validity of the data, its meaning referring 
to the entity that issued those data and the context in which they were issued, 
considering past history as well as social interactions, domain-specific expertise, 
present evidences and other soft factors. In our scenario this means considering if the 
citizen is a regular payer or if the worker is competent. Thus, the techniques applied in 
this work range from simple data validation to more trust-specific techniques.  

A trust analysis contains more information than simple data validation. For 
example, data that clearly result out of standard are for data validation techniques 
simply an error. From a trust perspective, if the data were issued by trustworthy 
entities, the error could be a mechanical failure or a mistake rather than a malicious 
attempt, situation more likely when the entity is not trustworthy. This extra information 
could possibly turn into different actions to correct the anomaly: simply contact the 
trustworthy citizen for another data reading or warn him of a possible failure; send a 
Council worker or a legal notice to the untrustworthy user. 

By using trust-based techniques we seek to go beyond data validation for two 
reasons: a better accuracy on the predictions and more motivated and comprehensible 
reasons to justify the decision-making process. Data validation cannot grant trust, it 
only detects data anomalies based exclusively on the data value. Trust-added value 
begins exactly when data validation ends: given that certain data have some anomalies, 
can I trust them or not? If I grant trust I accept the suspected data anomalies. If the 
decision was correct – the ultimate goal of trust-based technique - I would avoid 
additional checking workload without harmful consequences. 

Moreover, trust techniques are proactive while data validation is concerned with 
data only once they have arrived. For example, the generic trust mechanism pluralism 
states that data confirmed by multiple sources, better if independent, are more 
trustworthy. Thus, this implies to re-organize the process of data collection standing by 
this principle, in our case the rotation of the personnel over different areas of the Town 
Council during the data gathering process. 

The paper is organized as follows: section 2 describes our scenario and the 
processes involved in the water supply service, section 3 describes related works that 
encompass similar approaches in the area of utilities management and computational 
trust references, section 4 describes the trust techniques that can suit our problem 
domain, section 5 describes the mechanisms that have been put in place to enhance the 
data validation procedure, section 6 describes our evaluation and finally we describes 
our conclusions and possible future extension of the project. 

2. Water Supply Management System in Cava de’ Tirreni  

This section describes the experimentation scenario, explaining the water-supply 
service processes, actors involved and the dimensions of our study case. The Italian 
water supply service is generally managed by each Town Council on the territory. In 
this work we performed our evaluation in collaboration with the Town Council of Cava 
de’ Tirreni, that entirely manages the water-supply service on its territory. 
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Cava de’ Tirreni is a town of about 52 000 people, situated in southern Italy, 50 km 
south of Naples and 9 km north of Salerno, as shown in fig. 1. Some characteristics of 
the process are relevant for our experimentation.  

The Town has a territory of 36,46 km2, its population distributed in 19 different 
districts and a main centre. Water supply service operations are carried on dividing the 
territory in 30 main areas. The number of contracts up to 31/12/2006 is 24 357: 20658 
private and 3699 business. All the customer service operations are carried out by a 
dedicate office in the Town Council with a personnel of 4 people. The Town Council 
has also 5 permanent workers, dedicated to counters installation, maintenance and 
collecting consumption data. In peak periods it also hires 3 or 4 temporary workers for 
a period of 6 months. 

Fig. 1. Campania Region and Cava de’ Tirreni. 
 

The water supply service is regulated by a national legislation that changed in 2002. 
The change, concerning the billing procedure, is very relevant for our scenario. Until 
2002, the citizen had to pay his consumption of water according to a fixed minimum 
per annum, established on the contract. This minimum consumption was paid in any 
case, regardless of its actual utilization, and only the exceeding part of water was paid 
according to its actual amount. The minimum consumption was a quite accurate 
estimation of the expected consumption, and thus the exceeding part had usually a 
minor impact on the total income. 

Between 01/01/2002 and 31/12/2004 the minimum consumption for domestic use 
was progressively reduced and, since 1st January 2005, this quota has been removed as 
the new legislation prescribes. The invoice sent to users since 2005 is entirely 
dependent on the actual quantity of water used. The process of collecting water 
consumption data becomes essential and, if not properly carried out, much more 
harmful for the parties involved than before. 

The aim of the Town Council Office is to send invoices as accurate as possible, i.e. 
to collect the exact amount of water consumption for the highest number of users. A 
lesser amount in the invoice results in damages the Council, generally not because this 
income goes wasted (it is almost always gathered when the data are collected properly), 
but because this mistake affects the correctness of the Town Council balance. A higher 
amount damages the consumer and at the same time the Town Council itself, because 
the invoice is usually not paid for and claimed. The user will refer to the Council 
Customer Care, delaying the payment process, triggering extra control procedures done 
mainly by a Town Council worker and forcing the office to re-calculate some invoices.     
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The amount of each invoice is established by the data received by the Council or, if 

not available, on a statistically computed value. The data collection process is now 
analysed in detail. The water consumption data are traced by counters installed in every 
user’s property. By law, once a year all the citizens’ counters must be read by 
personnel of the Council. This procedure is called the “massive reading of counter”, 
and it is carried out by dividing the Council territory in 30 areas and assigning different 
areas to permanent or temporary workers. Note that this procedure does not guarantee 
the complete collection of the data required, since some users may be temporarily 
absent or the property inaccessible. For each user there are usually multiple data 
collected in different periods over the years. 

During the year data are collected by relying on the collaboration of the users and, 
in special case (verifications, suspected failures), by resorting to Town Council 
workers. In order to compute the amount of an invoice, all the consumption data 
received by the various channel are considered. In 2006 the total number of readings 
used to compute invoices was 26 192, 57% of which collected during the period of 
“massive reading” by permanent and temporary workers, 19% by the permanent term 
workers outside that period and 24% by the citizens. It is clear that users play an 
important role in the process: they send their consumption data - and that is when 
malicious users can transmit erroneous data or data in contrast with the reading done by 
operators. 

3. Related Works  

This section covers three aspects: computational trust techniques definition, current 
related applications of computational trust, how other public authorities or utilities 
manage a process analogous to ours. 

3.1 Computational Trust techniques 

Computational trust seeks to exploit the human notion of Trust into the digital 
world. A largely accepted definition of Trust in mathematical terms is the classical 
definition of Gambetta [3], where Trust is a particular level of the subjective 
probability with which an agent assesses that another agent will perform a particular 
action, both before he can monitor such action and in a context in which it affects his 
own action. Gambetta’s definition influences the quantitative representation of trust as 
a probability, but, as noticed by Castelfranchi and Falcone in [4], it doesn’t take into 
consideration mental processes and mechanisms involved in the quantification of such 
a probability that represents the ingredients of a trust-based decision. In our paper we 
underline the need to give clear justifications for a trust-based decision by making 
explicit motivations and listing the evidence behind a decision. 

Fig. 2 represents the elements of a computational trust solution. A trust-based 
decision in a specific domain is a multi-stage process: the selection of the required 
input data (trust evidences) by mean of a notion of trust (trust model); the processing of 
the inputs producing a trust value, and the actual decision considering computed 
outputs and exogenous factors, like disposition or risk assessments. As a dedicated trust 
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infrastructure (PKI, Recommendations) is not part of the system considered in this 
paper (and its utility should be investigated), evidences must be directly collected and 
exploited selecting appropriate domain elements and dynamics. We apply evidence-
based trust where the trust computation is supported entirely by elements of the 
application. One of the authors of this work performed previous application-contained 
trust computation in the Wikipedia project [5].   

 

Fig. 2 A Computational Trust Solution 
 

Computational trust identifies trust-based techniques that humans adopt in the 
decisions whenever trust or distrust is involved. These techniques are taken from 
interdisciplinary study of Trust, encompassing social science, psychology, cognitive 
approaches. In section 4 we will describe how we fit some of this mechanisms to our 
specific domain; here we briefly review the general patterns of these mechanisms 
referring to some researches in the area that used such mechanisms. The aim of this 
section is to give a reference to the mechanisms we implemented in our work. 

The importance of memory and past history has been largely recognized in many 
trust models. For instance, the trustcomp community defined trust as “a non 
enforceable prediction of the future behaviour of an entity based on past evidence” [6]. 
In the past-evidence paradigm, implemented for example in the Secure trust engine [7], 
the trustor collects outcomes of past interactions to compute a trust value for the 
trustee. Past evidences should be collected in significant numbers, the external 
conditions should remain stable for the evidences to have sense. The entity with which 
we are interacting must be recognized in order to bind entity and outcomes.  Outcomes 
(or trust values) can be received and shared with other entities in order to exploit third 
party experience to assess trust. The sharing of information is related to the 
Recommendation system, largely studied in centralized and decentralized environment. 
Related problems studied encompass privacy protection and the identification of 
malicious users. By exploiting the transitivity of trust values, a Social Network [8] can 
be constructed and trust values propagated through the links of the network. 

A significant approach to trust is represented by the probability-based approach. 
Probability-based trust performs trust calculation by applying the theory of probability 
over relevant sets of data. In general, the underlying idea is that trust is the probability 
that the trustee will fulfil the expectation of the trustor. The method required that a 
sufficient set of triples (trustee, action, outcome) are collected in order to estimate the 
probability associated with a specific couple entity-action. Examples include 
Despotovic [9], who used the maximum likelihood theorem to predict good outcomes 
in a p2p recommendation system for ebusiness, and Wuang [10], who applied the 
bayesian probability in eBay. 
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Similarity between entities is another mechanism to propagate trust values. 

Similarity as a source of trust was studied by Ziegler and Golbeck in [11]. In [12], 
Castelfranchi and Falcone proposed a computational model of their cognitive approach 
to trust, encompassing similarity in the sources of the mental believes composing trust. 
Categorization was indicated as another mechanism, where trust values are propagated 
among categories of entities. Their work consider also the concept of the pluralism and 
multiplicity of sources to enforce the trustworthiness, especially when many 
independent sources confirm the same data in different situations. Finally, risk 
management and assessment is often coupled with trust analysis (see Secure [7]), since 
the action of trust towards an entity could be not convenient from a risk point of view.  

3.2 Computational Trust and Security application and Consumption Data 

collection in Utilities management. 

Many formal trust models have been defined since 1996, when Stephen Marsh 
proposed the first model of computational trust. Despite these well-established 
researches, according to Seigneur [2], a “big effort has been put in defining a formal 
model of trust, but there are still many applications that needs to be considered and 
many evidences that need to be identified and processed”.  

Computational trust methods have gained successful applications in e-commerce 
scenarios like amazon.com, online auctions systems like ebay, spam email filtering, 
recommendations and rating systems like epinions.com, movietrust.com (in the social 
network variant), online forums. 

In business, computational trust has a lesser range of application as compared to 
parallel researches of risk management, security and privacy. The authors find it 
difficult to identify applications similar to the one presented in this paper, especially 
due to the peculiar field of application. While reputation-based and recommendation 
techniques seem to have several applications, the application of trust in business is 
mainly security-oriented: digital signature protection, privacy management, clustering 
of customers and sellers [13]. The latter approach, involving collaborative filtering, 
fuzzy logic-based classification is relevant to some classification models used in this 
paper. In general, computational trust techniques are not still exploited in the 
management of information systems specifically for an administrative task like ours. In 
this system, information is inserted relying on users’ cooperation, and lack of control 
and malicious actions are possible. Data have often been kept safe using key 
infrastructures, but they do not guarantee their trustworthiness. 

Many public Utilities manage a scenario similar to ours adopting only data 
validation. In the Province of Salerno many public companies are managing water 
supply services for cities up to 20.000 users [14]. Our survey of the used methods 
(limited to the Italian territory) showed how techniques beyond data validation are not 
implemented. The techniques adopted by the institution we analysed can be 
summarized in a common scheme. The consumption data received, collected by a wide 
type of channel, are rejected by the system if :  

a) in the consumptions database there are previous data greater than the last data 
consumption (situation technically impossible)  

b) the consumption database contains data equal to the previous one   
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c) the reading data are lower than those already involved in an invoice process.  
If the data do not belong to any of the above situations they will be saved in the 

database, otherwise they will be rejected. The procedure guarantees data consistency 
and prevents only a mismatching event during the invoice calculation process, since the 
data rejected will not be involved in any invoice calculation. No other information 
except the data value is considered.  

The same system is applied to other utilities management. Enel [15], the national 
Italian supplier of energy, based its billing on the same process. 

In 1998 the Italian Ministry of Treasure established the redditometro (“income 
evaluation meter”), [16] a mechanism to identify tax returns with anomalous values. 
On a larger scale, this example is conceptually similar to ours:  tax return is done by 
citizens and it is partially out of control by the state, since controls are obviously not 
possible on every single citizen. The mechanism works using the presumptive value 
that every citizen should pay their taxes according to their category. Each category of 
workers, assets or properties has an estimated expected revenue attached to it, 
computed performing average among categories of workers, the so called ministerial 
study of professional categories. The value of a tax return should not exceed a certain 
threshold for the expected values. If it does, more controls should be done. The system 
reflects the idea of having a predetermined amount, similar to the water supply system 
preceding 2002. Anyway, clear differences make our scenario more complex: the need 
for accurate values (expected values are not enough), the possibility of claims by the 
citizen in the short time, yearly balance requirements. 

4. Fitting Computational Trust Techniques 

In this paragraph we underline the elements of the process that we found useful for 
the application of the trust mechanism. 

Categorization of users. The Town Council contracts are divided into two general 
categories: private and business. For each category there are some sub-categories that 
better specify the water utilization. Private sub-categories are defined as follows: 
residential home, secondary home, private garage, loft etc. If a house is not the users’ 
habitual residence (it is the case of a holiday house, for instance), then it is classified as 
a secondary residence; commercial or business sub-categories differ according to water 
utilization: restaurants, hotels, hospitals, hospices, laundries, industries, agriculture, 
cinemas, shops, etc. The categorization of the users will sustain the application of 
categorization and similarity trust mechanisms. The category specified by the contract 
is not merely a classification of the users but it implies the utilization of the water for 
the correct and declared scope. 

Sources of consumption data. We can identify three channels of consumption data 
acquisition. The first channel (“O”) is represented by the data collected by permanent 
Council workers while carrying out their normal tasks. The second channel (“L”) is 
represented by the data acquired by the temporary (L1) and permanent (L2) workers 
during the “massive reading” period. The third channel (“A”) is data collected by the 
users. Data are collected dividing the council territory in 30 areas. The division is made 
to better manage the workers over the Council territory and to enhance the prediction 
of the reading, if necessary. In fact, in this last case, the workers collect the reading 
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data at least once a year in a default period in the same area. The classification of data 
sources allows binding past data analysis to its relative source of acquisition (past 
evidence mechanism), while the possibility of having different types of sources over 
the different areas sustains the use of multiple sources mechanisms.  

Past history (consumption data). Each user’s past data are recorded. Past invoices 
are recorded, along with all the data consumption readings used to compute each 
invoice. These historical data are the input required by statistical trust mechanism. We 
shall consider the number of data acquired, but also the number of data accepted and 
rejected by the system for each customer, from which we can deduct the quality of the 
users’ data. The minimum consumption quota, that in the year before 2002 was the key 
datum used for computing the invoice, is also taken into account as a statistical 
reference.  

Family Composition. Trust mechanisms based on past data or past interactions rely 
on the stability of the entity under analysis: a change in entity’s properties can 
invalidate past data and trust computation. The number of people in a family is an 
essential information to estimate the consumption data. Components’ number may vary 
during the year and the contract may not have been updated (or there is no possibility 
to change it). This is why we linked our information system with the council registry 
database, to avoid that a change in the family composition could invalidate past data 
and erroneously alter the reputation of a user. 

Payments Status and Invoices Status. Past payment dates and status are an 
important piece of information. We can understand if the user usually pays regularly, 
with delays or if he was forced to pay. There are five levels of notice that the Town 
Council can issues, from the simple warning to various legal notices and contract 
suspension. We considered also if the citizen received some reimbursement due to an 
erroneously overcharged invoice. These data represent the past interaction between the 
citizen and the Town Council and an important source of mutual trust evaluation. 

Failures: The Town Council is responsible for the maintenance of the public 
pipeline network; each possible failure in the public network is monitored and 
controlled by the Town Council, while the end-users’ pipes, from the counter to the 
domestic network, are the users’ responsibility. Only a Town Council operator can 
change a counter; thus it is possible to trace the counter installation and reparation done 
by a specific operator. Using this information, if a counter has just been replaced, it is 
unlikely that the transmitted data are erroneous because multiple failures are unlikely. 
In this case trust is coupled with event probability.   

5.  A trust-based enhanced system 

In order to provide a computational trust solution, we had to identify which 
elements of the domain are trust evidence, as we did in section 4, define one or more 
trust metrics, i.e. how to evaluate the trust evidence gathered to produce a trust value 
TV and decide to trust or not according to the trust value and the set of evidence. 

Table 1 shows the elements used in our trust metric. The relative importance of 
each element in the final aggregated trust value is specified. Our trust metric is case-
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sensitive, and it computes trust values usually in two stages. Stage 2 is considered only 
if the resulting trust value after stage 1 is not enough to accept data. 

 
Table 1. Trust factors table. The impact of each factor is shown in the 3 general cases, with the 
stage of computation (in brackets). 

Trust Factor Case a Case b Case C 
  Stage 1 Stage 2 Stage 1 Stage 2 
Sub-category  High  Medium  
Past Consumption 
Data 

 Medium   High  

Past Payments Low  Medium  Medium 
Number of Readings  Low  Medium  
Channel of acquisition Low Medium    High 
Source Rotation  Low  Low  
Minimum Quota    Medium  
User’s past data 
rejection rate 

    Medium 

Counter Maintenance Low  Low  Medium 
Family Status    High  

 
Besides the trust value for a specific data, our system keeps track also of a global 

trust value, not referring to specific consumption data but to the users, i.e. a value that 
summarizes all users’ previous data validation sessions.  

The trust-based system can be used in many ways. A trust value can be produced in 
an autonomic way, represented by a numeric value in [0..1]. However, this is a limited 
representation that may hide (or lose) details. That is why the system can list all the 
reasons behind a computation, showing all the trust evidences used and their individual 
value for the user under analysis.  

All the information is also available to the help-desk operator trough a new user-
end interface, in order to facilitate a human-based analysis. The operator can query the 
system and handle special and fuzzy cases, usually in front of the user in the Help-Desk 
office, using soft skills and direct knowledge of the user. 

The consumption data for each contract are saved in a consumption database that 
we enhanced to support our trust information. The database shows, for each 
consumption datum, the date of acquisition, the counter’s value, if the data are involved 
in any invoice, the acquisition’s channel, the worker who collected them and their state 
(active/not active). Active data are valid and they contribute to invoice calculation 
while non active data are data rejected by the invoice calculation process.  

For the Town Council operator, two data panels (reading data panel and user panel) 
have been added to facilitate the analysis of data and support the decision making 
process. The panels contains information on the family composition as well, taken from 
the civil registry database that we linked.  The examination is helped by the use of the 
consumption data panel application: it allows the operator to divide the cases of 
evaluation and it gives each contract a complete overview of water consumption. The 
panel presents three different filter: a) invalid consumption; b) zero consumption: c) 
greater or lower than expected. These are the three general cases, that are treated 
differently: case a is a clear situation that can be faced with simple data validation, 
while case b and c are complex cases requiring a trust-based analysis. The aim is to 
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validate consumption data, that should be the exact amount, or to predict the water 
consumption.  The evaluation system of the reading data is shown in figure 4 .  

 

Fig. 3. Consumption data panel 
 

 
Fig. 4.  Evaluation system 

 
Case a: last consumption data are lower than the previous. In this case data are 

invalid and rejected (total consumption cannot obviously decrease). Trust is not applied 
to this situation, but only mere data comparison. Invalid data may be a consequence of 
the citizen makes confusion with other counters like gas. New reading data are 
collected by a permanent worker (only permanent workers can check and, if needed, 
replace the counter). These new data are compared by the rejected one and, if the 
situation is confirmed and the counter is working properly, this means that past data 
and correspondent invoices were overestimated. The operator re-calculates the last one 
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and, if necessary, also the previous water consumption invoices, issuing a 
reimbursement note in favour of the citizen.  

The consumption data accepted by the process (case b and c) are subject to the 
“data evaluation system” based on computational trust techniques. 

Case b:  evaluation of reading data that are equal to the previous. In this case, the 
data consumption was less than 1 m3, the resolution of the counter. A trust metric is 
applied. As shown in table 1, the metric starts considering the sub-category of the 
contract (high impact): only some specific categories, like garages or stores, have 
expected consumption data that can be less than 1 m3 per year. If the contract doesn’t 
belong to one of these categories its trustworthiness will decrease drastically. Anyway, 
past user data are also considered by the metric, with a strong impact if they have been 
done by Town Council Operator (channel O and L) and a lesser impact if collected by 
the user. If several past data by channel O or L confirm a consumption close to zero, 
data are accepted.  In case of low trust value after stage 1, the hypothesis of malicious 
data is usually discarded since, according to our domain expert, a malicious user 
usually declares the same level of consumption, in order not to raise suspicions. The 
counter is probably broken and halted, or the reading data are erroneous. In this case, 
with a low value after stage 1, an operator is sent to check the counter. The trust metric 
considers now the past payment status of the citizen to determine the next user trust 
value.  If the citizen was a regular payer, the data are considered true and the possibility 
of a mistake or failure higher. The user trust value is not lessened. If the citizen had a 
bad payment history or a recently replaced counter, user’s trust value is lessened and, if 
the user’s trust value reaches a lower threshold, the Town council may decide to send a 
legal notice instead of an operator control, in many case useless. 

Case c: evaluation of reading data that are greater than the previous ones. This is 
the core of our experimentation, the most frequent and complex case.  

The data evaluation module verifies the consumption data, like in case b. Sub-cases 
are possible: 

1) Data are as expected (i.e. trustworthy), so the reading data successfully pass the 
evaluation. In this case the trust metric computation considers if the data are 
compatible with the expected data, computed on statistical past consumption data used 
in past invoices (thus accepted). The trust metric considers the number of data available 
(more data, higher trust value), the period covered (short period, lower trust value), the 
channel of acquisition (more acquisitions by permanent worker, higher trust value). If 
data are not enough, the old minimum consumption quota is considered, but the 
resulting trust value is lower than the one computed with user-related consumption 
data. The sub-category is considered as well, enforcing or decreasing the trust value 
with a medium impact. According to this consideration, data may have enough trust 
value to be accepted, increasing the user’s trust value. 

2) greater/lower than expected. The data consumption is not applicable from a data 
validation point of view. We need a more sophisticated trust-based analysis to 
understand its meaning. 

Data are greater than expected. Trust metric starts evaluating how much the data 
are above the old minimum consumption quota. If the data are compatible, the metric 
considers the sub-category. Even if the data are correct, the consumption may not be 
compatible for the category. For example, this is the case of a contract declared for a 
specific use (such as a shop) and actually applied to a factory. This affects the general 
user trust value, since the user is not using the water as his contract allows. This reason, 
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when the user’s trust values are decreased several times for this reason, can lead to an 
inspection by the Town Council operator and the user can be forced to change contract 
and pay a penalty fee.  

After stage 1, the trust metric considers now the payment status of the user and the 
channel of acquisition. If the data were taken by a the citizen and the citizen is a regular 
payer, the user’s trust value is not changed and usually the system suggests to contact 
the user for another data transmission, to double check it. The user is trustworthy; there 
is no need to send an operator. If everything is confirmed, the data are accepted and 
user’s trust value is unchanged, since the situation is considered anomalous. In fact, 
only case a) can increase the user’s trust value. The trustworthy user may have a 
leakage in his pipe network he did not realize and by contacting him the Council 
increases its Service Quality in the respect of its citizens. If the user is not a good payer 
- for example the user doesn’t pay the invoices because he thinks the consumption 
invoiced is not right -, a Town Council Operator is sent to check the reading.  

Data are lower than expected. If the data are lower than expected, the subcategory 
and the channel of acquisition play an important role in the trust metric. The other trust 
factors (table 1) are similar to the previous case and the procedure followed is the 
same. The difference is that this case has a worse impact on the user trust value than in 
previous cases. In case the counter is checked by a Town Council operator and the low 
consumption is not confirmed, the user’s trust value decreases. Note that, from the 
Council point of view, the previous case is more critical, since the Council is a public 
body and thus considers better to underestimate an invoice than to make the user pay 
more than the right amount.  

 

Fig. 5. Consumer overview panel 
 

Finally, for the cases in which a trust metric is used (b,c), the trust value decreases 
gradually in time until there is a Town Council Operator intervention. For instance, 
even if the data successfully passed the validation, if the last reading by an operator 
was two years ago, all the trust values are reduced. When the trust value decreases 
under a certain threshold, a reading by a Town Council operator is needed to boost the 
trust value again. When this analysis is done interactively by a help desk operator, the 
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consumer overview panel permits to see the majority of the requested information. This 
panel (fig. 5) allows the operator to know the total invoice issued, the payment status, 
the credit notes issued, the irrevocable credits, the collected credits for each contract.  

6. Evaluation 

Our evaluation covers six years of data, from 2000 to 2005. Our enhanced 
mechanism became fully operative in 2003. Before applying computational trust 
techniques the Town Council Customer Care experienced (i) long queues at the help 
desk, (ii) frequent claims by consumers, that implied extra workload for Council desk 
operators, (iii) the claims were usually accepted by the Customer Care, meaning the 
issue of loads of reimbursement notes and deteriorating the level of trust of the citizen 
towards the Town Council. The introduction of computational trust techniques should 
give a more accurate estimation and thus reduce the claims. Our evaluation is based on 
the percentage of income estimated over the actual total income received by the Town 
Council. The difference between these two values is the total amount of invoices 
claimed by the citizen and reimbursed. If this percentage is low, this means that 
predictions were accurate and few invoices were claimed. The total amount of income 
is not a valid metric, since it could vary, and it is not a Town Council goal to increase 
the total income (a public bodies is non-profit) but to predict the right income. Our 
system, started in the year 2002, in few years provided the following advantages: 

1. reduction of claims at the customer care desk; 
2. reduction of the total amount of credit notes issued; 
3. reduction of the difference between estimated and actual incoming  

Graph 1.  Actual and Estimated Incoming. 

 
Graphs 1 and 2 display the result of our experimentation. Before proceeding to 

discuss the graphs it is advisable to underline that in the fiscal year 2000 most of the 
invoices were calculated according to the minimum quota consumption. In the year 
2001 the Council introduced the “massive reading of counters” that become fully 
operative in the year 2002. With this new process a greater number of reading data was 
acquired than in the past. Consequently, the invoices issued for the fiscal year 2001 and 
2002 contained also the extra consumption of the previous years (max 5 years before) 
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if the user exceeded the minimum quota. In fact, only when consumption data are 
available is it possible to calculate the exceeding part of the water. This explains the 
high income of the fiscal years 2001 and 2002. Since 2003 the income has been almost 
constant (some increments on the charges and a growth of total users explain the small 
increase), which by itself represents a good result: big variance in the amount means 
bad previous estimations, as is the case of the remarkable gap in year 2000, 2001 and 
2002. 

Graph 2 summarizes the reduction of the total amount of reimbursements. This is 
directly linked to the claims done by the citizens, and their number (since the amount 
of reimbursement has a low variance). Graph 2 shows the percentage of reimbursement 
over the total yearly amount. We can notice that in the fiscal year 2000 most invoices 
were based on fixed - minimum consumption and that year credit notes were issued for 
1.27% of the total budget income. For the years 2001 and 2002 this percentage strongly 
increased while it began to decrease after the introduction of our enhanced system. In 
the year 2005 the total amount of credit notes issued is 0.17%, a clearly encouraging 
low value. We believe these results are not only due to a more precise system, but also 
to a better cooperation on the side of the users, even if quantitative metric for 
evaluating this cooperation is not yet implemented. 

Graph 2. Percentage of income reimbursed over the actual total income. 

7. Conclusions and Future Works 

In this paper we described an application of computational trust techniques to 
enhance the water supply information system of Cava de’ Tirreni, a middle size Town 
Council in Italy. We described the water consumption invoice system in detail, a 
process where citizens’ collaboration plays a critical role. We showed how the process 
of water consumption validation, necessary for a correct invoice system, can be 
enhanced by introducing, along with usual data validation techniques, computational 
trust techniques. Using the latter approach data are accepted or rejected not only on the 
basis of their numerical values, but also considering the quality of the source by which 
the data have been collected, the reliability of the identity issuing the data and some 
statistical and environmental variables that may affect the data. 

The experimentation has covered a period of observation of 6 years. Our results 
showed how the trust-enhanced predictions have achieved better results: the difference 

Total amount of credit note per year 
in % of budget incoming

1,27%

3,32%

2,86%

0,57%

0,17%

0,64%

0,00%

0,50%

1,00%

1,50%

2,00%

2,50%

3,00%

3,50%

2000 2001 2002 2003 2004 2005

Year

p
er

 c
en

t



16 Pierpaolo Dondio1, Edmondo Manzo2 and Stephen Barrett1 
 

between the estimated income, based on predictions, and the real income – after the 
necessary checks – has continuously decreased. This is reflected on the number of 
invoices claimed by the citizens and cancelled by the system. These results have 
brought many benefits for the Town Council, such as lesser delays in payments and a 
reduced workload for Council customer care operators. In our future developments, we 
will focus on a more detailed tracking of the process and we will seek to make the 
process more autonomic. We will also seek to apply the system on a larger scale, 
involving water supply companies that are managing several Town Councils services. 
In a larger scale experiment, several processes that in our experiment are still carried 
out manually because of the limited number of variables –such as the management of 
Town Council operators - will be regulated by autonomic trust procedures based on 
past history and recommendations. 
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