
Reliable Time Synchronization Protocol for
Wireless Sensor Networks

Soyoung Hwang and Yunju Baek

Department of Computer Science and Engineering
Pusan National University, Busan 609-735, South Korea

{youngox,yunju}@pnu.edu

Abstract. Sensor network applications need synchronized time to the
highest degree such as object tracking, consistent state updates, dupli-
cate detection, and temporal order delivery. In addition to these domain-
specific requirements, sensor network applications often rely on syn-
chronization as typical distributed system do: for secure cryptographic
schemes, coordination of future action, ordering logged events during
system debugging, and so forth. This paper proposes a Reliable Time
Synchronization Protocol (RTSP) for wireless sensor networks. In the
proposed method, synchronization error is decreased by creating hier-
archical tree with lower depth and reliability is improved by maintain-
ing and updating information of candidate parent nodes. The RTSP re-
duces recovery time and communication overheads comparing to TPSN
(Timing-sync Protocol for Sensor Networks) when there are topology
changes owing to moving of nodes, running out of energy and physical
crashes. Simulation results show that RTSP has about 10% better per-
formance than TPSN in synchronization accuracy and the number of
message in the RTSP is 10%∼35% lower than that in the TPSN when
nodes are failed in the network. In case of different transmission range of
nodes, the communication overhead in the RTSP is reduced up to 50%
than that in the TPSN at the maximum.

1 Introduction

Recent advances in sensors, MEMS (Micro-Electro-Mechanical Systems), low
power and highly integrated digital electronics and low power RF technology
have allowed the construction of low-cost small sensors nodes. Such sensor nodes
are generally equipped with computation and wireless communication capabili-
ties that can form distributed wireless sensor network systems. The sensing cir-
cuitry of sensor nodes measures ambient conditions related to the environment
and transforms them into an electric signal. Processing such a signal reveals some
properties about objects located and/or events happening in the vicinity of the
sensor. The sensor node sends such collected data, usually via radio transmitter,
to a command center (sink) either directly or through a data concentration cen-
ter (a gateway). A natural architecture for such collaborative distributed sensor
nodes is a network with wireless links that can be formed among the sensor nodes
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in an ad hoc manner [1, 2]. The most important characteristic of these sensor
networks is the crucial need for energy efficiency. To facilitate easy deployment
without an infrastructure, many nodes will necessarily be untethered, having
only finite energy reserves from a battery [3]. These sensor networks can be used
for various application areas such as health, military, home network, managing
inventory, monitoring disaster areas and so on.

The main technology in wireless sensor networks includes hardware plat-
forms and OS, low-energy consumption network protocols, time synchroniza-
tion, localization, middleware, security, and applications. Especially, distributed
wireless sensor networks make particularly extensive use of synchronized time:
for example, to integrate a time-series of proximity detection into a velocity
estimate; to measure the time-of-flight of sound for localizing its source; to dis-
tribute a beamforming array; or to suppress redundant messages by recognizing
that they describe duplicate detections of the same event by different sensors.
In addition to these domain-specific requirements, sensor network applications
often rely on synchronization as typical distributed system do: for secure cryp-
tographic schemes, coordination of future action, ordering logged events during
system debugging, and so forth [4, 5]. Since the characteristic of sensor nodes
with limited computation and energy, traditional time synchronization proto-
cols in distributed systems can not be applied to the sensor networks directly.
So existing synchronization methods are revised or new approaches are proposed
to synchronize the sensor networks.

In this paper we propose reliable time synchronization protocol for wireless
sensor networks. It constructs hierarchical topology in the first phase, and per-
forms pair-wise synchronization in the second phase. In the proposed method,
synchronization error is decreased by creating hierarchical tree with lower depth
and reliability is improved by maintaining and updating information of candi-
date parent nodes. The RTSP reduces recovery time and costs - communication
overhead - comparing to TPSN [6] when there are topology changes owing to
moving of nodes, running out of energy and physical crashes.

The rest of this paper is organized as follows. Section 2 discusses motiva-
tion and related research in the area. In section 3, we describe proposed time
synchronization protocol for wireless sensor networks. Section 4 includes the per-
formance evaluation of the proposed method. Finally, we conclude this paper in
section 5.

2 Motivation and Related Work

Since the characteristic of sensor nodes with limited computation and energy,
traditional time synchronization protocols in distributed systems can not be ap-
plied to the sensor networks directly. So existing synchronization methods are
revised or new approaches are proposed to synchronize the sensor networks.
In the first stage of research on time synchronization in sensor networks, most
approaches are based on the synchronization model such as event ordering or
relative clock. These methods do not synchronize the sensor node clocks but
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generate a right chronology of events or maintains relative clock of nodes. From
a viewpoint of network topology, synchronization coverage is limited in a single
broadcast domain; however, typical wireless sensor networks operate in areas
larger than the broadcast range of a single node, so network-wide time syn-
chronization is needed essentially. Besides, adjusting the local clock has better
efficiency than maintaining relative clock since it requires more memory capac-
ity and communication overheads. TPSN and FTSP are the representative ones
which meet these requirements [7].

TPSN works in two phases: level discovery and synchronization. The aim of
the first phase is to create a hierarchical topology in the network, where each
node is assigned a level. Only one node is assigned level 0, the root node. In the
second phase, a node of level i synchronizes to a node of level i-1. At the end
of the synchronization phase, all nodes are synchronized to the root node, and
network-wide synchronization achieved [6].

The goal of the FTSP is to achieve a network wide synchronization of the
local clocks of the participating nodes. The assumptions in FTSP are that each
node has a local clock exhibiting the typical timing errors of crystals and can
communicate over an unreliable but error corrected wireless link to its neighbors.
The FTSP synchronizes the time of a sender to possibly multiple receivers uti-
lizing a single radio message time-stamped at both the sender and the receiver
sides. It compensates for the relevant error sources by utilizing the concepts of
MAC layer time-stamping and skew compensation with linear regression [8].

FTSP achieves robustness against node and link failures by utilizing periodic
flooding of synchronization message and implicit dynamic topology update. On
the other hand, TPSN does not handle dynamic topology changes; however,
FTSP can not be applied generally since the synchronization accuracy in FTSP
is seriously affected by the analyzed source of delays and uncertainties which
are varied according to changes of the systems. The synchronization accuracy
of network-wide multi-hop synchronization is a function of the construction and
depth of the tree. The synchronization error is propagated hop by hop. Therefore
new approaches are required to reduce the synchronization error and to manage
dynamic topology changes.

3 Reliable Time Synchronization Protocol

In the following we present our scheme called Reliable Time Synchronization
Protocol (RTSP) for wireless sensor networks. As mentioned before, the syn-
chronization accuracy is a function of the construction and depth of the tree in
network-wide multi-hop time synchronization. So it is necessary that every node
is assigned a level with the shortest path from the root node to reduce synchro-
nization error. Besides, sensor nodes can fail easily such as nodes may move, may
run out of energy and may be destroyed physically. Hence a scheme is needed
to manage nodes failure for synchronization accuracy and energy efficiency. We
designed the protocol considering these issues.
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3.1 Basic Concept

The proposed reliable time synchronization protocol works in two phases. It is
assumed that nodes in the network have unique ID. But it does not need that
each node is aware of the neighbor set as in the TPSN. The management of
neighbor nodes is included in the operations of the protocol.

In the first phase – hierarchical topology setup – a hierarchical topology is
created in the network. Root node with level 0 initiates topology setup. A node
receives topology setup messages and assigns its level by selecting a parent with
lowest level to reduce the depth of tree in the network. Other parent information
is stored in candidate parent list for node failure management. Eventually every
node is assigned level and a tree structure is constructed.

In the second phase – synchronization and handling topology changes – a node
belonging to level i synchronizes to its parent node which is belonging to level i-1
by exchanging time-stamp messages. When a node can not communicate with
its parent, it selects another parent in the candidate list and performs synchro-
nization. If the candidate list is empty, it request level setup to its neighbors and
assigns new level, new parent and candidate parents. Candidate list is updated
periodically by listening to communications of neighbors.

Following figure 1 and formula show how to obtain clock offset of a node which
is used widely in many time synchronization protocols. Clock offset represents
the amount to adjust the local clock to bring it into correspondence with the
reference clock.

Fig. 1. Measuring delay and offset

As in the NTP, the roundtrip delay and clock offset between two nodes A
and B are determined by a procedure in which timestamps are exchanged via
wireless communication links between them. The procedure involves the four
most recent timestamps numbered as show in figure 1. The T1 and T4 timestamps
are determined relative to the node A clock, while the T2 and T3 timestamps are
determined relative to the node B clock. The measured roundtrip delay δ and
clock offset θ of B relative to A are given by [9]

δ = (T4 − T1) − (T3 − T2) , θ =
(T2 − T1) + (T3 − T4)

2
.
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3.2 Protocol Description

The proposed reliable time synchronization protocol works in two phases. Oper-
ations of the protocol are detailed as follows.

The first phase: Hierarchical topology setup
In the first phase, a hierarchical topology is created in the network. This phase
enforces to create a tree structure with lower depth and candidate parent list is
generated to manage failure of nodes in the network.

Step 1: The root node initiates topology setup phase. Level 0 is assigned to the
root node. It broadcasts topology setup message with its ID and its level.

Step 2: A node receives topology setup message during pre-defined time inter-
val. (Root node discards this message.) It selects a parent with the lowest
level number from received messages and stores other information to the can-
didate parent list according to the level number. Then it broadcasts topology
setup message with its ID and its level.

Step 3: Each node in the network performs step 2 and eventually every node
is assigned level.

Step 4: When a node does not receive topology setup message or a new node
joins the network, it waits for some time to be assigned a level. If it is not
assigned a level within that period, it broadcasts topology setup request
message and then performs step 2 with reply of its neighbors.

The second phase: Synchronization and handling topology changes
In the second phase, a node belonging to level i synchronizes to its parent node
which is belonging to level i-1 by exchanging time-stamp messages. When a node
can not communicate with its parent, it selects another parent in the candidate
list and performs synchronization.

Step 1: The root node initiates synchronization phase by broadcasting synchro-
nization message.

Step 2: On receiving synchronization message, nodes belonging to level 1 ex-
change time-stamp message with the root node and adjust the local clock
and then broadcast synchronization message.

Step 3: On receiving synchronization message, each node belonging to level i
exchanges time-stamp message with its parent and performs step 2. Eventu-
ally every node is synchronized. Once it receives a synchronization message,
it discards additional messages from other upper level nodes.
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Step 4: When a node can not communicate with its parent, it selects another
parent in the candidate list, updates own level - if it is needed - and performs
step 3. The level of its child nodes will be updated when they execute syn-
chronization. If the candidate list is empty, it performs step 4 of the topology
setup phase ahead. Candidate list can be updated periodically by listening
to communications of neighbors.

When the root node fails, a node which has the lowest ID in the next level
takes over it. The synchronization accuracy may be improved by utilizing the
concepts of MAC layer time-stamping as in the TPSN, and the random back-off
mechanism can be adapted to avoid the collision of wireless links.

4 Performance Evaluation

In order to evaluate the performance of the proposed method, we established
a simulation model in the NESLsim based on the PARSEC platform. PARSEC
(PARallel Simulation Environment for Complex systems) is a C-based discrete-
event simulation language. It adopts the process interaction approach to discrete-
event simulation [10]. In NESLsim, a sensor network is modeled as a collection
of sensor nodes, a channel, and a supervising entity to create the nodes [11].

4.1 Simulation Model

N nodes are deployed in a uniformly random fashion over a sensor terrain of
size 100x100. Each node has a transmission range of 28. The number of nodes,
N, is varied from 100 to 300 with each increase of 50. All other parameters are
arranged with the same value in the TPSN simulation. The setup includes a
CSMA MAC. The radio speed is 19.2kb/s, similar to the UC Berkeley MICA
Motes, and every packet has a fixed size of 128bits. A node is chosen randomly to
act as the root node. The granularity of the node clocks, which is the minimum
accuracy attainable, is 10s. The clock model used in simulations has been derived
from the characteristics of the oscillators used in sensor nodes. The frequency
drift is varied randomly with time, within the specified range, to model the
temporal variations in temperature. All sensor node clocks drift independently
of each other. There is an initial random offset uniformly distributed over 2
seconds among the sensor node clocks to capture the initial spatial temperature
variations and the difference in the boot up times [12].

4.2 Simulation Results

All results are averaged over hundred simulation runs. The performance is com-
pared to TPSN. The depth of a tree means the length of the path from the
root node to a node with the highest level number. The synchronization error
is defined as the difference between the clocks of the sensor nodes and the root
node.
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Figure 2 shows average depth of the tree per nodes. The synchronization
accuracy of multi-hop synchronization is a function of the construction and depth
of the tree. So the lower depth of tree has the better synchronization accuracy.
Usually RTSP has 1∼2 lower depth than TPSN.
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Fig. 2. Depth of tree

In figure 3, the number of messages processed during the simulation and
the synchronization accuracy are presented when there is no failure of nodes.
In the almost same number of messages, the RTSP has better performance in
synchronization accuracy. This is the effect of the tree depth.
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(b) Synchronization error

Fig. 3. Without failure of nodes

Figure 4 and figure 5 show the number of messages processed during the sim-
ulation, synchronized proportion of nodes and synchronization accuracy when
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there are 10% and 30% failure of nodes respectively. In sensor networks, sensor
nodes can fail easily such as nodes may move, may run out of energy and may
be destroyed physically. And this failure of nodes leads to topology changes. In
the simulation, node failure means that there are topology changes. In a similar
proportion of synchronized nodes to the entire nodes, RTSP reduces the number
of messages and shows better performance in synchronization accuracy. In wire-
less sensor networks, communication is one of the dominant factors in energy
efficiency. Therefore communication overheads must be reduced to save energy.
The RTSP reduces the number of messages and improves the synchronization
accuracy by handing dynamic topology changes through the candidate parent
list.
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Fig. 4. 10% failure of nodes
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Fig. 5. 30% failure of nodes
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As can be seen in the results, the performance of RTSP gets better than
TPSN as the failure rate (topology changes) is increased. At 10% failure out of
300 nodes, the number of messages in the RTSP is 20% lower than that in the
TPSN. At 30% failure out of 300 nodes, the number of messages in the RTSP is
decreased by 35% comparing to that in the TPSN.

Additionally, we varied transmission range of nodes. Except transmission
range, all other parameters are arranged with the same value as described in
the section 4.1 Simulation Model. Each node has different transmission range
from 20 to 40. Figure 6 depicts the number of messages processed during the
simulation, synchronized proportion of nodes and synchronization accuracy when
there is 30% failure of nodes in different transmission range. In case of different
transmission range, the number of messages in the RTSP is 25%∼50% lower
than that in the TPSN when there are topology changes.
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Fig. 6. 30% failure of nodes in different transmission range

5 Conclusions

As in any distributed computer system, time synchronization is a critical issue
in sensor networks. Time synchronization is a prerequisite for sensor network ap-
plications such as object tracking, consistent state updates, duplicate detection,
and temporal order delivery. In addition to these domain-specific requirements,
sensor network applications often rely on synchronization as typical distributed
system do: for secure cryptographic schemes, coordination of future action, or-
dering logged events during system debugging, and so forth. But traditional time
synchronization methods in distributed systems can not be applied to the sensor
networks directly because of the characteristic of sensor networks with limited
computation and energy.
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In this paper we proposed reliable time synchronization protocol for wireless
sensor networks. It constructs hierarchical topology in the first phase, and per-
forms pair-wise synchronization and handling topology changes in the second
phase. In the proposed method, synchronization error is decreased by creating
hierarchical tree with lower depth and reliability is improved by maintaining
and updating information of candidate parent nodes. The RTSP reduces re-
covery time and costs - communication overheads - comparing to TPSN when
there are changes of topology. In order to evaluate the performance of the pro-
posed method, we established a simulation model in the NESLsim based on the
PARSEC platform. Simulation results shows that RTSP has about 10% better
performance than TPSN in synchronization accuracy. And the number of mes-
sage in the RTSP is 10%∼35% lower than that in the TPSN when there are
topology changes. In case of different transmission range of nodes, the commu-
nication overhead in the RTSP is reduced up to 50% than that in the TPSN at
the maximum.
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