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Abstract—In Rayleigh fading channels, a novel full-duplex
destination jamming with optimal antenna selection (FDJ-OAS)
scheme is proposed to improve the secrecy performance of the
untrusted relay system with multiple-antenna destination. The
traditional half-duplex destination jamming scheme and the non-
jamming scheme both combined with OAS are presented to com-
pare with FDJ-OAS. The approximate closed-form expressions
of ergodic achievable secrecy rate and optimal power allocation
factor for FDJ-OAS are significantly derived in the large-scale
antennas analysis. Furthermore, simulation results show that, the
analytical curves match well with the simulation curves, and the
FDJ-OAS is superior to the other two schemes.

Index Terms—Destination based jamming, full-duplex, antenna
selection, ergodic achievable secrecy rate, power allocation.

I. INTRODUCTION

Cooperating relays can improve the performance of secure
wireless communications by utilizing the complex spatial and
time-varying characteristics of wireless channels [1], [2]. In
some cases, the cooperative relay may be untrustworthy, which
means the relay may acts as an eavesdropper and overhears
the message from the source, when it helps the communication
between the source and the destination [3]-[7]. Since the
decode-and-forward protocol applied at the relay cannot make
the untrusted relay system to obtain positive secrecy rate, the
relay usually applies the amplify-and-forward (AF) protocol
to retransmit the information [5]. According to the definition
of secrecy rate, a positive secrecy rate for an untrusted AF
relay system without cooperative jamming is not achievable,
in the absence of a direct link [3], [4]. In [5], according to
the destination based jamming (DBJ) scheme, the interception
of untrusted relay is interfered by the noise signal sent by the
destination, while this noise can be cancelled from the received
signal of the destination, resulting higher secrecy rate. The
instantaneous secrecy rate with optimal power allocation (PA)
scheme was derived in [6], [8], where large-scale antennas
of the source and the destination cases were considered to
maximize the ergodic secrecy capacity. When the untrusted
relay can harvest wireless energy, the jamming signal from
the destination can not only interfere the reception of relay
but also provide energy to relay, to improve the secrecy perfor-
mance [7]. However, the existing DBJ used in untrusted relay
system is focused on the half-duplex (HD) mode, which is
inferior in terms of secrecy rate to the full-duplex (FD) mode,
and FD technology has attracted much attention [9]-[12].
In addition, the self-interference (SI) between the transmit
antenna and receive antenna is the key factor preventing the
performance improvement of FD node. Fortunately, by using

latest SI cancellation (SIC) technologies, i.e., propagation-
domain, analog-circuit-domain, and digital-domain approaches
[13], [14], SI can be sufficiently suppressed to a low level and
made negligible [15].

In this paper, we propose a novel full-duplex destination
jamming (FDJ) with optimal antenna selection (OAS) scheme
in the untrusted relay system. The main contributions in this
paper are summarized as follows:
• With a large-scale antenna array at the destination, the

corresponding closed-form expression of ergodic achiev-
able secrecy rate (EASR) is derived. Furthermore, for
comparison reason, the other two schemes, i.e., half-
duplex destination jamming and non-jamming, both com-
bined with OAS, are mentioned, and the EASR for two
schemes are also derived in the large-scale antennas.
Simulation results show that, the FDJ-OAS is superior
to the other two schemes.

• To further improve the secrecy performance of the un-
trusted relay system, we derived the optimal PA between
the information signal and artificial noise to maximize
the secrecy capacity for FDJ-OAS in the large-scale
antennas. The analysis results indicate that in the high
SNR regime, the optimal PA factor is a constant, which
is determined by the channel gains of the source-relay
and relay-destination links and the number of antennas.
In the low SNR regime, all the power should be allocated
to the information signal for FDJ-OAS. Monte-Carlo
simulations in MATLAB verify the analytical results
and show that the proposed PA scheme can maximize
instantaneous secrecy rate even for a finite number of
antennas at the destination.

Notation 1: The superscript (· )T denotes the transpose.
The mathematical expectation is denoted by E [· ]. We also use
[x]

+ to denote max {0, x} for a real number x. Bold lower
case letters denote vectors, e.g., h.

II. SYSTEM MODEL AND TRANSMISSION SCHEMES

A. System Model

As shown in Fig. 1, we investigate a two-hop relay commu-
nication system, where a source node S transmits the message
to a destination node D with the assistant of an AF untrusted
relay node R, and a direct link between S and D is assumed to
be existent. The destination is equipped with N antennas and
operates in the FD mode, and other nodes are equipped with
a single antenna and operate in the HD mode. All channels
are modeled to be quasi-static with Rayleigh channels, i.e.,
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Figure 1: The dual-hop untrusted relaying system.

remain constant during two transmission time slots, and have
perfect channel reciprocity. The channel coefficients for the
links between S and R, R and D, and S and D are denoted
by hSR, hRD = [hRD,1, hRD,2, · · · , hRD,N ]

T , and hSD =

[hSD,1, hSD,2, · · · , hSD,N ]
T respectively, with the average

channel power gains represented respectively as E
[
|hSR|2

]
=

ΩSR, E
[
|hRD,i|2

]
= ΩRD, and E

[
|hSD,i|2

]
= ΩSD,

i ∈ {1, · · · , N}. The total transmit power of the system in
each time slot is constrained by P [9], and the transmit power
of S and D is denoted by PS = αP and PD = (1− α)P
respectively, where α is the PA factor with 0 ≤ α ≤ 1. The
received noises at all nodes are assumed to be the additive
white Gaussian noises (AWGNs) with variance N0.
B. Full-duplex Destination Jamming

The entire transmission process is accomplished in two time
slots. In order to prevent the relay from intercepting the useful
information, in the first time slot, S broadcasts the signal to R
and D, and simultaneously D transmits the artificial noise to
interfere the reception of the relay. In order to further promote
the secrecy performance of low implementation complexity, a
novel transmit and receive antenna selection strategy applied
at D is presented in this paper, which will be described
and elaborated in detail in the following subsection. The
selected transmit and receive antennas at D are denoted
by i∗ and j∗ respectively, i∗, j∗ ∈ {1, · · · , N} , i∗ 6= j∗.
In the second time slot, R amplifies and forwards the re-
ceived signal to D with the power amplification factor β,
β2 = 1/

(
PS |hSR|2 + PD |hRD,i∗ |2 +N0

)
. Assume that D

can eliminate it from the received signal. Additionally, since
the signals transmitted from S and R to D through two
different time slots respectively, D can adopt the maximum
ratio combining scheme for reception to maximize the received
SNR. Thus, the received SNR at R and D are expressed
respectively as

γR =
αγSR

(1− α) γRD + 1
, (1)

γD =
αγSD

(1− α) γSI + 1
+

αγSRγRD
αγSR + (2− α) γRD + 1

, (2)

where γSR = ρ |hSR|2, γRD = ρ |hRD,i∗ |2, γSD =
ρ |hSD,j∗ |2, γSI = ρ |hSI |2, hSI denotes the SI channel
coefficient, and ρ = P/N0 is the transmit SNR. Considering
that the SI can be suppressed to the noise level using SIC
technologies [13], [14], which have been applied in [11],
[15], [16]. We assume that the residual SI term γSI has little
influence on γD and can be ignored. For the feasibility of
analysis, so (2) can be approximated by

γD ' αγSD + min

{
α

2− α
γSR, γRD

}
. (3)

In our system, since the relay is untrusted, according to
definition of the instantaneous secrecy capacity, combining (1)
and (3), the secrecy capacity for our considered system can
be described as
CS = [CD − CR]

+

=
1

2

log2

1 + αγSD + min
{

α
2−αγSR, γRD

}
1 + αγSR

(1−α)γRD+1

+

, (4)

where CD = 1
2 log2 (1 + γD) and CR = 1

2 log2 (1 + γR) are
the capacity of the legitimate channel and the eavesdropping
channel, respectively.
C. Optimal Antenna Selection

Assume that the number of the switched separate-antennas
at D is N [10], [17]. According to (4), we can find that the
instantaneous secrecy capacity is proportional to the values of
γSD and γRD. Additionally, once the transmit/receive antenna
is selected, the receive/transmit antenna can only be selected
from the remaining N − 1 antennas. Considering the above,
we present a full-duplex destination jamming with optimal an-
tenna selection (FDJ-OAS) scheme in the following. The trans-
mit/receive antenna pair can be decided by selecting one trans-
mit antenna from N̂ antennas to maximize the channel gain
of the R − D link, and simultaneously selecting one receive
antenna from Ñ antennas to maximize the channel gain of
the S−D link, where

(
N̂ , Ñ

)
∈ {(N,N − 1) , (N − 1, N)}.

The indexes of the selected transmit and receive antennas are
denoted respectively as

î∗ = arg max
1≤i≤N̂

{
|hRD,i|2

}
, (5)

j̃∗ = arg max
1≤j≤Ñ

{
|hSD,j |2

}
. (6)

Based on the transmit/receive antenna pair selection (5) and
(6), the corresponding secrecy capacity achieved by (4) is
denoted as CFD

S1 for N̂ = N and Ñ = N − 1, and CFD
S2

for N̂ = N − 1 and Ñ = N , respectively. To maximize the
secrecy capacity, the optimal antenna indexes and the optimal
secrecy capacity by using FDJ-OAS scheme can be given by(

i∗1, j
∗
1 , C

FDJ
S,max

)
= arg max

1≤i≤N̂,1≤j≤Ñ,i 6=j

(N̂,Ñ)∈{(N,N−1),(N−1,N)}

{
CFDJ
S1 , CFDJ

S2

}
, (7)

where CFDJ
S1 and CFDJ

S2 are given in (4) by replacing γRD

and γSD with γFDJ
RD = ρ

∣∣∣hRD,̂i∗ ∣∣∣2 and γFDJ
SD = ρ

∣∣∣hSD,̃j∗ ∣∣∣2
respectively.
D. Two half-duplex schemes

In the first time slot, D can only send the jamming signal to
interfere the reception of R, but cannot receive simultaneously.
In the second time slot, R forwards the amplified signal to
D. This transmission protocol is called the DBJ, which was
investigated in [5], [6]. In addition, D does not transmit any
jamming signal, but receives the signal from S directly in the
first time slot. This transmission protocol is called the non-
jamming (NJ), which was investigated in [3]. To maximize



the received SNR, we denote respectively two schemes as the
half-duplex destination jamming with optimal antenna selec-
tion (HDJ-OAS) and the non-jamming with optimal antenna
selection (NJ-OAS) schemes.
III. ERGODIC ACHIEVABLE SECRECY RATE ANALYSIS OF

THE LARGE-SCALE ANTENNAS

In this section, we will investigate the EASR for FDJ-OAS.
The ergodic secrecy capacity (ESC) describes the rate below
which any average secure communication rate is achievable
[18], and can be expressed for our considered system as

E {CS} = E
{

[CD − CR]
+
}
≥ [E {CD} − E {CR}]+ , CS ,

(8)
where the lower bound of the ESC CS comes from the
Jensen’s inequality, and is called the EASR. Since massive
MIMO can improve the system capacity considerably and has
become the enabling technology in the 5G communication
systems, in the following, we investigate the asymptotic EASR
performance for the FDJ-OAS scheme as the number of
antennas at destination tends to infinity.

For the FDJ-OAS scheme, as N →∞, we have N̂ ' Ñ '
N , which means there is no difference between two antennas
pair selection orders, i.e., CFDJ

S1 = CFDJ
S2 . It can be deduced

that, the EASR of the FDJ-OAS scheme for the destination
with large-scale antennas can be given by

C
FDJ

S,∞ =
[
E
{
CFDJ
D

}
− E

{
CFDJ
R

}]+
. (9)

In addition, according to the results in [19], as N →
∞, it holds true that max

1≤i≤N

{
|hRD,i|2

}
' ΩRD lnN +

O (ΩRD ln lnN) and max
1≤j≤N

{
|hSD,j |2

}
' ΩSD lnN +

O (ΩSD ln lnN). To further improve the secrecy capacity of
FDJ scheme, from (4) as N →∞, α

2−αγSR � γRD lnN for
0 ≤ α ≤ 1, we have

CFDJ
S,∞ =

1

2
log2

[
1 + αγSD lnN + α

2−αγSR

1 + αγSR
(1−α)γRD lnN+1

]+
. (10)

So based on (10), the ergodic capacity of the legitimate
channel and the eavesdropping channel in (9) can be expressed
respectively as

E
{
CFDJ
D

}
=

1

2 ln 2
E
{

ln

(
1 + αγSD lnN +

α

2− α
γSR

)}
,

(11)

E
{
CFDJ
R

}
=

1

2 ln 2
E
{

ln

(
1 +

αγSR
(1− α) γRD lnN + 1

)}
.

(12)
Then, by using [20, Eq.(4.337.1) and Eq.(4.337.2)], the

closed-form expressions of (11) and (12) can be given respec-
tively by

E
{
CFDJ
D

}
=

1

2 ln 2

[
ln (1 + αγSD lnN)− e

αγSD lnN+1
α

2−αγSR

×Ei

(
−αγSD lnN + 1

α
2−αγSR

)]
, (13)

E
{
CFDJ
R

}
=
e

(1−α)γRD lnN+1

αγSR

−2 ln 2
Ei

(
(1− α) γRD lnN + 1

−αγSR

)
,

(14)
where Ei (·) is the exponential integral, i.e., Ei (x) =´ x
−∞ ett−1dt [20, Eq.(8.211.1)].

In the end, the closed-form expression of the EASR of
FDJ-OAS for the case of large-scale antennas is obtained by
combining (13), (14), and (9). Furthermore, when γSD = 0
and α = 1, we can obtain the closed-form expressions of the
EASR of HDJ-OAS and NJ-OAS for the case of large-scale
antennas respectively.

When the number of antennas at D tends to infinity, the
transmit power should be carefully allocated between the
source and the destination, so the secrecy capacity maximiza-
tion via power control is presented in the following theorem.
Note that as N → ∞, α

2−αγSR � γSD lnN for 0 ≤ α ≤ 1,
thus (10) can be reduced to

CFDJ
S,∞ '

1

2
log2

[
1 + αγSD lnN

1 + αγSR
(1−α)γRD lnN+1

]+
. (15)

Theorem 1: (optimal PA of FDJ-OAS for large N ): When
N →∞, the optimal PA factor can be expressed as

α∗ =
(γRD lnN + 1)

[
1−

√
γSR(δ+γRD lnN+γSD lnN−γSR)

(γRD lnN+1)δ

]
γRD lnN − γSR

,

(16)
where δ = γRDγSD (lnN)

2.
Proof: According to (15), we set ψ (α) =

(1+αγSD lnN)[(1−α)γRD lnN+1]
(1−α)γRD lnN+αγSR+1 . The first derivative of

ψ (α) w.r.t. α is dψ(α)
dα = w(α)

[αγSR+(1−α)γRD lnN+1]2
, where

w (α) = −α2δ (γSR − γRD lnN) − 2αδ (γRD lnN + 1) +

(δ + γSD lnN − γSR) (γRD lnN + 1), and dw(α)
dα < 0,

so w (α) is a monotonically decreasing func-
tion w.r.t. α. It can be shown that w (0) =
(δ + γSD lnN − γSR) (γRD lnN + 1) > 0 and w (1) =
−γSR (γRD lnN + 1) − γSD lnN (γSRγRD lnN − 1) < 0,
such that w (α) = 0 has a single root α1 in the range
0 ≤ α ≤ 1. When 0 < α ≤ α1, we have w (α) ≥ 0,
therefore, ψ (α) is monotonically increasing w.r.t. α. When
α1 ≤ α ≤ 1, we have w (α) ≤ 0, therefore, ψ (α) is
monotonically decreasing w.r.t. α. Thus, the maximal ψ (α)
is achieved by α∗ = α1.

Based on Theorem 1, we provide the optimal PA scheme for
the high and low SNR regimes in the following two corollaries.

Corollary 1: (optimal PA of FDJ-OAS for large N and high
SNR): As N →∞, and in the high SNR regime (ρ� 1), the
optimal PA factor of FDJ-OAS is given by

α∗ =
1

1 +
√
η
, (17)

where η = γSR
γRD lnN .

Proof: In the high SNR regime, from (16), we can
see γRD lnN � 1 and δ � γRD lnN + γSD lnN −
γSR, so (17) can be obtained from (16) through asymptotic
approximation.
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Figure 2: Simulation Results.
Corollary 2: (optimal PA of FDJ-OAS for large N and low

SNR): As N →∞, and in the low SNR regime, the optimal
PA factor of FDJ-OAS is given by α∗ = 1.

Proof: According to the proof of Theorem 1, for low SNR
(ρ� 1) and large N , using high order infinitesimal, we have
γSD lnN > γSRδ + γSR (γRD lnN + 1), so dψ(α)

dα > 0, and
ψ (α) is monotonically increasing w.r.t. α. Thus, the maximal
secrecy capacity is achieved by α∗ = 1.

Remark 1: From (17), we see that α∗ is a constant only
related to η, which is determined by the channel gains of the
S−R and R−D links and the number of antennas. For large
N , it usually holds true that η � 1, so α approaches 1, which
means most power should be allocated for the transmission of
useful information. Especially, when R is located close to the
source, i.e., large channel gain of the S − R link, the value
of α∗ decreases, so more power should be allocated for D to
transmit artificial noise.

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, the theoretical analysis results obtained in the
previous section for three transmission schemes are validated
through Monte-Carlo simulations in Rayleigh fading channels.
The number of Monte-Carlo simulations on the MATLAB
platform is 106 in all figures. For all the simulations, we
assume the AWGN power N0 = 1. In Figs. 2(a)-(b), assume
that ΩSR = ΩRD = ΩSD = 1.

Fig. 2(a) depicts the Monte-Carlo simulation and analytical
results of the EASR for all schemes versus N , with α = 0.5.
The analytical approximation for FDJ-OAS is obtained by
combining (13), (14), and (9). The analytical approximations
for HDJ-OAS and NJ-OAS are that for FDJ-OAS by setting
γSD = 0 and α = 1 respectively. When N grows large,
the EASR of the simulated results matches well with that of
analytical approximate results for all schemes. In the low SNR
regime, we see that the EASR of FDJ-OAS is close to that
of NJ-OAS, and is better than that of HDJ-OAS, indicating
that the existence of direct path plays an important role in
improving EASR performance. In the high SNR regime, we
see that FDJ-OAS and HDJ-OAS can significantly improve
the EASR compared with NJ-OAS, since the DBJ strategy
can dramatically improve secrecy performance.

Fig. 2(b) shows the EASRs with the Monte-Carlo simulated

optimal PA, analytical optimal PA, and equal PA for FDJ-OAS
versus N . The simulated optimal PA factor is obtained by the
exhaustive search method within α ∈ (0, 1) with search step
0.01, which can be viewed as the accurate optimal PA factor
of FDJ-OAS. The analytical optimal PA factor is obtained by
using (16) for general SNR and (17) for high SNR respectively.
The equal PA factor refers to α = 0.5. We see that the EASR
with simulated optimal PA can match well with that with
analytical optimal PA, confirming the correctness of Theorem
1 and Corollary 1. Besides, the optimal PA can significantly
improve the EASR compared with equal PA for the whole
SNR regime, while the transmit power should be carefully
allocated to maximize the secrecy capacity.

Fig. 2(c) shows the approximate analytical curves and the
simulation curves of EASR as function of the PA factor for
FDJ-OAS with ΩRD = ΩSD = 2, and N = 500. We can
see that the EASRs with the simulated optimal PA factors
match well with that with the analytical optimal PA factors.
In the low ρ regime, we can see that the optimal PA factor
is close to 1, which confirms the correctness of Corollary 2.
In the high ρ regime, the optimal PA factor broadly stays the
same, confirming the correctness of Corollary 1. Furthermore,
the EASR of FDJ-OAS and the optimal PA factor gradually
decrease as the ΩSR grows large, in order to prevent the
relay wiretapping more information, so more power should
be allocated for the destination D to transmit artificial noise.

V. CONCLUSION

In this paper, we have investigated the secrecy performance
of untrusted relay system based on FDJ in large-scale antennas.
The HDJ and NJ schemes were also studied to highlight the
superiority of FDJ. And in order to attain more intuitive and
meaningful results about the effects of system parameters on
the secrecy performance, the asymptotic behavior of EASR
and optimal PA factor were analyzed, based on large-scale
antennas at the destination. Simulation results have verified
the accuracy of the results of mathematical analysis.
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