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Abstract—The technical challenges associated with multihom-
ing management in mobile systems and applications have at-
tracted relevant research activities, as demonstrated by the wide
related literature of the recent years. However, only very recently
some multihoming solutions and techniques have started to
be applied in industrially-relevant platforms and cases, often
in a limited and very controlled way. This paper has the
specific and focused objective of reporting a fresh state-of-
the-art overview of the maturity of multihoming solutions for
Android and to describe our practical experience of multihoming
configuration and evaluation over off-the-shelf Android devices.
In particular, we report the experience made while considering
the relevant Locator/Identifier Separation Protocol (LISP) and
especially LISPmob support solutions, by i) showing how to
efficiently configure LISPmob on non-rooted Android devices;
and ii) thoroughly analyzing its supported features towards the
abstraction of seamless mobility. In addition, the paper includes a
qualitative and quantitative comparison of different multihoming
support approaches, as well as original experimental results about
the performance of LISPmob over Android terminals.

I. INTRODUCTION

Multihoming is widely recognized as a relevant feature for
mobile systems/applications support, capable of significantly
and suitably enhancing the abstraction layer of application
development while potentially improving the efficiency of
handoff management thanks to non-application-driven re-
source management. Therefore, the technical motivations why
multihoming support solutions are relevant are many, including
i) they help in minimizing the downtime due to connection
failure by potentially realizing the abstraction of reliable
Internet connectivity; ii) they can take advantage from policy-
based routing to choose the most appropriate link to exploit
for an application-level connection; iii) they can support and
manage multiple broadband links to different ISPs, which is
usually more cost-effective than a single high bandwidth link;
and iv) they can enable dynamic, transparent, and efficient load
distribution over all the available links [1].

A very few recent papers have started to address the relevant
issue of surveying the status of maturity of multihoming sup-
port implementations. In particular, [2] addresses the general
topic by presenting the primary protocols available that adopt
a locator/identifier split approach. More specifically related to
our paper contribution, [3] provides a very recent description
of multihoming solutions for standard Linux distributions,
while [4] reports about available solutions for multihoming
over Android devices that can be rooted in the considered

application domains and execution environments. To the best
of our knowledge, our contribution is strongly original in
describing i) a fresh state-of-the-art overview of the maturity
of multihoming solutions for Android with the focus on
more usual non-rooted devices; and ii) our practical experi-
ence of multihoming configuration and evaluation over non-
rooted off-the-shelf Android terminals. In particular, we report
our practical experience made while considering the relevant
Locator/Identifier Separation Protocol (LISP) and especially
LISPmob support solutions. Original technical contributions of
this paper include an experience report and some indications of
general applicability on how to efficiently configure LISPmob
on non-rooted Android devices.

The remainder of the paper is structured as follows. Section
II is dedicated to surveying the primary multihoming protocol
solutions in the literature. Section III, specifically focuses on
multihoming solutions for the Android platform and on their
integration/availability over Android devices for mass-market
users. In Section IV testbed validations, experimental results,
and a discussion on the efficiency of the currently available
implementation of LISPmob for Android follow, while Section
V ends the paper with conclusive remarks and main directions
for our future work.

II. STATE-OF-THE-ART MULTIHOMING SOLUTIONS: AN
OVERVIEW

The relevance of multihoming is well recognized since
several years [5], [6]. In principle multihoming support can
involve either a single or multiple layers of the ISO/OSI
protocol stack. Each layering approach has demonstrated to
have specific advantages and disadvantages, which must be
thoroughly considered, often in conjunction with deployment
considerations and constraints. In the following we will con-
centrate on proposals that adopt the so-called locator/identi-
fier split approach, requiring that the transport layer identity
of endpoints is decoupled from the network layer locators
of hosts in order to allow multiple forwarding paths for a
single transport session. The locator/identifier mapping must
be ensured by a dynamic process, so that a session can
include different features, such as constant endpoint identifiers
throughout the session lifetime, and modification of locators
to maintain end-to-end reachability [7].

By delving into some finer details about the main solu-
tions currently available in the related literature, Mobile IPv6
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(MIPv6) and its extension Network Mobility (NEMO) [8] have
been standardized by IETF to allow a node or a network to
remain reachable at the same IPv6 address and prefix while
moving and changing their point of access to the Internet.
Even if this solution has achieved some relevant results, it must
be said that its implementation development, experimentation,
and in-the-field diffusion got stuck at 2007 [9], [10], [11].

It is well recognized that protocols like Site Multihoming
by IPv6 Intermediation (SHIM6) or Host Identity Protocol
(HIP) may provide articulated multihoming features along
with relative easy implementation, failure detection and re-
covery, or ubiquity and security support. However, none of
them can be considered as the ideal solution [12]. In fact,
while SHIM6 may break the functionality of other protocols
[7], HIP implementation complexity is the reason of its recent
de facto cooldown of the researcher community in the field.

Another relevant solution in the literature is the Identi-
fier/Locator Network Protocol (ILNP). Even if it has shown
some significant pros, ILNP has demonstrated non negligible
disadvantages in terms of i) required changes to standard
DNS and the associated deployed equipment; and, even more
relevant, ii) the “philosophy” of disruptive approach behind the
protocol itself, calling for significant re-deployment and non-
back-compatible evolution of the existing installation base.

The practical experience of experimentation of the Stream
Control Transport Protocol (SCTP) shows that it would rep-
resent a feasible multihoming solution by itself [13], [14], but
with some non-negligible restrictions. Its pros are many and
valuable, and its independence to the network layer is crucially
important. But it has to be supported and enabled with ad hoc
modules running at hosts at the OS kernel layer.

Nowadays LISP appears as the best and most promising
tradeoff solution available. Sponsored by Cisco Systems, LISP
is born to solve a number of problems risen up after more
than a decade of relatively unchanged Internet infrastructure
and very slow wearying transition to IPv6, which in fact is
still ongoing. LISP has demonstrated to be the most efficient
solution in terms of scalability [15]—a reason that alone could
justify its future usage. Moreover, LISP does not require
any substantial change to the existing legacy infrastructure,
except for the entities which specifically support it, even if
for both outgoing and incoming packets a processing latency
is added at the edge of the network [5]. Hence, considering
that the most significant LISP performance limitations relate
to network devices’ hardware technology, we claim that LISP
can play the role of the most widespread multihoming solution
in next generation networks, possibly (but not necessarily) in
association with SCTP.

Even if the multihoming literature is relatively rich of
solutions and proposals [16], [17], [18], [19], also due to
the large set of different possibilities and the complexity of
efficient implementation of the above features, multihoming
is supported neither by any widespread user application yet,
nor by standard network devices. Table I concisely reports
some main features of the considered protocols, while Table
II their pros and cons.

Protocol MH R U L F S P Sec
NEMO End-host 7 3 7 7 7 7 3
SHIM6 End-host 3 7 7 7 3 7 7
HIP End-host 3 3 7 7 3 7 3
ILNP End-site 3 3 3 3 7 7 7
LISP End-site 3 3 3 7 3 3 7
SCTP End-host 3 3 3 3 7 3 3

TABLE I. Primary Features of most Widespread Multihoming Protocols.

R: Resilience, U: Ubiquity, L: Load balancing/sharing, F: Flow distribution,
S: Scalability, P: Policy, Sec: Security, T: Transport layer, N: Network layer

Protocol Pros Cons
NEMO Mobility, Handover latency Requires changes to hosts
SHIM6 Deployment Mobility, Security
HIP Compatibility, Security Deployment, Policy
ILNP Semantics, H-MH support Requires changes to DNS
LISP Scalability, Flexibility Encapsulation overhead
SCTP Security, Flow control Requires changes to hosts

TABLE II. Multihoming Protocols Pros and Cons

T: Transport layer, N: Network layer

III. MULTIHOMING IN ANDROID

A. State-of-the-Art Multihoming Support in Android

The core of Android network management is the Con-
nectivityManager. Added in API level 1, the class
is responsible for all the operations between the Android
platform and the currently available networking opportunities.
Until API level 18, the Android system was officially able
to manage only two networking opportunities, by selecting
to activate (to the purpose of useful data communication at
the application layer) only one of them at any given time.
The Android platform automatically assigns the role of default
network to the one with the best received signal strength and,
based on that, the ConnectivityManager manages its fail
over procedure.

Also with the growing number of networking opportunities
that Android can support now, the approach with a single
“default network preference” starts to be recognized in the
community as a bit “old-fashioned”. In most recent versions,
the trend is in favor of alternative possibilities returning
an array of prioritized connectivity opportunities [20]. This
actually has a good impact on ubiquity and on efficiency
of system interfaces’ management. But anyway it does not
include any strong and complete multihoming support.

Only a relatively recent solution can allow Android devices
to enable all the on-board network interfaces, even if this
is not permitted by default Android policies [21], [4]. With
these rules, it is impossible to get the two interfaces running
at the same time and there is no standard, available, and
widespread management interface to allow users to change this
default option. Let us note that advanced IP routing, multiple
routing tables, and network filtering are features available in
the Android kernel and that should be enabled too to contribute
to seamless mobility and multihoming support. Another option
is to implement an ad hoc multihoming solution: this may
be achieved in different ways but generally a multihoming
protocol has to be supported somehow.



A relevant distinguishing property, in current Android sys-
tems, is whether we are in a deployment environment where
we can assume the possibility of exploiting rooted devices
or not. If the choice is to root Android, it is possible to
enable SCTP in Android’s kernel and hence provide a good
multihoming support for the host. As an alternative, so far
HIP is available on rooted Android platforms thanks to an
experimental porting of HIPL. Otherwise, if the choice is
to apply to non-rooted Android devices to maximize market
penetration rate, the currently viable solution is to adopt a
more complex solution like LISPmob.

B. LISPmob

LISPmob is an open-source LISP and LISP Mobile
Node (LISP-MN) implementation for Linux, Android, and
OpenWRT. With LISPmob, hosts can change their network
attachment point without losing connectivity, while maintain-
ing the same IP address. Even though several interfaces can be
managed by LISPmob at the same time, on Android platforms
they can only be used in an “active-backup” fashion (that
is, no more than one interface used at once) because of the
previously illustrated motivations.

At the time of this paper writing, two versions of LISPmob
for Android exist: the non-rooted and the rooted versions. In
order to properly configure and validate the performance of
non-rooted LISPmob support in Android, the first steps are
the setup of the lispd configuration file and the execution
of lispd. The lispd.conf setup can be done manually
by editing the file and placing it in the LISPmob root folder,
or using the proper activity with the parameters given for the
beta network.

IV. EXPERIMENTAL EVALUATION AND DISCUSSION

Our experiments were made in order to quantitatively eval-
uate LISP-MN performance using LISPmob on non-rooted
Android devices in comparison with standard IPv4. First, using
LISPmob, we collected the ping response times towards a
set of active EIDs via LISP IPv4-in-IPv4 tunneling; then,
switching off LISPmob, we also collected the respective ping
times via standard IPv4. The starting point is represented by 2
sets of k = 53 active EIDs. For each active EID we collected
N = 100 ping times. So we eventually have k average values
related to the standard IPv4, and k related to the LISP IPv4-
in-IPv4, for a total amount of 10600 ping samples. For our
purpose, each set may be considered as a discrete random
variable.

We define the general sample mean vector h̄ as a column
vector whose j-th element h̄j is the average value of the N
observations of the j-th variable, that is h̄j =

1
N ∑

N
i=1 hi,j ,

where j = {1,2, . . . , k}. Thus, we define x̄ as the column
vector containing the average of all the observations for each
variable related to the standard IPv4, ȳ as the one related to
the LISP IPv4-in-IPv4, and ∆̄ as the column vector whose
j-th element ∆̄j is the difference value between the sample
means yj and xj .
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Fig. 2. Frequency Distribution of x̄ (IPv4) and ȳ (LISP IPv4-in-IPv4)

A. Delay

As we have x̄ and ȳ which are univariate discrete random
variables, it is possible to determine their expected values µx̄

and µȳ (arithmetic average) and their standard deviations σx̄

and σȳ by the common formulas. The results are reported
in Table III along with the percentage of lost packets and
the expected value µ∆̄ (again the arithmetic average) and the
standard deviation σ∆̄. The mean value µ∆̄ represents exactly
the LISP delay as the average time difference between whether
using LISP or not, that is 84.1 ms. The frequency distribution
chart of x̄ and ȳ is reported in Fig. 2.

The motivations behind LISP delay are various. The LISP
decoupling of host identity from its location information is
achieved by replacing IP addresses with two separate name

µ (ms) σ (ms) λ (%)
x̄ 342.7 130.1 1.2
ȳ 426.8 84.6 7.0
∆̄ 84.1 89.7

TABLE III. Comparison of IPv4 and LISP IPv4-in-IPv4 performance

x̄: IPv4, ȳ: LISP IPv4-in-IPv4.
µ: mean value, σ: standard deviation, λ: percentage of packet loss



spaces: Endpoint IDentifier (EID), and Routing LOCator
(RLOC). Apps bind to host’s EID, which is used as the address
(either IPv4 or IPv6) for transport connections, while RLOCs
are the addresses (either IPv4 or IPv6) used for routing through
transit networks [22].

In IPv4, the inner ICMP packet is 64B, while the IPv4
header is 20B, for a total size of 84B. In LISP, instead,
the tunneling requires a change into the IPv4 header where
the IP addresses are replaced with the source and destination
EIDs, and moreover there is an overhead which consists of 8B
of LISP header, 8B of UDP header, and other 20B of IPv4
header where the IP addresses are the source and destination
RLOCs, for a total size of 120B. Obviously this overhead
itself generated the growth of the network latency, but also
traffic encapsulation and decapsulation. On the other hand,
the RLOCs’ improved handling of routing tables and the
consequent optimized paths, plus other fine-tuning techniques
into the RLOC space, can considerably decrease the network
latency.

B. Speed and Precision

Other parameters like the average traffic speeds vx̄ and
vȳ are defined similarly as above depending on the situation
where either the whole data “in-the-wire” (w) or only the
payload (p) is considered.

w (B) vw (B/s) p (B) vp (B/s)
x̄ 84 245.1 54 157.6
ȳ 120 281.2 54 126.5

TABLE IV. IPv4 versus LISP speeds

x̄: IPv4, ȳ: LISP IPv4-in-IPv4.
w: packet size “in-the-wire”, p: payload, v: average speed

The results reported in Table IV are relevant and partially
unexpected: even if there is a considerable delay between LISP
and standard IP, the effective bandwidth experienced by the
whole data “in-the-wire” using LISP is greater. Instead, if
the speed is measured in terms of payload only (what really
perceived and experienced by final users), LISP’s speed perfor-
mance suffers an acceptable relative difference of −19.71 %.
Another important consideration to make is about associated
standard error and deviation whose results are reported in
Table V.

SEµ (ms) RSEµ (%) RSD (%)
x̄ 17.9 5.2 38.0
ȳ 11.6 2.7 19.8

TABLE V. IPv4 versus LISP statistics

SEµ: standard error, RSEµ: relative standard error,
RSD: relative standard deviation

Therefore, we discovered that LISP has almost the half of
the relative standard deviation in comparison with IP: this
means that communications over LISP tunneling are definitely
very stable and this has obvious good consequences in terms
of channel throughput.

Nevertheless, probably due also to the very recent release
of the exploited LISP implementation, LISP has shown to be

affected by 7.0 % of packet loss, which is undoubtedly non-
negligible for almost all Internet applications. It must be said,
however, that in our experiments (and in the results reported
above) we have considered as lost the packets with ping times
greater than 800.0 ms, as reasonable in many delay-sensitive
applications. Furthermore, it must be taken into account that
this value refers to ICMP ping packets exchanged without sup-
porting/implementing any additional error-recovery strategy:
hence the reported results can be considered the lowest upper
bound. Still, this LISP under-performance of 7.0 % is too far
from the most usual IP 1.2 % to take into consideration the
adoption of LISP on a world-wide scale very soon.

V. CONCLUSIVE REMARKS AND FUTURE WORK

This paper aims at presenting a concise and fresh overview
of the state-of-the-art of the available implementations for
multihoming support, with specific focus on how to exploit
multihoming functionality over Android devices. We have
concentrated on how to efficiently, effectively, and feasibly
exploit LISP-like supports on Android smartphones, with no
need of rooted-device administration rights, in order to be
reasonably usable by a large public of final users. The paper
originally reports about this practical experience and some
related performance results.

The experience made and the reported quantitative results
show that, in general, LISP is now a reasonable multihoming
solution that achieves a good tradeoff between performance
and rapid deployability. LISPmob, as an Android-oriented
implementation of the LISP approach, has demonstrated to be
mature enough to call for limited configuration work by final
users, even if some of its performance results have demon-
strated to be still a non-negligible limit for its widespread
utilization. Nevertheless, against an average delay of 84.1 ms
and a relative difference of speeds of −19.71 % if compared
with standard IPv4, the advantages brought out by LISP,
in terms of multihoming capabilities as well as of network
scalability, are undoubtedly relevant.

Based on the encouraging results already achieved, we are
working to proceed with this research activity along a few
primary directions. On the one hand, so far we have tested
the LISP solution in IPv4-in-IPv4 contexts: we have recently
started to work on validating and evaluating the performance
of the same approach in the IPv6-in-IPv6 case, as well as in the
other possible combinations of deployment environments. On
the other hand, rooting or not rooting dilemma, so far we have
chosen not to take into consideration rooted Android devices
as the primary targets; however, for a complete performance
evaluation and comparison, it could be relevant to report also
the rooted implementation of LISPmob in different usage
scenarios and deployment environments. Integrated multihom-
ing management tools, capable of dynamically considering
the interworking of rooted and non-rooted devices with their
differentiated multihoming support implementations, is part of
our medium-term objectives.
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