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Abstract. This paper outlines research in progress intended to contribute to the 

autonomous management of networks, allowing policies to be dynamically 

adjusted and aligned to application directives according to the available 

resources. Many existing management approaches require static a priori policy 

deployment but our proposal goes one step further modifying initially deployed 

policies by learning from the system behaviour. We use a hierarchical policy 

model to show the connection of high level goals with network level 

configurations. We also intend to solve two important and mostly forgotten 

issues: the system has multiple goals some of them contradictory and we will 

show how to overcome it; and, some current works optimize one network 

element but being unaware of other participants; instead, our proposed scheme 

takes into account various social behaviours, such as cooperation and 

competition among different elements. 
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1 Introduction 

The growth of Internet and particularly the rapid advances in real time supported 

applications that are expected to be developed, make its management a major 

challenge. Among the different enabling technologies for autonomic communications, 

the policy based management is one of the most representatives. This paradigm 

allows the segregating of the rules that govern the behaviour of the managed system 

from the functionality provided by the system itself [1].  The most developed and 

contemporary implementations of the paradigm rely on pre-programmed rules based 

on logic. Nevertheless, to be called autonomic, a system must show a degree of 

flexibility to self adapt to changes in the goals, services or resources and in our 

opinion this is hardly achievable by means of static policies. In contrast, we propose 

the control of the system behaviour by means of dynamic policies; that is, policies 

that are allowed to change according to the evolution of the system. In short, we 

pretend to design a method that dynamically and continuously seeks for management 

policies that better fit the context of execution looking for its optimization. This is 



innovative because current approaches lack of learning capabilities and most of the 

recent work just mention the need of it [2], [3]. 

 With this conception of the problem, the first challenge is to figure out the 

learning mechanism or mechanisms that will lead to new policies. The second, but no 

less important is how to solve the potential conflicts that can arise from such a policy 

generation process. Finally, it would be important to understand the whole vertical 

structure from devices till applications in order to combine and enforce the best 

configuration. All these challenges will be addressed in this work in the following 

manner: for the first two issues we plan to use a model free learning algorithm and 

because of the size of the network we will investigate multi-agent variations, 

especially those that acknowledge the existence of other competitive/cooperative 

agents in the same environment. For understanding the whole structure of policies we 

will define and use a policy architecture from the Application level to the Device level 

in a similar approach as the Policy Continuum [4] showing the relationships between 

policies of different levels.  

The remainder of the paper is structured as follows: section 2 provides an overview 

of work related to our topic of interest. In section 3 we introduce our idea and show 

our planned topics of research. Section 4 finishes this article with the overall 

conclusions. 

2 Related work 

Since managing a complete network involves several topics, we could find related 

work in a wide area of research. We will focus in communication systems but, for 

instance in the multi-hardware configuration [5] or sensor networks [6] we can find 

analogous problems too. And because we will use learning techniques we could also 

find related work (in an abstract way) in the machine learning field [2]. 

There are a few examples of approaches for a complete solution of learning in 

network management. A work that could be considered as a starting reference is 

described in [7]. It is essentially focussed in policy refinement but, from the point of 

view of what we pretend to do, it doesn’t consider dynamic adaptation of policies in 

the presence of dynamic environments. Another approach to introduce an architecture 

oriented to an adaptable service is in [8]. Here the authors use rule-based reasoning 

and extended finite state machines. Their mechanism to select the rule is using a 

Reasoning Procedure. One disadvantage of their solution is the need of a careful 

specification of all possible events. A different approach can be found in [9], where 

they propose some similar goals as in our work (adaptation and flexibility) and also 

use a policy hierarchy. But they skip the multi-goal issue and they just sketch some 

framework but don’t explain the details of their mechanisms such as conflict 

resolution because of the coexistence of other agents. In contrast, although we also 

pretend to follow an adaptation process based on learning, our target is a more 

flexible way of adaptation of policies to changes in goals and the environment with 

embedded policy conflict avoidance. 



3 Planned Approach 

We consider a continuum of policies [4] constituted by several layers; in the 

simplest form by only two levels. The lowest level corresponds to device policies 

managing the physical or virtual resources. At this level we have some configurations 

that the device can offer to the applications so the higher level can choose between 

those pre-configurations. The second level contains application policies. We 

understand that applications use the resources of device level. For example we could 

have a printer with three configurations: Draft, Black_and_White, Full_Color; and 

different applications could prefer one setting over another. Or for instance some links 

could have two metrics: speed of transmission and error rate, and offer five pre-

configurations with different values of speed and error rate, having a different impact 

in the performance of the applications so it is needed to find the best option in 

general.  

Because the algorithm we plan to use could be quite slow to converge it would be 

practical to initialize the policies at device level with some initial state (for instance 

with the output of some simulation of the situation). After this initialization the 

policies will be evolved online (in the real world) by means of Reinforcement 

Learning [10], a sub area of Machine Learning, concerned with how an agent should 

take actions in an environment to maximize some long-term reward. In particular we 

are interested in the Temporal Difference techniques and Q-Learning [11] more 

specifically. This technique learns an action-value function to estimate the expected 

utility of taking some action in a given state. Applications should give some feedback 

(reward) to its devices in order to inform about how good or bad its performance is to 

their own goals. Taking this information into account the lower level will know which 

action (pre-configuration over its metrics) is the best for the system at each moment. 

The changes in environment, devices, and applications will affect the performance 

making our previous preferred pre-configuration probably no longer optimal so our 

algorithm will notice that and adjust it to a new selection that is the best for that 

moment and situation.  The ultimate goal will be to maximize the reward of the 

system, for example evaluating a weighted sum of the application’s rewards, and it 

will be very important to pay special attention to the carefully design of that function. 

In addition, because it is not feasible to consider the whole system as a single agent, 

we plan to use multi agent systems and study several distributed algorithms in order 

to better solve our problem. We plan to validate our proposal using the AutoI 

infrastructure [12] in one of its general use cases and, eventually, using the OPNET 

simulator [13] extending it to use a policy-based management system. But first we 

should make a proof of concept showing that changes in environment cause changes 

in politics and then we should measure time of convergence to stable politics in 

several kinds of environments evaluating different algorithms. 

4 Concluding remarks 

This paper has described our ongoing research work towards managing a 

communications system in a flexible and adaptable way and configuring the devices 



aligned to user and application goals. We tackle most of the open issues identified in 

the most recent papers and surveys [2]. Specifically the following challenges are 

considered: from supervised to autonomous learning; from offline to online learning; 

from fixed to changing environments and from centralized to distributed learning. Our 

immediate future work will be the definition of a scenario in which we demonstrate 

the feasibility of our approach and the investigation of several algorithms to choose 

the best suited one.  

We strongly believe that, because of network complexity, learning policies is key 

in network management in contrast to knowledge based approaches. With this regard, 

our contribution is to the best of our knowledge, the first proposal to learn, adapt and 

align policies from the devices configuration till the application taking into account 

the presence of other entities competing for resources and having their own goals.  
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